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Who We Are


We represent a multi-million dollar hospitality company with resorts worldwide.  We believe guests are the lifeblood of our business, and our business is making our guests feel not just comfortable, but spoiled in every way.  We have properties in various tropical locations, most with extensive beaches, and beachfront entertainment and restaurants.  We pride ourselves on the privacy and safety our guests feel throughout their stay.

Our RFID Project


RFID has given us the ability to cater to our guests in a completely new way, while also allowing us to improve their safety, privacy, and convenience at every turn.  In a traditional resort, you might be given a room keycard after checking in with your credit card.  At many locations throughout the resort (such as restaurants or spas), you would present this card to have your services billed directly to your room.  This approach has presented many problems in the past:

1. Room keycards work well in many hotel environments because they easily fit in a wallet.  At our resort guests frequently do not carry a wallet.  As a result, the cards are often forgotten, lost, or damaged due to being exposed to harsh environments like beach sand.  

2. Room keycards do not allow a guest to be identified easily, since they do not have a guest’s name or picture.  Presenting this card in order to “sign” charges to your room is a significant fraud risk.

3. Room keycards are inherently disposable, thus leading to wasteful behavior.  The cards are disposed of frequently, and cards are often lost or misplaced.  Besides being an expensive and inconvenient solution, it is also not particularly friendly to the environment!


To eliminate these issues, we have chosen to implement a wristband which contains an RFID tag.  This tag can only be read over an extremely short distance (a few inches), and only contains a unique identifier for each guest.  No personally identifiable information is stored on the tag itself.  Using our existing network infrastructure, we have been able to deploy point of sale systems which allow these tags to be read, and which then display a picture of the guest (taken digitally during check-in) on the display.  This allows our staff to verify that the tagholder is indeed the right guest.  In an additional security measure, the antenna of the tag is designed to run the full length of the wristband.  This precaution means the tag must be intact to function; if it breaks, is stolen, or falls off, it automatically deactivates!


This wristband RFID tag solution solves all of the problems with the prior keycard solution.  Since the tags have no battery, they are wearable, small and unobtrusive.  They can be taken into the water or sauna, or left exposed to the sun for hours.  A guest is now able to use this tag to pay for any items without needing to sign or carry any cash or credit cards, and the transaction is accomplished in a far more secure manner.  Finally, the safety and security of the guest is enhanced since there is no way to lose or leave your room key to fall into a criminal’s hands, and transactions are much better secured since the wristband is “permanently” in your possession.  


Finally, those traveling with children gain particular benefits since we have implemented kiosks throughout the resort which allow your child to touch his or her wrist to the reader and have the parents paged to that location.  

QUESTIONS THE MEDIA WILL ASK


The use of RFID tags in any situation has proved to be controversial over the past few years.  As a resort that depends on high customer satisfaction and a positive reputation, our RFID system is designed to prevent controversy and fully protect our customers' interests while providing the greatest benefit and efficiency.  Tough questions will be presented about how our guests' privacy is maintained, since so much bad publicity about RFIDs have focused on the negative aspects of its tracking ability.  Negative press about RFID-equipped credit cards will likely motivate tough questions about the possibility for fraud.  Finally, as a resort that focuses on our customers' wellbeing, many of our guests will be considered about their health, and so an investigative journalist will want to know how we are protecting our guests' health.


Below are some of the tough questions you'll be asked, and how you might want to respond.  Since the ability of RFID to track products and people have been the most publicized part of RFID, the toughest questions will come in that area.  However, we've crafted our policies to ensure there will be nothing in our plan for the media cast in a negative light.

Privacy Concerns

Why are you tracking the whereabouts and activities of all of your customers?  


As a resort, our number one objective is to ensure our guests have the most pleasant and memorable experience possible.  Indeed, we very much hope they will choose us again in the future.  As a result, we constantly seek new ways of exceeding our customers’ expectations.  The introduction of RFID wristbands has been a phenomenal success in this regard.  No longer do our guests need worry about carrying a room key, charge cards, cash or ids to enjoy our facilities!


Regarding the idea of tracking our guests, we of course keep a running tab of expenses incurred by the guest.  While some may call this “tracking” purchases, it is actually no different than using your credit card.  Your credit card company keeps track of how much money you spend, and where and when the transaction occurs, so that your bill is accurate.  We do the exact same thing, in order to ensure that you don't have to pay any spurious charges while enjoying the great added convenience of wireless payment!  Keeping track of when RFID wristbands access a room helps to make sure your family, and your family alone, can access your room.  This is no different than the slashcards already in use at nearly every hotel and resort in the world!

You can track significant information about customers—from what they purchase, to when they enter and leave their rooms.  What do you do with this data?  Who has access to it?


We take our guests’ privacy very seriously.  Any information we gather is held strictly confidential, and we go to great lengths to collect only the information absolutely necessary to make your stay as relaxing and pleasant as possible.


In our efforts to continuously meet and exceed our guests’ expectations, we at times try to learn patterns and trends of how our guests user our facilities.  For example, we recently learned that around 2-3pm the lines for Jet Skis can become very long.  At the same time we realized very few customers were spending time in the main Tiki hut.  Our staff decided to hold Bingo in the Tiki hut from 2-3pm every day.  The lines for Jet Skis went down considerably, and Bingo was a great success.  


When we are studying how best to serve our guests, we do indeed analyze all transactions made by a guest, along with when they use their wristband to access areas of the resort.  However, all of this data is anonymous-- the guest's identity is not associated in any way with this data!  The database we keep of purchases, which of course includes your billing information, is kept completely separate and never compared with any other database.  None of these databases are ever shared with other companies.


Additionally, not only do we vow never to compromise our guests’ trust by revealing, leaking, or selling any of their information, we offer them the option not use an RFID guest pass.  That is, any customer who is uncomfortable for any reason carrying an RFID device is more than welcome to use cash for payments and a traditional room key.  Due to the decreased administrative costs of running paperless RFID technologies, we pass the savings afforded by the technology onto our guests who are using RFID passes.  Currently, nearly all of our guests have opted to use the RFID pass due to its convenience.

Fraud Concerns

Can't thieves copy my RFID card without me knowing it?  


All RFID payment systems come with the worry of fraud – what if someone gets hold of our customer’s RFID tag information?  An insecure system should rightfully raise concerns about dropping or losing tags for others to pick up, and the vulnerability of tags to “skimming.”  Research has shown that a thief with a reader can “skim” the information on an RFID tag and create his own clone tag.  We guarantee to our customers against this potential problem; our vacationers can enjoy the benefits of our RFID system without the anxiety of security issues.


Our RFID system was designed with the active vacationer in mind.  We know our customers want to enjoy their vacation fully, hiking, swimming, and enjoying all other resort activities without constantly checking to see if their tag is with them and intact.  To satisfy this need, we designed our tags as sturdy wristbands that stay on securely but comfortably.  When this wristband is broken off, the RFID tag deactivates, providing peace of mind for the guest whose wristband is lost.


 Along with these mechanical precautions, we fully protect vacationers against “skimming,” the process by which thieves try to clone RFID tags.  When we assign someone an RFID number, we associate his or her picture with that number.  When they use their ID, whether to access our beach or buy an afternoon snack, one of our employees views the picture associated with the ID.  The employee can therefore immediately tell if an unauthorized person has “skimmed” or is otherwise using your ID.  Someone may be able to “skim” your ID, but they will never be able to use it.  


To add to the vacationer’s peace of mind, all transactions they make are on credit we extend to them during their stay.  Our customers can then review all the purchases they made and approve them before they pay for them.  If a customer's bill contains fraudulent purchases because of a stolen or copied RFID tag, our resort absorbs the cost and charges the customer nothing!  


For even stronger safeguards, we set an initial upper bound to this credit, limiting it to a reasonable number of small transactions.  If either of these limits is exceeded, the customer is alerted and must present multiple forms of ID before he can use his RFID to make these purchases.  In this way, customers will know if someone is making large unauthorized purchases. 

Health Concerns

But don’t the radio frequency transmissions in RFID technologies have the potential to cause medical problems?  


In contrast to many high-profile RFID users, we take advantage passive RFID technology, which means that the device you carry or wear on your body is incapable of RF transmission by itself.  Therefore, there is virtually no risk associated with wearing one of our passive tags.  Passive RFID technology has been employed in consumer spaces, such as drug stores, book stores, and Walmart, for decades.  No studies have conclusively identified any health risk with passive RFID tags.  More virulent forms of RFID, with batteries contained with the tags, are already in use in systems such as EZ-Pass, but we promise never to use anything except the safe passive tags!  


Regarding RFID scanners, these devices have very limited range and tend to output no more power than a common cell phone.  We take great pains to limit scanners to where they are absolutely necessary, such as at the cash registers of our vendors and at the entrances to areas you must use your wristband to enter, such as the beach and your room.  You will very rarely be within reading range of a scanner during your stay with us!

