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Abstract

This paper proposes a newrule-basedlanguage for pro-
gramming heterogeneous sensor actuator networks. Rules
are declarative statements which are evaluated using sen-
sor readings spanning multiple sources. We combine our
declarative rules system with the notion of frequency based
operation and communication to allow a compiler to emit a
work schedule optimized for minimal power consumption.
Combining rules with frequency information also removes
the need for concurrency in the form of threads. The lan-
guage presented in this paper is compiled to an intermediate
byte-code which can be executed by a reconfigurable vir-
tual machine. Our language is designed to be reliable, en-
ergy efficient and expressive, which is achieved through pre-
dictable execution, enabling compile time checks and opti-
mizations.

1. Introduction

The most common functions of a sensor node are to sam-
ple the physical properties of an environment, communi-
cate the readings and actuate based on one or more inputs.
The actual processing and transmission capability of each
node in a sensor network is limited by the amount of avail-
able power. This single constraint limits many of the pos-
sible choices that can be made in designing programming
languages for sensor networks.

This paper introduces a rule-based language for sen-
sor networks with a much simpler execution model than
existing languages. It has no threaded concurrency or dy-
namic scheduling. We believe our simpler execution model
will make it easier to prove programs correct and mini-
mize power usage, whilst still being sufficiently expressive
to capture diverse high level abstractions.

The class of applications that we consider in this paper
are those which close the loop by not only gathering data,
but also interpreting sensor readings leading to in-network
computation and actuation. An example of the type of ap-
plication we are considering involves land management and
the herding of livestock [2] which is explored in later sec-
tions.

The rule-based language introduced in this paper is in-
tended as anintermediate languagefor sensor networks.
Other intermediate languages include the token machine of
Newton, Arvind and Welsh [7], and TinyScript and Motlle
developed for the Maté virtual machine [4]. High level pro-
gramming primitives such as abstract regions [9, 6] can be
compiled into our intermediate language, and so executed
reliably and efficiently on sensor networks. The language
can also be used directly, for example to encode routing pro-
tocols.

In our language, the gap between programs and sensor
network hardware is bridged by byte code executed on a
reconfigurable hardware-level virtual machine. Other inter-
mediate languages are implemented as middleware on top
of the TinyOS/nesC system and so inherit some of the reli-
ability and complexity problems of that platform [5].

2. Language Design

All imperative languages have an explicit entry point
which initiates a sequence of instructions to be exe-
cuted. Normally we wish to execute the instructions in se-
quence as quickly as possible. Programs are separated into
named functions or procedures with strict control struc-
tures. Within the context of a sensor network, a program
may have an explicit or implicit loop to stop the pro-
gram from ending while it waits for an event to be fired.
Note that it is not necessarily known which event will trig-
ger first and hence the flow of control is hard to predict,



especially if more than one event can be handled simulta-
neously.

In our language we propose to combine declarative rules
with imperative control in sequence to remove the explicit
event-loop. Declarative rules are periodically tested fortheir
truthfulness. The frequency at which each rule is tested de-
pends on an explicit duty cycle. By expressing work in
terms of frequency, we change the way a program is writ-
ten to reflect the workload, resulting in a sequence of opera-
tions that can be combined into a work schedule. Ideally we
would like items on the schedule to be as compact as pos-
sible and the schedule to be sparse over time to conserve
power.

We have avoided the introduction of explicit concurrency
in our language as we believe that it is unnecessary in most
cases. By declaring the frequency at which different opera-
tions should be evaluated, we are able to generate a single
schedule without overlapping operations or explicitly cre-
ating separate threads. Radio communication is managed
through a scheduled time division MAC layer.

2.1. Rules and Actions

Rules are declarative expressions representing a condi-
tion which guards the invocation of a sequence of action
statements. If the conditions of a rule are satisfied, the
matching action can be performed. This may lead to state
changes which cause other rules to become true:

Condition −→ Action

The conditional part of rule is a boolean expression that
can be translated into conjunctive normal form. The literals
in a conditional rule statement represent either local vari-
ables or shared state accessed via communication, taking
the form:

(C1,1 ∨ · · · ∨ C1,n) ∧ (C2,1 ∨ · · · ∨ C2,n) ∧ · · ·

EachCi,j is a literal, comparison or other expression that
can be evaluated totrue or false. The action is a sequence
of imperative instructions executed in order. An action state-
ment may refer to or modify any of the literals used in the
conditional part of the rule.

2.2. Duty Cycle Workloads

A set of one or more rules is enclosed within an ex-
plicit duty cycle to form a task. If we declare a set of rules
that have a duty-cycle of one minute, they will be evaluated
once every minute until the program ends. Theeverystate-
ment defines the period of a task, where the task itself is
the set of condition action rules in the scope of that state-
ment. A duty cycle is expressed using the keywordeveryas
follows:

every (interval) {
Condition1 −→ Action1
Condition2 −→ Action2
Condition3 −→ Action3

}

In this example, there are three conditional rules with
matching action statements. The rules are tested periodi-
cally at a frequency corresponding tointerval which is a
unit of time. A program is a set of tasks defined by listing
every-statements one after another. Thepriority of a task is
defined by its position in the program list; that is, by order in
which tasks are defined. Our language supports event-based
programming by frequently scheduling high priority tasks
to check for any events that require fast response. If more
than one rule is true, their corresponding actions will be ex-
ecuted in sequence. We have elected to use fixed-priority,
static scheduling [1], rather than dynamic scheduling, be-
cause then we can analyze the correctness of programs at
compile time.

Periodic execution implies that programs will run indef-
initely. While this is the most likely case for simple pro-
grams, we may want to terminate a duty-cycle. We can do
this by including a rule to cause the terminate action. The
terminating condition may become true after a number of it-
erations or after some elapsed time:

every (interval) {
Condition1 −→ Action1
Condition2 −→ Action2
time > 100 −→ Terminate

}

2.3. Communication, Sensing and Actuation

Communication is by definition an important operation
performed within a sensor network. This is reflected in our
language by making communication a first class operation.
Communication allows a program to send messages be-
tween rules being executed locally, or at other nodes. Rules
can be used to guard communication to enforce a sequence
or to set an agreed interval for streaming.

To communicate a message we require a medium. We
call the communication medium a channel. The simplest
type of channel is a location in the memory heap where mes-
sages can be exchanged. A channel can be used as an input
for reading the value from a sensor or an output for per-
forming actuation. A more sophisticated channel may allow
messages to be passed between rules executing on differ-
ent sensor nodes, providing a method for sharing values be-
tween different memory spaces. Channels are the only form
of persistent shared variables in our language.

The transfer of information over channels is scheduled in
between program tasks. For communication between nodes,



a TDMA-like mechanism is used to schedule the transfer
of radio messages. We also allow for routing mechanisms
here to transfer messages over multiple radio hops. Radio
communication isnotassumed to be reliable, and as in self-
stabilising algorithms, repeated transfer of messages is used
to overcome possible communication losses. In future work
we plan to investigate algorithms for deriving optimal com-
munication schedules for a given program.

A channel can carry a single message at any given time.
The type and scope of a channel must be declared at ini-
tialization and cannot be changed thereafter. There are two
atomic operations that can be used on a channel to send
or receive messages. Only one process may acquire and
transmit a message at any given time. There may be mul-
tiple readers implying Concurrent Read Exclusive Write or
CREW semantics. The channel is named on the left hand
side and the message to the right of the double arrow oper-
ator:

send: channel << message

receive: channel >> message

Reading a channel returns a local copy of the stored
value and does not remove any data, so reading a channel is
a repeatable process. Writing to a channel replaces any pre-
viously stored data. The new data becomes available when
it is read from the channel. Asynchronous communication
provides flexibility while rules can be used to enforce pre-
dictability.

A reader attempting to receive a message from an empty
channel causes the operation to fail, returning an empty or
false response. The send operation does not complete un-
til the message has been fully transmitted or copied. The se-
mantics of a channel provide for asynchronous communica-
tion which is good for analysis because we can reason about
chains of read and write operations. This property can also
be used to save energy because the radio is only on when
communication is taking place.

The copy-overwrite semantics of a channel were chosen
because typically in a sensor network we wish to act upon
the most recent data in real-time and not process old data.
However, older messages can be stored by creating a rule
whose action is to queue the data for later use.

Channels provide a method for passing data between dif-
ferent scopes, memory spaces and nodes. In this abstraction,
the channel metaphor is similar to a pointer but inhibits the
possibility of aliasing effects that plague programs written
in languages that allow pointers to be manipulated directly.

The receive operation of a channel can be used in the
conditional part of a rule declaration. If there is a message
available to be received the condition returns atrue value.
Both the send and receive operations can be used in the ac-
tion part of a rule.

3. Evaluation

The aim of our language is to provide an expressive
intermediate level abstraction for writing applications to
generate a predictable output that can be reasoned about.
Our intention is to provide reliability and energy efficiency
through static reasoning using compile time checks.

3.1. Example: Grazing Cows

We illustrate our language with a program for controlling
the quality of the pasture on a cattle farm. A field contains
soil moisture sensors and an irrigation system. The field also
contains cows carrying GPS enabled sensor-actuators that
can be used to steer animals using stimulation [2, 8]. The
aim is to maintain the field so that it is neither over-grazed
or too moist.

Our example program in Figure 1, has three tasks en-
closed withineverystatements. The first task samples the
soil moisture at intervals of 10 minutes to check whether
the ground is too wet, too dry or ok, and the result is writ-
ten into a channel calledsoil state. The second task tests
the soil moisture state provided by the first task at intervals
of 5 minutes. The local GPS position is read and depend-
ing on the soil state, a rule transmits the originators loca-
tion and a direction in order toattract or repel cows from
the area. If the soil is too wet or too dry, the cows are steered
away from the location. The rules also use the soil state to
control the irrigation system. If the soil is ok, the GPS mes-
sage attracts cows to the fresh pasture. The final task causes
the animal steering actuators to move the cows toward the
best pasture for grazing. Steering is performed more often
than the sampling of soil moisture, taking advantage of the
multiple read semantics of a channel.

3.2. Heterogeneity

In our example we did not explicitly state which rules
are executed on specific nodes. Instead, we rely on the ca-
pability of a node to make that decision, which can be taken
at compile time with knowledge of the system or at runtime
by interrogating our reconfigurable virtual machine for its
capabilities in terms of the channels it exposes [3]. For ex-
ample, only nodes with soil moisture sensors can execute
rules accessing that type of channel. Similarly, only nodes
with the capability for controlling irrigation or steeringani-
mals can execute such rules.

In order to verify the correctness of programs in hetero-
geneous networks, we need to make assumptions about the
numbers of nodes with different capabilities in the network.
In future work we plan to develop general algorithms for
supporting such analysis.



// sample soil moisture
every (10 mins) {
(moisture >> val) -> {

(val > upper_threshold) ->
soil_state << too_wet;

(val < lower_threshold) ->
soil_state << too_dry;

(val > lower_threshold) and
(val < upper_threshold) ->
soil_state << ok;

}
}

// actuate based on soil moisture
every (5 mins) {
gps >> my_location;

(soil_state >> soil) {
(soil == too_wet) -> {
target << (<my_location, repel>);
irrigation << stop;

}

(soil == too_dry) -> {
target << (<my_location, repel>);
irrigation << start;

}

(soil == ok) -> {
target << (<my_location, attract>);
irrigation << null;

}
}

}

// steer cows
every(1 min) {
gps >> my_location;
target >> (<location, direction>);

(direction == attract) and
(my_location != location) ->

move_toward << target;

(direction == repel) ->
move_away << target;

}

Figure 1. Grazing Cows

3.3. Expressiveness

The purpose of the rule-based language is to simplify
sensor network programming. We demonstrated that the

rule-based language achieves this, by showing how a sin-
gle script can be used to generate a program that operates
across multiple nodes in a heterogeneous environment. To
write an equivalent program in a language like nesC would
require significantly more effort to specify how individual
nodes would behave.

The expressiveness our language may at first appear to
be restrictive, for example, in not supporting the dynamic
scheduling of tasks. However, this can be achieved by hav-
ing a high frequency task with a rule that only takes a sam-
ple under certain conditions, and otherwise does not need to
take a sample.

3.4. Reliability

A critical property for sensor network applications is re-
liability: programs need to function correctly for long peri-
ods, with no software bugs that cause programs to crash.

Our goal is to enhance software reliability using a fully
predictable programming framework that can be analyzed
at compile time for correctness. So, where there are trade-
offs to be made between, say, immediate message transmis-
sion and predictable performance, we have opted for the lat-
ter. Since programs have a predictable schedule, it is also
possible to analyze the correctness of their behavior. The
combined communication traces of two or more nodes can
be analyzed using standard methods such as weakest pre-
conditions on the operations of the global trace. For exam-
ple, deadlock and live-lock analysis can be performed by
tracing communication actions.

Verification methods for self-stabilizing algorithms are
also applicable to our rule-based programs, since both use
the model of periodic transmission and reception of mes-
sages to achieve reliable operation in an unpredictable envi-
ronment.

3.5. Energy Efficiency

Sensor network nodes consume differing amounts of en-
ergy when using the radio, reading sensors, performing lo-
cal calculations, or sleeping. Radio transmission, reception
and listening, are the most expensive operations on a sensor
node in terms of energy use, consuming three or more times
the energy of any other operation. Our language makes use
of underlying TDMA protocols that turn the radio on only
if it is required for transmitting a packet or listening to its
neighbors, and so make very efficient use of this resource.

Other resources, such as sensor boards and flash mem-
ory for logging data, also consume power. The compiler is
able to identify the resources required by each of its tasks,
and so schedules those resources to be turned on only when
required. Sleeping consumes the least energy, and for long



lived sensor networks, nodes should be in a sleep state as of-
ten as possible.

Sensor network applications are typically characterized
by very low duty cycles, and so we expect the compiled
schedule will be sparse, with nodes in sleeping state most
of the time. However, if a set of tasks can not be scheduled
because the frequency of one or more tasks is too high, or
a task’s worst case execution time is too long, then the pro-
grammer is notified at compile time, allowing the program
to be modified before an error occurs.

4. Concluding Remarks

The problem of developing a method for expressing
problems in a distributed system has existed for many years.
Within the context of sensor networks, the problem is al-
tered by the unique characteristics of unpredictable com-
munication, limited resources and power. In this paper we
present a new abstraction layer for expressing programs for
a sensor network which is not focused on the actions of in-
dividual nodes. Our aims are to improve on the expressive
power of existing solutions to generate more predictable be-
haviors that can be used to steer an optimizing compiler.
The main contributions are the ability to express conditions
and actions using declarative rules together with commu-
nication and duty cycles for each task to express how of-
ten they should be evaluated. This leads to the generation
of a work schedule for execution on a reconfigurable virtual
machine. Expressing the rate at which operations should be
performed feeds information into the compilation process to
optimize the work schedule and eliminates the need for ex-
plicit concurrency.
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