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Abstract.  We propose SWIFFT, a collection of compression functions that are highly parallelizable
and admit very elcient implementations on modern microprocessors. The main technique underlying
our functions is a novel use of the Fast Fourier Transform (FFT) to achieve Odi"usion,O together with
a linear combination to achieve compression and Oconfusion.O We provide a detailed security analysis of
concrete instantiations, and give a high-performance software implementation that exploits the inherent
parallelism of the FFT algorithm. The throughput of our implementation is competitive with that of
SHA-256, with additional parallelism yet to be exploited.

Our functions are set apart from prior proposals (having comparable e!ciency) by a supporting asymp-
totic security proof : it can be formally proved that Pnding a collision in a randomly-chosen function
from the family (with noticeable probability) is at least as hard as Pnding short vectors in cyclic/ideal
lattices in the worst case

1 Introduction

In cryptography, there has traditionally been a tension between elciency and rigorous security
guarantees. The vast majority of proposed cryptographic hash functions have been designed to be
highly elcient, but their resilience to attacks is based only on intuitive arguments and validated

by intensive cryptanalytic e"orts. Recently, new cryptanalytic techniques [29, 30, 4] have started
casting serious doubts both on the security of these specibc functions and on the e"ectiveness of
the underlying design paradigm.

On the other side of the spectrum, there are hash functions having rigorous asymptotic proofs
of security (i.e., security reductions), assuming that various computational problems (such as the
discrete logarithm problem or factoring large integers) are hard to solve on the average. Unfortu-
nately, all such proposed hash functions have had computation cost comparable to typical public
key cryptographic operations, making them unattractive from a practical point of view.

1.1 Our Proposal: SWIFFT

We propose theSWIFFT collection of compression functions, and give a high-performance software
implementation. SWIFFT is very appealing and intuitive from a traditional design perspective, and,

at the same time, achieves the robustness and reliability benebts girovable asymptotic security
under a mild computational assumption. The functions correspond to a simple algebraic expression
over a certain polynomial ring, as described in detail in Section 2.1. Here we describe a high-level
algorithm for the fast evaluation of a SWIFFT compression function.

" mod é&st, adj.. Marked by simplicity.
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The algorithm takes as input a binary string of length mn (for suitable parametersm, n), which
is viewed as ann! m binary matrix ( xi; ) " { 0,1}™ ™. It then performs the following two steps,
where all operations are performed inZ, for an appropriate modulus p:

1. The input matrix ( xi; ) is Prst processed by multiplying theith row by ! " fori =1,...,n
(where! " Z, is an appropriate Pxed element).
Then the Fast Fourier Transform (FFT) is computed (over Zp) on each columnj =1,...,m:

(Yij » - > Ynj) = FFT( 1 %8xq; , ..., '™ Yaxq)).

We remark that this operation is easy to invert, and is performed to achieve Odi"usion,O i.e., to
mix the input bits of every column.
2. A linear combination is then computed across each row=1,...,n:

|
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where the coelcients a;; " Zp are bxed as part of the function description.
This operation compresses the input, achieving Oconfusion.O

The output is the vector (z3,...,2,) " Zg.

Consider an attempt to invert the function, i.e., to Pnd some input (X;.) that evaluates to a
given output (z3,...,2,). Viewed independently, each linear equationz; = j’“:l aj ayij on the
rows admits a large number of easily-computed solutions. However, there are strong dependencies
among the equations. In particular, every column §1;,...,yn;) is constrained to be the result of
applying Step 1 to an n-dimensional binary vector (X1,...,Xn;) " { 0, 1}".

Perhaps surprisingly, these constraints turn out to be sulcient to guarantee asymptotically
that the SWIFFT functions are provably one-way and collision-resistant. More precisely, the family
admits a very strong security reduction: pnding collisions on the average (when the coelcients
a;j are chosen at random inZ,) with any noticeable probability is at least as hard as solving an
underlying mathematical problem on certain kinds of point lattices in the worst case This claim
follows from the fact that the SWIFFT functions are a special case of thecyclic/ideal lattice -based
functions of [18, 21, 16].

SWIFFTOs simple design has a number of other advantages. First, it also enables unconditional
proofs of a variety of statistical properties that are desirable in many applications of hash functions,
both in cryptography and in other domains. Second, its underlying mathematical structure is closely
related to well-studied cryptographic problems, which permits easy understanding and analysis of
concrete instantiations. Third, it is extremely parallelizable, and admits software implementations
with throughput comparable to (or even exceeding) the SHA-2 family on modern microprocessors.

While SWIFFT satisbes many desirable cryptographic and statistical properties, we caution
that it was not designed to be an Oall-purposeO cryptographic hash function. For example, it is not
(by itself) a pseudorandom function, and would not be a suitable instantiation of a random oracle.
(See Section 4 for more details.) In addition, while the concrete parameters were chosen so as to
resist all known feasible attacks, SWIFFT does not achieve full Obirthday boundO security of"2?
for collision attacks with an n-bit output, nor 2" security for inversion attacks. (See Section 5 for
more details.)



1.2 Related Work

Using the Fast Fourier Transform (FFT) as a building block in hash functions is not new. For ex-
ample, Schnorret al proposed a variety of FFT-based hash functions [24D26], which unfortunately
were subsequently cryptanalyzed and shown to be insecure [9, 2,27]. Our compression functions
are set apart from previous work by the way that the FFT is used, and the resulting proof of
security. Namely, while in previous work [24D26] the FFT was applied tainrestricted input vectors
(X1,...,Xn) " Z7, here we require the input valuesx; to be bits. This introduces non-linear con-
straints on the output values of the FFT operation, a fact that plays a fundamental role both in
our theoretical proof of security, as well as on the analysis of our concrete functions. Our novel use
of FFT may be of independent interest, and might Pnd other applications in cryptographic design.

The subset-sum and knapsack problems have long ago been suggested as foundations for com-
pression functions, e.g., by Damgdard [10]. Unfortunately, these functions are only e!cient in small
dimensions, at which point lattice-based attacks [14] and other forms of cryptanalysis [7] become
possible.

An important ingredient in the conceptual design of our functions (and associated proof of
security) is the use of lattices with special structure as an underlying mathematical problem. Special
classes of lattices (with closely related, but somewhat di"erent structure than ours) also have been
used before in practical constructions (most notably, the NTRU encryption scheme [13] and LASH
hash function [3]), but without any security proofs.

Most closely related to our work is the theoretical study initiated by Ajtai [1] of subset sum-like
cryptographic functions that are provably secure under worst-case assumptions for lattice problems.
AjtaiOs work and subsequent improvements [11, 6,17, 19] do not lead to very elcient implementa-
tions, mostly because of the huge size of the function description and slow evaluation time (which
grow quadratically in the security parameter). A brst step toward bridging the gap between the-
oretical constructions and practical functions was taken by Micciancio [18], who proposed using
lattices with special structure (namely, cyclic lattices) and showed how they lead to cryptographic
functions that have provable worst-case hardness and also admit fast implementations using FFT.
The main limitation of the functions proposed in [18] was the notion of security achieved: they are
provably one-way (under a worst-case assumption on cyclic lattices), but not collision resistant.
Peikert and Rosen [21] and Lyubashevsky and Micciancio [16] then modibed and generalized the
function originally proposed in [18] to achieve collision resistance.

From a theoretical point of view, the SWIFFT functions proposed in this paper are equivalent
to and inherit all provable security features from the cyclic/ideal hash functions of [21, 16]. But
di"erently from [18, 21, 16], the emphasis in this paper is on practical implementation issues, and
the construction of concrete instances and variants of those functions that enjoy very elcient
implementation from a practical point of view. For a deeper understanding of the theoretical ideas
underlying the proofs of security of our compression functions, we refer the reader to [18, 21, 16].

2 SWIFFT Compression Functions

In this section, we describe an algebraic expression that is the underlying foundation of the SWIFFT
functions, and how it is related to the FFT-based algorithm described in Section 1.1. We then
propose a set of concrete parameters on which our implementation and security analysis are based.
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2.1 Algebraic Description

The SWIFFT functions correspond to a simple algebraic expression over a certain polynomial ring.
A family of SWIFFT functions is described by three main parameters: letn be a power of 2, let
m > 0 be a small integer, and letp > 0 be a modulus (notnecessarily prime, though we will soon
see that certain prime p will be convenient). DebPneR to be the ring R = Z,[" ]/ ("" + 1), i.e., the
ring of polynomials (in ") having integer coe!cients, modulo p and " " +1. Any element of R may
therefore be written as a polynomial of degree< n having coelcients in Z, = {0O,...,p# 1}.
A particular function in the family is specibed bym bxed elementsas,...,am " R of the ring
R, called Omultipliers.O The function corresponds to the following expression over the ririg:
' m
_(@ax) "R, @

wherex1,...,Xm " R are polynomials havingbinary coe!cients, and corresponding to the binary
input of length mn.

To compute the above expression, the main bottleneck is in computing the polynomial products
a; ax; over R. It is well-known that the Fast Fourier Transform (FFT) provides an O(nlogn)-time
algorithm that can be used for multiplying polynomials of degree< n . The multiplication algorithm
starts by using the FFT to compute (all at once) the Fourier coe!cients of each polynomial, i.e.,
the values on all the 2hth roots of unity over the complex beld C. It then multiplies the respective
Fourier coe!cients of the two polynomials, and Pnally interpolates back to a degree< 2n polynomial
via an inverse FFT.

Because we are working modulg and " " + 1, there is an even more convenient and e!cient
method for computing the polynomial products in the ring R. Suppose thatp is prime and p# 1
is a multiple of 2n. Then Z, is a Peld, and it contains a multiplicative subgroup of order 2 whose
elements are all the 2th roots of unity in Z, (i.e., the roots of the polynomial " 2" # 1 mod p).
Let! " Z, be some generator of this subgroup, i.e., an element of ordem2 The n odd powers
1113 .., 12" 1 gre exactly the primitive 2nth roots of unity, i.e., the roots of " " + 1.

In order to compute a polynomial product a &x; modulo p and " " + 1, it sulces to compute
only the n primitive Fourier coelcients of a; and x;, i.e., the valuesa;(! 1),a;i(! 3),...,a (! 2" 1),
and likewise for xj. The primitive coelcients can be computed all at once by preprocessing the
input and then applying an n-dimensional FFT (which uses half the space), as described in the
algorithm from Section 1.1. Furthermore, because the bel& has roots of unity, the FFT can be
performed overZ, using the nth primitive root of unity ! 2, instead of overC.*

In addition to using an FFT, other signibcant optimizations are possible when computing Ex-
pression (1). First, because the multipliersa; are bxed in advance and determined uniquely by
their primitive Fourier coelcients, we can simply store and work with their Fourier representation.
Additionally, because the FFT is linear and a bijection, there is no need to even apply arinverse
FFT. In other words, the value of Expression (1) is correctly and uniquely determined by summing
the Fourier representations ofa; ax;. Combining all these observations, we are left with the high-
level algorithm as described in Section 1.1, which we implement (using additional optimizations)
in Section 3.

4 Performing an FFT over Z, rather than C is often called a number theoretic transform (NTT) in the literature;
however, we will retain the FFT terminology due to broad familiarity.
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2.2 Concrete Parameters

In this paper we primarily study one family of SWIFFT compression functions, obtained by choosing
concrete values for the parameters, m, and p as follows:

n=64, m=16, p=257.

For these parameters, any bxed compression function in the family takes a binary input of length
mn = 1024 bits (128 bytes), to an output in the range Z§, which has sizep” = 257%* $ 2°12. An
output in ZB can easily be represented using 528 bits (66 bytes). Other unambiguous representations
(using > 512 bits) are also possible; the representation does not a"ect security.

We now brieBy explain our choice of parameters. The brst consideration is the security of
the compression function. As we will explain in the security analysis of Section 5, the function
corresponds to a subset-sum fronmn bits to roughly nlg p bits. We brst set the constraintsmn =
1024 andnligp $ 512, because solving such subset-sum problems appears to be intractable. In
order for our proofs of security to go through, we also need the polynomidl " + 1 to be irreducible
over Z[" ], which is true if and only if n is a power of 2. (If areducible polynomial is used, actual
attacks can become possible, as we show in Section 5.3 for similar functions in the literature.)

Next, we optimize the running time and space of the function by choosingn to be relatively
large, and p and m to be small, subject to the above constraints. As discussed above, the Fast
Fourier Transform is most elciently and conveniently computed when p is prime and p# 1 is a
multiple of 2n.

Finally, to Px one concrete function from the family, the multipliers a; should be chosen uni-
formly and independently at random from the ring R; this is equivalent to choosing their primitive
Fourier coelcients uniformly and independently at random from Z,. We note that the multipli-
ers (or their Fourier coelcients) should be chosen using Otrusted randomness,O otherwise it may
be possible to embed a ObackdoorO in the resulting function. For example, one might derive the
multipliers using some deterministic transformation on the digits of #.

3 Implementation

Our implementation uses two main techniques for achieving high performance, both relating to the
structure of the Fast Fourier Transform (FFT) algorithm. The brst observation is that the input

to the FFT is a binary vector, which limits the number of possible input values (when restricting
our view to a small portion of the input). This allows us to precompute and store the results of
several initial iterations of the FFT in a lookup table. The second observation is that the FFT
algorithm consists of operations repeated in parallel over many pieces of data, for which modern
microprocessors have special-purpose instruction sets.

Recall the parametersn = 64, m = 16, and modulus p = 257. Let ! be a 128th root of unity
in Zp = Zos7, i.e., an element of order 128 = 2. (We will see later that it is convenient to choose
I =42, but most of the discussion is independent from the choice of .)

The compression function takes anmn = 1024-bit input, viewed as m = 16 binary vectors
Xo,...,X15 " { 0,1} %% (For convenience, entries of a vector or sequence are numbered starting from
0 throughout this section.) The function brst processes each vectax;, multiplying its ith entry by
Il (for i =0,...,63), and then computing the Fourier transform of the resulting vector using! 2
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as a 64th root of unity. More precisely, each input vectorx; " { 0,1} 64 is mapped to yi = F(xj),
where F : {0, 1}%4 % z5%, is the function

163 _ 163 _
F(X)i= (x@9ard&= xoa @Dk @
k=0 k=0

The Pnal output z of the compression function is then obtained by computing 64 distinct linear
combinations (modulo 257) across thath entries of the 16y; vectors:

!15
Zi = aj éyiJ (mod 257),
j=0

where thea; " Zos7 are the primitive Fourier coelcients of the bxed multipliers.

Computing F. The most expensive part of the computation is clearly the computation of the
transformation F on the 16 input vectors x;j, so we Prst focus on the elcient computation of F.

Lety = F(x) " Z82, for somex " { 0,1} %4 Expressing the indicesi,k from Equation (2) in octal

asi = ip+8i1 and k = ko +8ky (Wherejo,j1, ko, ki "{ 0,...,7}), and using ! 128 = 1 (mod 257),

the ith component of y = F(x) is seen to equal

17 # 17 $
' 16yi1& 2io+1) ko 4 8k1(2ig+l) z
(¢ )'l o | it ko 4 | 8k1(2io+1) 8Xyo+8k;

Yio+8i1
koZO k1=0
17 .
= (! 16)|1é(0 (mko,io étko,io) )
ko=0
where My, = ! @orDko and ty i, = ¢ _o ! 8aCio*D x, qy, . Our Prst observation is that each
8-dimensional vectorty, = (tk,0,tky,1,- -, tky,7) Can take only 256 possible values, depending on
the corresponding input bits Xy, , Xky+8, - - - » Xko+8 &- OUr implementation parses each 64-bit block
of the input as a sequence of 8 byteXo, ..., X7, where Xy, = (XkgsXkg+8 -+ Xko+8&) " { O, 1}8,
so that each vectorty, can be found with just a single table look-up operationty, = T(Xy,), using
a table T with 256 entries. The multipliers my, = ( My, .0, ..., Mk,,7) can also be precomputed.

The valuey = F(x) can be broken down as 8 (8-dimensional) vectors

yil = (Y8i11YSi1+1a-- . ,YSi1+7) " 2257.

Our second observation is that, for anyip = 0,...,7, the igth component of y;, depends only on
the ioth components ofmy, and ty,. Moreover, the operations performed for every coordinate are
exactly the same. This permits parallelizing the computation of the output vectorsyy,...,Yy7 using
SIMD (single-instruction multiple-data) instructions commonly found on modern microprocessors.
For example, Intel®Os microprocessors (starting from the Pentium 4) include a set of so-called SSE2
instructions that allow operations on a set of special registers each holding an 8-dimensional vector
with 16-bit (signed) integer components. We only use the most common SIMD instructions (e.g.,
component-wise addition and multiplication of vectors), which are also found on most other modern
microprocessors, e.g., as part of the AltiVec SIMD instruction set of the Motorola G4 and IBM G5
and POWERSG. In the rest of this section, operations on 8-dimensional vectors likeny, and ty, are
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interpreted as scalar operations applied component-wise to the vectors, possibly in parallel using a
single SIMD instruction.
Going back to the computation of F (x), the output vectors y;, can be expressed as

17 )
Vi, = (1 18yir&o(my  Ety,).
koZO

Our third observation is that the latter computation is just a sequence of 8 component-wise multi-
plications my, &y,, followed by a single 8-dimensional Fourier transform using € as an 8th root of
unity in Z»s7. The latter can be elciently implemented using a standard FFT network consisting
of just 12 additions, 12 subtractions and 5 multiplications.

Optimizations relating to Z,57. One last source of optimization comes from two more observations
that are specibc to the use of 257 as a modulus, and the choice lof= 42 as a 128th root of unity.
One observation is that the root used in the 8-dimensional FFT computation equals! 16 = 22
(mod 257). So, multiplication by (! 1), (1 16)2 and (! 16)3, as required by the FFT, can be simply
implemented as left bit-shift operations (by 2, 4, and 6 positions, respectively). Moreover, analysis
of the FFT network shows that modular reduction can be avoided (without the risk of overf3ow
using 16-bit arithmetic) for most of the intermediate values. Specibcally, in our implementation,
modular reduction is performed for only 3 of the intermediate values. The last observation is that,
even when necessary to avoid overf3ow, reduction modulo 257 can be implemented rather cheaply
and using common SIMD instructions, e.g., a 16-bit (signed) integer can be reduced to the range
{#127,...,383 usingx & (x' 255)# (x ( 8) mod 257, where' is the bit-wise OandO operation,
and (8 is a right-shift by 8 bits.

Summary and performance. In summary, function F can be computed with just a handful of
table look-ups and simple SIMD instructions on 8 dimensional vectors. The implementation of the
remaining part of the computation of the compression function (i.e., the scalar products between
yij and a;; ) is straightforward, keeping in mind that this part of the computation can also be
parallelized using SIMD instructions, and that reduction modulo 257 is rarely necessary during the
intermediate steps of the computation due to the use of 16-bit (or larger) registers.

We implemented and tested our function on a 3.2GHz Intel Pentium 4. The implementation
was written in C (using the Intel intrinsics to instruct the compiler to use SSE2 instructions), and
compiled using gcc version 4.1.2 (compiler Bags -O3) on a PC running under Linux kernel 2.6.18.
Our tests show that our basic compression function can be evaluated in 1.f#s on the above system,
yielding a throughput close to 40 MB/s in a standard chaining mode of operation. For comparison,
we tested SHA256 on the same system using the highly optimized implementation impenssl
version 0.9.8 (using theopenssl speed benchmark), yielding a throughput of 47 MB/s when run
on 8KB blocks.

Further optimizations. We remark that our implementation does not yet take advantage of all
the potential for parallelism. In particular, we only exploited SIMD-level parallelism in individual
evaluations of the transformation function F. Each evaluation of the compression function involves
16 applications of F, and subsequent multiplication of the result by the coelcients a;j . These 16
computations are completely independent, and can be easily executed in parallel on a multicore
microprocessor. Our proPling data shows that the FFT computations and multiplication by a;;
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currently account for about 90% of the running time. So, as multicore processors become more
common, and the number of cores available on a processor increases, one can expect the speed
of our function to grow almost proportionally to the number of cores, at least up to 16 cores.
Finally, we point out that FFT networks are essentially Ooptimally parallelizable,O and that our
compression function has extremely small circuit depth, allowing it to be computed extremely fast

in customized hardware.

4 Properties of SWIFFT

Here we review a number of statistical and cryptographic properties that are often desirable in
hash functions, and discuss which properties our functions do and do not satisfy.

4.1 Statistical Properties

Here we review a number of many well-known and usefustatistical properties that are often desir-
able in a family of hash functions, in both cryptographic and non-cryptographic applications (e.g.,
hash tables, randomness generation). All of these statistical properties can be provaghcondition-
ally, i.e., they do not rely on any unproven assumptions about any computational problems.

Universal hashing. A family of functions is called universal if, for any bxed distinct x,x* the
probability (over the random choice of f from the family) that f (x) = f (x is the inverse of the
size of the range. It is relatively straightforward to show that our family of compression functions
is universal (this property is used implicitly in the proofs for the statistical properties below).

Regularity. A function f is said to beregular if, for an input x chosen uniformly at random from
the domain, the output f (x) is distributed uniformly over the range. More generally, the function is
$regular if its output distribution is within statistical distance (also known as variation distance)
$ from uniform over the range. The only randomness is in the choice of the input.

As brst proved in [18], our family of compression functions is regular in the following sense:
all but an $fraction of functions f from the family are $regular, for some negligibly small$ The
precise concrete value ofsis determined by the particular parameters (n, m, p) of the family.

Randomness extraction. Inputs to a hash function are often not choseruniformly from the domain,
but instead come from some non-uniform Oreal-worldO distribution. This distribution is usually
unknown, but may reasonably be assumed to have some amount of uncertainty, anin-entropy.
For hash tables and related applications, it is usually desirable for the outputs of the hash function
to be distributed uniformly (or as close to uniformly as possible), even when the inputs are not
uniform. Hash functions that give such guarantees are known asandomness extractors because
they OdistillO the non-uniform randomness of the input down to an (almost) uniformly-distributed
output. Formally, randomness extraction is actually a property of a family of functions, from which
one function is chosen at random (and obliviously to the input).

The proof of regularity for our functions can be generalized to show that they are also good
randomness extractors, for input distributions having enough min-entropy.
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4.2 Cryptographic Properties

Here we discuss some well-known properties that are often desirable in cryptographic applications
of hash functions, e.g., digital signatures. Under relatively mild assumptions, our functions satisfy
several (but not all) of these cryptographic properties. (For precise debnitions, see, e.g., [23].)

Informally, a function f is said to one-way f, given the valuey = f (x) for an x chosen uniformly
at random from the domain, it is infeasible for an adversary to Pndany x*in the domain such that
f (x% = y. Itis second preimage resistanif, given both x andy = f (x) (where x is again random),
it is infeasible to bnd adi"erent x#¥ x such that f (x*) = y. These notions also apply to families
of functions, wheref is chosen at random from the family.

A family of functions is target collision resistant (also calleduniversal one-way) if it is infeasible
to bnd a second preimage ok under f, where x is brst chosen by the adversary (instead of at
random) and then the function f is chosen at random from the family. Finally, the family is fully
collision resistant if it is infeasible for an adversary, given a functionf chosen at random from the
family, to bPnd distinct x,x#such that f (x) = f (x%.

For functions that compress their inputs, the notions above are presented in increasing order
of cryptographic strength. That is, collision resistance implies target collision resistance, which
in turn implies second preimage resistance, which in turn implies one-wayness. All of the above
notions are computational, in that they refer to the infeasibility (i.e., computational di'culty) of
solving some cryptographic problem. However, the concrete e"ort required to violate these security
properties (i.e., the meaning of OinfeasibleO) will vary depending on the specibc security notion
under consideration, and is discussed in more detail below in Section 5.

As shown in [21, 16], our family of compression functions iprovably collision resistant (in an
asymptotic sense), under a relatively mild assumption about theworst-case dilculty of Pnding
short vectors in cyclic/ideal lattices. This in turn implies that the family is also one-way and
second preimage resistant. In Section 5.1, we give a detailed discussion and interpretation of the
security proofs. In Section 5.2, we discuss the best known attacks on the cryptographic properties
of our concrete functions, and give estimates of their complexity.

4.3 Properties Not Satisbped by SWIFFT

For general-purpose cryptographic hash functions and in certain other applications, additional
properties are often desirable. We discuss some of these properties below, but stress that our
functions do not satisfy these propertiesnor were they intended or designed to.

Pseudorandomnessinformally, a family of functions is pseudorandomif a randomly-chosen function
from the family Oacts likeO aruly random function in its input-output behavior. More precisely,
given (adaptive) oracle accessto a function f , no adversary can elciently distinguish between the
case where (1) is chosen at random from the given family, and (2) every output off is uniformly
random and independent of all other outputs. (The formal debnition is due to [12].) We stress that
the adversaryOs view of the function is limited to oracle access, and that the particular choice of
the function from the family is kept secret.

Our family of functions is not pseudorandom (at least as currently debned), due to linearity.
Specibcally, for any functionf from our family and any two inputs x1,X» such that x1+ X, is also a
valid input, we have f (x1)+ f (x2) = f (X1 + X2). This relation is very unlikely to hold for a random
function, so an adversary can easily distinguish our functions from random functions by querying
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the inputs x1, X2, and x; + X». However, this homomorphism might actually be considered as a
useful feature of the function in certain applications (much like homomorphic encryption).

With additional techniques, it may be possible to construct a family of pseudorandom functions
(under suitable lattice assumptions) using similar design ideas.

Random oracle behavior. Intuitively, a function is said to behave like a random oracle if it Oacts
likeO a truly random function. This notion di"ers from pseudorandomness in that the function is
Pxed and public, i.e., its entire description is known to the adversary. Though commonly used,
the notion of Obehaving like a random oracleO cannot be debned precisely in any meaningful or
achievable way. Needless to say, we do not claim that our functions behave like a random oracle.

5 Security Analysis

In this section, we interpret our asymptotic proofs of security for collision-resistance and the other
claimed cryptographic properties. We then consider cryptanalysis of the functions for our specibc
choice of parameters, and review the best known attacks to determine concrete levels of security.

5.1 Interpretation of Our Security Proofs

As mentioned above, an asymptotic proof of one-wayness for SWIFFT was given in [18], and
an asymptotic proof of collision-resistance (a stronger property) was given independently in [21]
and [16]. As in most cryptography, security proofs must rely on some precisely-stated (but as-yet
unproven) assumption. Our assumption, stated informally, is that bnding relatively short nonzero
vectors in n-dimensionalideal lattices over the ring Z[" ]/ (" " + 1) is infeasible in the worst case as

n increases. (See [18, 21, 16] for precise statements of the assumption.)

Phrased another way, the proofs of security say the following. Suppose that our family of
functions is not collision resistant; this means that there is an algorithm that, given arandomly-
chosenfunction f from our family, is able to bnd a collision inf in some feasible amount of time
T. The algorithm might only succeed on a small (but noticeable) fraction off from the family, and
may only Pnd a collision with some small (but noticeable) probability. Given such an algorithm,
there is also an algorithm that can always bPnd a short nonzero vector inany ideal lattice over the
ring Z[" ]/ (" " +1), in some feasible amount of time related toT and the success probability of the
collision-Pnder. We stress that the best known algorithms for Pnding short nonzero vectors in ideal
lattices require exponential time in the dimension n, in the worst case.

The importance of worst-caseassumptions in lattice-based cryptography cannot be overstated.
Robust cryptography requires hardnesson the averagei.e., almost every instance of the primitive
must be hard for an adversary to break. However, many lattice problems are heuristicallyeasy to
solve on OmanyO or OmostO instances, but still appear hard in the worst case on certain OrareO
instances. Therefore, worst-case security provides a very strong and meaningful guarantee, whereas
ad-hoc assumptions on the average-case dilculty of lattice problems may be unjustibed. Indeed, we
are able to bnd collisions in compression function of the related LASH- family of hash functions [3]
by falsifying its underlying (ad-hoc) average-case lattice assumption (see Section 5.3).

At a minimum, our asymptotic proofs of security indicate that there are no unexpected Ostruc-
tural weaknessesO in the design of SWIFFT. Specibcally, violating the claimed security properties
(in an asymptotic sense) would necessarily require new algorithmic insights about Pnding short
vectors in arbitrary ideal lattices (over the ring Z[" ]/ (" " + 1)). In Section 5.3, we demonstrate the

10



signibcance of our proofs by giving examples of two compression functions from the literature that
look remarkably similar to ours, but which admit a variety of very easily-found collisions.

Connection to algebraic number theory. Ideal lattices are well-studied objects from a branch of
mathematics called algebraic number theory the study of number belds. Letn be a power of 2,
and let %, " C be a primitive 2nth root of unity over the complex numbers (i.e., a root of the
polynomial " "+1). Then the ring Z["]/ (" "+1) is isomorphic to Z[%;], which is the ring of integers
of the so-calledcyclotomic number Peld Q(%;). Ideals in this ring of integers (more generally, in
the ring of integers of any number peld) map ton-dimensional lattices under what is known as the
canonical embeddingof the number Peld. These are exactly the ideal lattices for which we assume
Pnding short vectors is dilcult in the worst case. ® Further connections between the complexity of
lattice problems and algebraic number theory were given by Peikert and Rosen [22].

For the cryptographic security of our hash functions, it is important that the extra ring structure
does not make it easier to bnd short vectors in ideal lattices. As far as we know, and despite being a
known open question in algebraic number theory, there is no apparent way to exploit this algebraic
structure. The best known algorithms for Pnding short vectors in ideal lattices are the same as those
for general lattices, and have similar performance. It therefore seems reasonable to conjecture that
bPnding short vectors in ideal lattices is infeasible (in the worst case) as the dimension increases.

5.2 Known Attacks

We caution that our asymptotic proofs do not necessarily rule out cryptanalysis of specibc parameter
choices, or ad-hoc analysis of onéxed function from the family. To quantify the exact security
of our functions, it is still crucially important to cryptanalyze our specibc parameter choices and
particular instances of the function.

A central question in measuring the security of our functions is the meaning of OinfeasibleO in
various attacks (e.g., collision-bnding attacks). Even though our functions have an output length of
about nlg p bits, we do not claim that they enjoy a full 2"'9P Olevel of securityO for one-wayness,
nor a 2Zn'9P)2 |evel of security for collision resistance. Instead, we will estimate concrete levels
of security for our specibc parameter settings. This is akin to security estimates for public-key
primitives like RSA, where due to subexponential-time factoring algorithms, a 1024-bit modulus
may o"er only (say) a 2% concrete level of security.

In Section 5.2, we describe how the currently best-known algorithm to bnd collisions in our
functions takes time at least 2°¢ and requires almost as much space. In Section 5.2, we describe
the best-known inversion attacks, which require about 28 time (but a small amount space).

Throughout this section, it will be most convenient to cryptanalyze our functions using their
algebraic characterization as described in Section 2.1, and in particular, Equation (1).

Connection to Subset Sum A very useful view of our compression function is as a subset sum
function in which the weights come from the additive group Z1, and are related algebraically.

An elementa in the ring R = Zp[" ]/ (" " +1) can be written as ag+ a;" + ...+ a,» 1" " 1, which
we can represent as a vectorgp,...,ap" 1) " ZB. Because" " & # 1 in the ring R, the product of

5 In [18, 21, 16], the mapping from ideals to lattices is slightly di"erent, involving the coelcient vectors of elements in

Z[!2n] rather than the canonical embedding. However, both mappings are essentially the same in terms of lengths
of vectors, and the complexity of bnding short vectors is the same under both mappings.
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two polynomials a,x " R is represented by the matrix product of the squareskew-circulant matrix
of a with the vector representation of x:

% T O
ap #apr14aa g X0
; ag ap aaa & X1
aax" R * . ) . mod p 3)
an"1 apr2 aaaag Xn" 1
Thus we can interpret Equation (1) (with Pxed multipliers a, ..., an) as multiplying a bPxed matrix
A" ZB! MmN by an input vector x "{ 0,1}™". The matrix A has the form
A =[Alaa#dm] (4)

where eachA; is the n! n skew-circulant matrix of a;. Ignoring for a moment the algebraic
dependencies within eachAj, this formulation is equivalent to a subset sum function over the
group ZB. Indeed, the output of our function is just the sum of a subset of themn column vectors

of A. And in fact, the fastest known algorithm for inverting (or Pnding collisions in) our function f

is the same one that is used for solving the high density subset sum problem [28, 15]. We describe
this algorithm next.

Generalized Birthday Attack Finding a collision in our function is equivalent to Pnding a
nonzerox " {# 1,0,1}™" such that
Ax = O0modp (5)

where A is as in Equation (4). This is because if we Pnd d# 1,0, 1} -combination of the columns
of A that sums to 0 mod p, the subset of the columns corresponding to thef 1s collides with the
subset corresponding to the 1s. We will now describe an algorithm for bnding such ax for the
specibc parametersr = 64, m =16, p = 257. Our goal is to provide a lower bound on the running
time of the most elcient known algorithm for breaking our function. Therefore the analysis of the
function will be fairly conservative.

Given a 64! 1024 matrix A whose coelcients are in Z,s57, we proceed as follows:

1. Randomly break up the 1024 column vectors oA into 16 groups of 64 vectors each.
2. From each group, create a list of 8 vectors where each vector in the list is a di"erent{# 1,0, 1} -
combination of the vectors in the group.

We now have 16 lists each containing % $ 2192 vectors in Z52,. Notice that if we are able to bnd
one vector from each list such that their sum is the zero vector, then we can solve Equation 5.

Finding one vector from each list such that the sum is0O is essentially thek-list problem that
was studied by Wagner [28], and is also related to the technique used by Blurat al [5] for solving
the parity problem in the presence of noise. The idea is to use the lists to obtain new lists of vectors
that are {# 1,0, 1} -combinations of A Os columns, but which have many coordinates that are 0. We
then continue forming lists in which the vectors have more and more coordinates equal to 0. More
precisely, we continue with the algorithm in the following way:

3. Pair up the 16 lists in an arbitrary way.

4. For each pair of lists (Li,L;), create a new listL;; such that every vector in L;; is the sum
of one vector fromL; and one vector fromL;, and the brst 13 positions of the vector are all 0
modulo 257.
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There are a total of 2573 $ 2104 di"erent values that a vector in Z$2; can take in its brst 13
entries. Since the listsL; and L; each contain $* $ 2102 vectors, there are a total of 2%4 possible
vectors that could be inLj; . If we heuristically assume that each of the 257 $ 2104 possible values
of the prst 13 coordinates are equally likely to occut, then we expect the list Lij to consist of
2204 gp" 104 = 2100 sectors whose Prst 13 coordinates are all 0. For convenience, we will assume that
the lists have 292 vectors (this again is a conservative assumption that is in the algorithmOs favor).

At the end of Step 4, we have 8 lists, each with #2 vectors in Z§2, whose brst 13 coordinates
are zero. We can now pair up these 8 lists and create 4 lists of% vectors whose brst 26 coordinates
are zero. We continue until we end up with one list of 202 elements whose Prst 52 coordinates are
zero. This means that only the last 12 coordinates of these vectors may be nonzero. If the vectors
are randomly distributed in the last 12 coordinates, then there should be a vector which consists
of all zeros (because there are only 237 $ 2% possibilities for the last 12 coordinates).

Since we started out with 16 lists of 292 elements, the running time of the algorithm is at least
1642102 = 2106 Npotice that it also requires at least 2192 space.

Inversion Attacks  Consider the interpretation of our function where we multiply the matrix A
from Equation (4) by an input vector x " { 0, 1}19%4 With extremely high probability, the matrix
A has a set of 64 columns that are linearly independent (modul®); without loss of generality,
assume that they are the last 64 columns. We can then writéA as B|C] where B consists of the
Prst 960 columns andC is a 64! 64 non-singular matrix. In an inversion attack, we have some
specibedy " z52, and want to Pnd anx " { 0, 1}1024 such that Ax = y mod 257.

The best attack of which we are aware proceeds by guessing all but 64 of the input bits, and
then solving for the remaining 64 to see if a valid input is obtained:

1. Pick a random vector xg " { 0, 1} 9.
2. Compute vectorxc = C" 1(y # Bx g) mod p
3. If xc "{ 0,1} %4, then output x =[xg|xc]. Otherwise, start over.

The product Bx g mod p is distributed almost-uniformly in Z82,, due to the regularity property
of our function. Then because the matrix C is non-singular, the product C" X(y # Bx g) mod p
is almost-uniformly distributed in Z$2,. Therefore, the probability that C" *(y # Bxg) mod p is a
binary vector is approximately 254/|z52,| $ 2" 448, Thus, we can expect to bnd a preimage foy in
about 2**8 time. (Everything above applies equally well to second preimage attacks.)

Lattice Attacks Lattice reduction is a possible alternative way to Pnd a nonzero vectorx "
{# 1,0,1}™ that will satisfy Equation (5). If we think of the matrix A as debning a linear homo-
morphism from Z™" to Zg, then the kernel of A is ker(A) = {y " Z™ : Ay & 0 mod p}. Notice
that ker(A) is a lattice of dimension mn, and a vectorx " {# 1,0,1}™ such that Ax & 0 mod p
is a shortest nonzero vector in the& or OmaxO norm of this lattice.

Because a basis for ke ) can be computed e!ciently given A, bnding a shortest nonzero
vector (in the & norm) of the lattice would yield a collision in our compression function. The
lattice ker(A) shares many properties with the commonly occurring knapsack-type lattice (see,
e.g., [20]). Our lattice is essentially a knapsack-type lattice with some additional algebraic structure.
It is worthwhile to note that none of the well-known lattice reduction algorithms take advantage of

5 This is true if all the vectors in the lists are random and independent in  Z%2,, but this is not quite the case.
Nevertheless, since we are being conservative, we will assume that the algorithm will still work.
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the algebraic structure that arises here. Because the dimension 1024 of our lattice is too large for
the current state-of-the-art reduction algorithms, breaking our function via lattice reduction would
require some very novel idea to exploit the additional algebraic structure. As things stand right
now, we believe that the generalized birthday technique described in the previous section provides
a more elcient algorithm for Pnding collisions in our function.

Viewing the kernel as a lattice also leads naturally to a relaxed notion of Opseudo-collisionsO in
our function, which are debned in terms other norms, e.g., the Euclidea norm or OManhattanQ8
norm. Note that for any actual collision corresponding to anx " ker(A), we havex " {# 1,0,1}™"
and therefore the& norm of x is+x+,,  mn. However, not every nonzerax " ker(A) with +x+, ,

mn determines a collision in our function, because the entries of may lie outside {# 1,0, 1}. We
say that such anx is a pseudo-collisionfor the & norm. More generally, a pseudo-collision for any
& norm (1, p<. )is debned to be a nonzerx " ker(A) such that +x+p , (mn)YP . The set of
pseudo-collisions only grows ap decreases from to 1, so Pnding pseudo-collisions using lattice
reduction might be easier in norms such as% or &. Finding pseudo-collisions could be a useful
starting point for bPnding true collisions.

5.3 Cryptanalysis of Similar Functions

In this section, we briel3y discuss two other compression functions appearing in the literature that
bear a strong resemblance to ours, but whicldo not have asymptotic proofs of collision resistance.
In fact, these compression functions arenot collision resistant, and admit quite simple collision-
Pnding algorithms. The attacks are made possible by a structural weakness that stems from the use
of circulant matrices, which correspond algebraically to rings that arenot integral domains. Inter-
estingly, integral domains are the crucial ingredient in the asymptotic proofs of collision resistance
for our function [21, 16]. We believe that this distinction underscores the usefulness and importance
of security proofs, especiallyworst-case hardness proofs for lattice-based schemes.

MicciancioOs Cyclic One-Way Function The provably one-way function described by Miccian-
cio [18] is very similar to SWIFFT, and was the foundation for the subsequent collision-resistant
functions on which this paper is based [21, 16]. Essentially, the main di"erence between Miccian-
cioOs function and the ones presented in [21, 16] is that the operations are performed over the ring
Zo[" )/ (" " # 1) rather than Z,[" 1/ (" " +1). This di"erence, while seemingly minor, makes it almost
trivial to bnd collisions, as shown in [21, 16].

Just like ours, MicciancioOs function has an interpretation as the product of a matriA (as in
Equation (4)) and a vector x " { 0,1}™". The only di"erence is the matricesA; from Equation (4)
are circulant, rather than skew-circulant (i.e., just like Equation (3), but without negations).

Notice that in the vector product of a circulant matrix A; with the all-1s vector 1, all of the
entries are the same. Thus, for any circulant matrix A ;, the n-dimensional vector A; &1L mod p can
be only one ofp distinct vectors. There are 2" ways to set each vectorxy,...,Xm to be either 0 or
1, but there are only p distinct values of the compression functionAx = A1x1+ ...+ Ap Xy modp.
Because 2' > p (otherwise the function does not compress), some pair of distinct binary vectors
are mapped to the same output. Such a collision can be found in linear time.

LASH Compression Function LASH-x is a family of hash functions that was presented at
the second NIST hash function workshop [3]. Its compression functiorf iy takes an n-bit input
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X = X1|x2 wherex1,x> "{ 0,1} 2, and is debPned ad i(x) = (x1/ X2)+ Hx mod g, whereH is a
Osemi-circulantOn ! n matrix whose entries are from the groupZse:
% L
dp ap"1 apr2adady

gal ap a1 a
H=§ .

dm" 138m" 238m" 3 ... dm

The values ag,...,an" 1 " Zoss are essentially chosen at random (actually, according to a weak
pseudorandom generator).

As discussed in [3], a heuristic assumption for the security of LASH is that its compression
function fy is collision-resistant. However, for a random choice of the entriesy, ..., ay 1, Pnding
a collision in f i with noticeable probability is actually trivial. Notice that all the rows of the matrix
H have the same sum. If this sum happens to be 0 mod 256 (which happens with probability/ 256
over the choice of thea;), then we have

f(0)=0+ Ha0=0=0+ H &l = f (1),

where 0 and 1 are all-Os and all-1s vectors, respectively. Therefore these two distinct inputs make
up a collision in the compression function.

When n is divisible by a large power of 2 (e.g.,n = 640,1024 are proposed in [3]), other
collisions may be easy to bnd as well (with some noticeable probability over the choice of tha).
For example, the inputs x = 010144@1 and x# = 10104 4&0 will collide with probability 1 /256,
becauseHx and Hx # consist of two repeated values, i.e., the sum of the even-indexeals and the
sum of the odd-indexeda;s. Other kinds of collisions are also possible, corresponding essentially to
the factorization of the polynomial " " # 1 over Z["].

The attacks described above apply only to LASHOs underlying compression function, and not (as
far as we are aware) to the full LASH hash function itself. Using di"erent ideas (that do not exploit
the above-described structural weakness iffigy), Contini et al [8] give a thorough cryptanalysis of
the full LASH hash function.
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