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Preface

Thisthesisbeganlifejustover amonth from its�n al submission dateof April 6, 2004, in

theform of anabstract thesizeof an80-column,24-row terminal screen, written directly in

ane-mail client to besent to my potential faculty reviewers.Threedays later the �r stdraft

was complete, weighing in at nineteen pages,or about six thousand words. Since then it

hasaccumulatedreferencematerial, grown several theorems,and acquiredatotal of 19,040

words—anexpansion of about 217%.

I havenever written anythingupwardsof about twenty pages,so I cannot takepersonal

credit for about 70% of the text that is present before your eyes.Both the reader and the

author, then, might ask thesameperplexingquestion: wheredid that 70% comefrom?

Theanswer, of course,isthat it camefrom themultitudeof peoplewho haveaidedand

supportedmein thisendeavor. Prof. Mema Roussopoulos, my advisor for this thesis,has

by far contributedthemostto thisend: her assistancehasincludedreadingabout � vedrafts

of thispaper, front to back, and takingaconferencecall with mewhileshewason vacation.

In addition to her, numerouspeoplehavekindly contributedmany thoughtful and use-

ful commentsand ideas:

ChristinaAnderson proofread theentiredocument.

Daniel Chia madeseveral suggestionson the introduction, including the idea

of the“empir ical” approach.

Chris Conlon and HassanSultan gavemeacrash coursein information eco-

nomics,and Hassanread anearly version of Chapter 4.

JeV Fogel wasaskedto read the introduction, and hemadeseveral useful sug-

gestions.JeVFogel'sfather wasnot askedto read theintroduction, but hedid so

anyway and also madeseveral useful suggestions.

iii



Mai-Anh Huynh also read theintroduction and gavemeseveral useful ideas.

Aaron Leeread several draftsof Chapters4 and 5; heencouragedmeto essen-

tially rewritetheproof in Section 4.1.

LisaLeung suggestedthat I add many of thestatisticsin theintroduction.

Yuen-Jong Liu was told to only read Chapters 3and 4, but he read the entire

thinganyway—twice.

Jacob Russell inadvertently suggestedtheconcept of rules.

Prof. Stuart Shieber providedsomeuseful thoughtsand ideas,oneof which is

actually discussedin Section 4.5.

Prof. Alison Simmons and Thomas Teufel were my instructor and teaching

fellow for an introductory philosophy course;that coursehas in� uencedboth

thestyleand, in somecases,thesubstanceof my arguments.

MildredYuanproofread every section of text that I handedher, totalingabout

half of thethesis.

I amindebtedto all of them for their numerouscontributions.

Although they did not contribute to the ostensiblewriting, I am grateful to my family

and friends who have been supportive of this endeavor, which has several timesput my

health, alertness,and sanity at slight risk; their presenceallowedthiswork to comeabout,

and their presenceallowedthiswork to cometo fruition.

Finally, in the tradition of my father, I acknowledge Homo Sapiens, whosecontinuing

successhascausedmeto exist.
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Don't send largeamountsof unsolicitedinformation to people.

—S.Hambridge,NetiquetteGuidelines, r f c 1855(Oct. 1995)



Abstract

The problem of unsolicited,unwanted e-mail messages,otherwiseknown as spam, is

growing to uncontrollable proportions, and there is a clear needfor directed research in

spam prevention and control. Current research has identi� ed many diVerent schemesfor

controllingspam,but thegeneral direction of thisresearch hasbeen in improvingindividual

schemeswithout consideration for thevariousstrengthsand weaknessesof thoseschemes

ascomparedto others.Thegoal of thispaper isto identify and categorizethevariousanti-

spam technologies.This categorization will diVer from more common ad-hoc anti-spam

taxonomiesin that it will attempt to cover the entire theoretical space of anti-spam solu-

tions rather thanmerely thosethat are implementedor thosethat arepopular. Using such

ataxonomy, then, wecaninvestigatetherelativestrengthsand meritsof each category. We

will demonstratethat many commonly usedsolutions,such ascontent � ltering, public-key

authentication, and computational-costbasedprevention, arevulnerable to variousforms

of attacks and thus ineVective in thisproblem space. Someof thekey conclusionsare that

asystem successful in preventing spamrequiressender intervention, and that intervention

must be in the form of either identity veri� cation or payment of some cost.This research

will aid futurestudiesin anti-spamtechnology, steering them to greater eYcacy.
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Chapter 1

Introduction

In a wir ed wor l d increasingly driven by computer technology, electronic messaging

hasbecomethenorm for speedy, eVectivecommunication, especially in theform of e-mail.

Advancesin networkinghaveonly improvedspeed,but e-mail usersareincreasingly entan-

gledin abattleof eVectiveness,abattlewagedagainstanarmy of thosewho seeadiVerent

usefor e-mail and electronic messaging:sending largevolumesof unsolicitedbulk mail in

hopesof duping a few of the recipients into aiding the sender with some ulterior motive.

Theseunsolicited,unwantede-mails,otherwiseknown as “spam,” have saturated thevol-

umeof electronic mail with get-rich-quick schemes,advertising, and incomprehensibility

to variousends,such asmakingmoney and carryingout distributednetwork attacks.

The voluminous presence of spam in electronic messaging is much more harmful to

e-mail than its namesakecannedmeat is to one'shealth. Theproliferation of spamthreat-

ens to do away with the eVectivenessof e-mail, forcing readers to wade through pilesof

junk to �n d theimportant and relevant messages.Recent studiesshow that spamcostabout

$9 billion to UScorporations in 2003, and the volume of spam being sent is growing at a
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rateof 20%each month,with millionsof spammessagesbeingdeliveredeveryday [5]. Cur-

rent popular solutionsareineVective:a2003report revealsthat 37%of individualsusespam

� lters, but they receive practically as much spam as thosewithout � lters [14]. Economist

GeorgeAkerlof 'sseminal paper on information economicsrevealsanother reason why the

proliferation of spamisharmful:

The presence of people in the market who are willing to oVer inferior goods

tendsto drivethemarketout of existence... . It isthispossibility that represents

themajor costsof dishonesty—for dishonestdealingstend todrivehonestdeal-

ingsout of themarket.[2]

If spamcontinuesto growat thecurrent rates,then it isinevitablethat dishoneste-mailswill

soon drive honestonesout of the system, rendering e-mail and other forms of electronic

messagingunusable.

It isnot surprising that many have taken major initiativesto subduespam.Somehave

calledfor legal restrictions;othersaresearchingfor, rootingout, and punishingthesenders.

The majority, however, believesthat this problem can bestbe—or only be—solved using

advancesin computingtechnology and innovation [41]. It isthesetechnological approaches

that form thesubstantivematerial of thispaper.

The � eld of spamresearch is interesting due to thediverse,multidisciplinary natureof

thetechnological approachesbeingresearched.Arti� cial intelligencehasprovidedmessage

� ltersbasedon content analysis.Systemsresearch hascontributednew protocolsand dis-

tributedsystem analyses.Cryptographic algorithmsare yet another sub� eld proposedfor

dealingwith spam.And certainly other � eldshavecontributedor will contributenew ideas.

All sortsof solutionshavebeen proposed,ranging from simple� ltersto re-engineering the
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entiree-mail system, but thesesolutionshavegenerally been developedand evaluatedinde-

pendently, improvingon proposalswithin asub� eld without much consideration for unre-

latedsolutionsand thecomparativeadvantagesof each. Thereisaclear needfor acompre-

hensivelook at thesediVerent solutionsand acomparativeanalysisof them.

1.1 TheEmpir ical Approach and its Problems

There have been a number of attempts to look at the range of anti-spam technologies

and their comparative strengths. One comprehensive published taxonomy was made by

Paul Judgefor theopeningmeetingof theAnti-SpamResearch Group,or asr g [3,25]. Other

compendia of anti-spamtechnologiesincludeapaper by ShaneHird and apresentation by

John Levineto theFederal TradeCommission [20, 26]. All threeof thesearesimilar in con-

tent, and we will focuson Hird's research only becauseit is the only one presented in the

form of acompletepaper (theother two areonly availablein presentation slides).

Hird's paper essentially presents an overview of the state of the art in anti-spam tech-

nology. He discussessystems that are currently in useand thosethat have been proposed

but not used,many of which will bediscussedthroughout thispaper aswell. Hird takesan

empirical approach to analyzinganti-spamtechnology: theanalysisisconductedby consid-

eringexistingsolutions,groupingsimilar onesinto categories,and analyzingthefeaturesof

thosecategoriesbasedon thefeaturesof theexistingsolutions.

There are a number of problems with the empir ical approach, all of which are exhib-

itedby Hird'spaper. First, theanalysisof existing systemstendsto emphasizethediYculty

of implementing systems.For example,Hird'sdiscussion of theInternetMail 2000system

focuseson thefact that it would bediYcult for thesystem to beglobally adoptedand imple-
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mented.Section 1.3presentsanargument for why thefocusshould not beon implementa-

tion diYculty. Second, theempir ical approach fails to addressadvancesin technology. For

example,Hird dismisses“computational stamp” systemsbecausecomputersdiVer greatly in

cpu speed.¹ However, lessthanayear after Hird'spaper waspublished,two research groups

presentedaform of computational stamp that isonly slightly aVectedby cpu speed[1, 10].

Finally, empir ical analysis cannot addresssystems that have not been proposedor imple-

mented,so it can draw no broad conclusionson anti-spam research, and the scope of the

analysisisinherently limited.

1.2 TheTheoretical Approach

Becauseof theproblemsinherent in theempir ical approach tounderstandinganti-spam

systems, it seems reasonable to take a theoretical approach, one that analyzesthe design

space of all possibleanti-spam technologies,independent of speci� c solutions within that

spacethat havebeen implementedor proposed.Thisistheapproach taken in thispaper. We

will not seecomparisonsof productsof implementations;rather, wewill exploretheworld

of possibilitiesand the comparative advantagesof each possibility. We will ensure that all

possiblesolutionsarecoveredby employingstrongproofsto dividethesolution spaceinto

categories,and then wewill consider thepropertiesinherent to each category.

This theoretical approach is valuable for threereasons. First, becausethe space of all

possible solutions is considered, the resulting conclusions are generalizable even to solu-

tionsthat havenot yetbeen proposed.Second, atheoretical analysisof systemsallowsusto

¹Computational stamps are discussed in Section 4.2. At this point, though, the reader unfamiliar with
this anti-spam technology needs to know only that such systems require the sender to perform a diYcult
computation in order to send amessage.
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deducepropertiesthat mustbetruefor any implementation of thosesystems,regardlessof

how advancedthat implementation might be. Third, a theoretical approach canprovidea

measureof themaximal eYcacy of each typeof system, so wehavea foundation for mak-

ing comparisonsof typesof systemsrather thanof individual systemsthemselvesand their

relativematurity levels.

1.3 A Theoretical Taxonomy and Analysis

This paper will present two distinct but related piecesof work. First, it will present a

taxonomy of anti-spam technologies.An overview of that taxonomy is given in Figure 1.1

(at the end of the chapter). This taxonomy will consider the entire design space of anti-

spam technologiesand divide it into a hierarchy of distinct categories.Second, thispaper

will present ananalysisof each category, identifying thecomparativeadvantagesof each.

To construct the taxonomy, the following approach is employed.Given a category of

solutions, a separating test is usedto divide every possible solution within that category

into one of two subcategories.For example, the super-category of all possible anti-spam

systems is divided into systems that can function entirely without the sender performing

someinterveningaction and thosethat cannot function without intervention.

Several factorsin� uencedtheselection of thesetests,someof which arelistedbelow:

• Thecategoriesproducedby thetestshould haveanalytical propertiesthat areasdif-

ferent aspossible. Theanalysis is themostuseful when thediVerent categorieshave

diVerent properties.

• The testshould not be in� uencedby thenumber of existing solutionswithin a cate-

gory. For example,therearemany diVerent formsof spamdetection basedon e-mail
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content, but they areall placedinto onecategory becauseof their similar properties.

• The testsshould tend to single out unique systems. Such systems represent unex-

plored categorieswith distinctive propertiesand so they should be analyzedin the

context of thoseproperties.

In general, theseparating testischosen by theanalytical power of theresulting categories.

Thisisnot surprising, asthepurposeof thetaxonomy isto produceaninterestinganalysis.

The purposeof the analysis is to identify featuresof the taxonomic categoriesof solu-

tions.For each category, anumber of questionswill beconsidered:

• What istheunderlyingassumedde�n ition of spam?How closely doesthat de�n ition

match what weintuitively think of asspam?

• What typesof legitimatemessageswould thissystem mark asspam(TypeI errors)?

What typesof spammessageswould thissystem mark aslegitimate(TypeII errors)?

• In what areasdoesthissystem succeed?A system succeedswhen legitimatemessages

are correctly markedas legitimate and similar-looking spam is correctly markedas

spam;for what sortsof legitimatemessagesisthisthecasewith thegiven system?

• Howwould anadversary thwart thesystem in order to deliver spam?Isthereanattack

that would allow someoneto send spamunrestrictedly, and what resourceswould be

neededto carry out such anattack?

Answering thesequestions providesinsight into the usefulnessand the limits of a given

system. Thesequestionsalso provideauniform basisfor comparing categoriesof systems.
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For each category of systemsthat weanalyze,theresultsof that analysisaresummarizedin

abox in theappropriatesection.

Becauseof the theoretical nature of theseanalyses,certain questions will not be ad-

dressed,primarily thoseconcerning the initial implementation of systems. In particular,

many of thesesystems may require large-scale deployment eVorts; the required work in

deployment isnot consideredhere. Therationalebehind not considering implementation

diYcultiesis that such diYcultiesare irrelevant when considering the eVectivenessof the

system once implemented.If the world is to adopt a standard system of preventing spam,

then that decision should beprimarily basedon theeVectivenessof thesystem when it will

bein use,and thediYculty of implementing that system doesnot aVect that eVectiveness.
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fig ur e 1.1 Diagram of the taxonomy of anti-spam technologies.Section numbers pre-
cedeeach category, denoting thesection discussing that category.
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Chapter 2

Characterizing theSituation

In order to begin analyzinganti-spamsolutionsfrom atheoretical context, wemust�r st

provideageneralizedframework for conducting thisanalysis.We�r stproposeamodel for

an electronic messaging system, and using that model we provide a de�n ition of an anti-

spam technology. Additionally, since the analyseswill focuson the eYcacy of systems in

separatingspamfrom legitimatemail, anumber of guidelinesareprovidedoutliningquali-

tiesof messages,both legitimateand spam.

2.1 A GeneralizedDistributedMessagingSystem Model

In order to form ageneralizedmodel of ananti-spamsystem, we�r stpresent ageneral-

izedmodel of adistributedmessagingsystem on which that technology will operate. While

thismodel isbasedon thee-mail model, it should also apply to other distributedmessaging

systemssuch asInternetRelay Chat.

Theworld of e-mail consistsof entities, which may beof two types:humansand com-

puters.At any given time,anentity may beimmediatelyableto communicatewith otherson
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fig ur e 2.1 Exampleof how amessagingsystem might usevisibleand invisiblerelays.

Sender
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Relay 1
R1

harvard.edu

Relay 2
R2

stanford.edu

Recipient
r

edustanford.mema@

Invisible
relay

Invisible
relay

Invisible
relay

Invisible
relay

thenetwork; in that casetheentity isconsideredavailable. Entities,in particular humans,

aremostlikely not alwaysavailable. Theprocessof sendingamessageiscalledatransaction;

theentity sending themessageiscalledthesender and theentity receiving themessagethe

recipient. Thecomputer from which themessage is initially sent iscalled thesendingcom-

puter; sincethesender may beahuman,thesender isdistinct from—and possibly unrelated

to—thesendingcomputer.

When a sending computer wishesto send a message, it might not make a direct con-

nection to the recipient's computer; rather, the message may jump through a number of

computerscalledrelaycomputers. Therearetwo possibletypesof relays:invisiblerelaysand

visiblerelays.Invisiblerelayssimply routenetwork traYc;they will betreatedasjustpart of

the infrastructureof thenetwork and ignored.A visible relay isone that accepts messages

on behalf of therecipient, possibly performssomeprocessingon themessagesuch asmodi-

fyingthemessageheader or batchingmessageswith thesamedestination together, and then

forwardsthemessageto therecipient (or another visiblerelay).

Figure2.1givesanexampleof how visibleand invisiblerelaysmight beusedon ames-

saging network. Theexampleismodeledafter thecurrent e-mail protocols.Say thesender

sis theauthor, eduharvard.eecs.cduan@ , and the recipient r isa distinguishedprofessor of
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computer science, edustanford.cs.mema@ . Thesender swould �r st send themessageto an

appropriatesmtp mail server, smtp.eecs.harvard.edu, or R1 in thediagram.Thismail server

would then queue and send the message to the recipient's mail server, cs.stanford.edu, de-

notedby R2. Finally, R2 would store the message and eventually deliver it to the recipient.

In transmitting themessagefrom sto R1 to R2 to r, thenetwork transmission may havein-

volved intermediate invisible relayssuch asroutersand switches,but thoseinvisible relays

only treatedthemessagesasnetwork traYc.ThevisiblerelaysR1 and R2, however, inspected

themessage'scontent and performedprocessing basedon that content. In termsof theosi

network model, invisible relaysoperateon thedata,network, and transport layers;visible

relaysoperateon theapplication and presentation layers[24].

Visiblerelayscomplicatethemessaging system. For example,sinceamessagemay pass

through and bealteredby oneor morerelay computers,it isdiYcult to identify theactual

origin of amessage. Nevertheless,visiblerelaysareuseful componentsof amessaging sys-

tem for several reasons.First,relay computersmay havefaster network linksand morepro-

cessing power than individuals' computers,so messagessent through relay computerscan

besent much moreeYciently thanmessagessent directly between individualswith slower

computers.Also, relay computerscanbatch several messagesbound for thesame location

into onetransaction, savingnetwork bandwidth.Additionally, therecipient'scomputer may

not beavailableat sending timeand thesender'scomputer may not beconstantly available

either. A relay computer canretain themessageuntil therecipient becomesavailable.

Becauseof thesebene� cial attributesof relay computersin amessagingsystem, it seems

unreasonablefor ananti-spamtechnology to eliminatethem entirely, even though they may

exacerbatethespamproblem by introducingcomplexity into thesystem.

12



2.2 De�ni tion of anAnti-SpamTechnology

Given our formal model of adistributedmessagingsystem,wede�n eananti-spamtech-

nology, or ast , in thispaper asfollows:

An ast isany system that, when overlaid on amessaging system, providesre-

cipients with amapping of receivedmessagesto values,such that thosevalues

havesemantic meaning to therecipient with regard to whether or not thecor-

respondingmessagesarespam.

The simplestast might mark messageswith one of two values,“spam” or “not-spam.” A

morecomplex system might oVer avaluebetween zero and one indicating theprobability

that a message is spam. A third system might divide messagesinto several discrete cate-

goriesbasedon thetrustworthinessof thesender, such as“trustedsender,” “partially trusted

sender,” “untrustedsender,” or “unknown sender.” Thislastsetof valuesdoesnot explicitly

mark themessageasspamor legitimate,but thevaluesareuseful to a recipient in making

that determination (e.g., mail from trustedsendersismostlikely legitimate).

It isworth considering thegoal of anoptimal ast so that wecanhaveaperspectiveon

how to judgethetypesof systemsthat wewill encounter. Therearetwo possiblegoals:com-

pleteelimination and control of spam.Sincespamisjustatypeof e-mail message,asystem

that allows messagesto be sent must allow spam to be sent to some degree,so complete

elimination isclearly animpossibletask. Thegoal of anoptimal ast , then, mustbecontrol

of spam:it may bepossible for spamto besent, and somemay even beread by recipients,

but the system should halt the unrestricted proliferation of spam, so that the majority of

messagesthat consumethetimeof e-mail readersarelegitimate. It should not beimpossible

for spamto besent, but thesystem should makeit substantially diYcult.
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Finally, acurrent “solution” to thespamproblem that doesnot � t into thede�n ition of

anast isthepracticeof keepinge-mail addressessecretor obfuscating them in public list-

ings,or theuseof adisposableaddressservicetohideone'sactual address[31]. Solutionslike

thesedeal with thespamproblem by “hiding” from it: recipientsareforcedto obscuretheir

identitiesso that spammers cannot �n d them. However, a key advantage of e-mail is the

ability to easily contact anyone;obfuscatingor hidingaddressesdiminishesthisadvantage.

So solvingthespamproblem by hidinge-mail addresseswould eliminateadisadvantageby

eliminating an advantage. And even so, reliance on long-term secretsis not a sustainable

practice:one'saddressmust begiven out to othersif that addressisever used,and oncethe

addressreachestheeyesof aspammer, it isno longer protectedthereafter. A successful ast

should limit theability of spammersregardlessof theknowledgeor resourcesthey have.

2.3 Common Usesof Messaging Systems

E-mail and other messaging systemstoday arecommonly usedin many diVerent ways.

It isworth considering someof thoseusesso that wecandeterminewhich legitimateuses

of e-mail would belimitedor preventedby agiven ast .

Themostcommon useof e-mail ispersonal communication: individualssend messages

to oneor a few recipients. It isclear that no ast should block such messages,and it would

seem that no reasonableast would block them, but there isanunusual aspect of personal

messages:they may originatefrom essentially any computer on thenetwork. Consequently,

� lteringmethodsbasedon network addressesmay inhibit thisuseof e-mail.

A second common useof e-mail istodistributeinformation toalargebodyof recipients.

Mailing listsare a common example of this:hundreds or thousands of people, randomly
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dispersedby geography, e-mail provider, and other factors,all receive messagesfrom one

sender. The recipients neednot all seetheexact samemessage. For instance,a credit card

company may issuestatements to its customersby e-mail; each of themessagesshould be

personalizedto the recipient. The ability to send large volumesof messagesvia electronic

messaging isvaluable,and anast should not block such legitimatebulk messages.

A third common useof e-mail is “sender delegation,” in which some entity, usually a

computer, isauthorizedto send oneor moremessageson behalf of another entity, usually a

human.Oneexampleisamailinglist,in which asender providesthemailinglistserver with

a message to distribute to the list recipients.Another example is online greeting card ser-

vices,in which thesender actually never encounters themessaging system itself but rather

usesanexternal interface,in thiscasetheservice'sweb page. In both cases,theservicedeliv-

ersthemessage(thelistpostingor thegreetingcard) to therecipient on behalf of thesender.

If anast requiresthesender of amessageto perform someaction, then in casesof sender

delegation it isnecessary to consider who should perform that action.

2.4 TheNatureof Spam

The �n al component of our messaging system to understand is thenatureof spamon

that system. In thissection wewill consider �r st thede�n ing characteristicsof spammes-

sagesand then thepowersof anadversary who sendsspam.

Thereare two commonly usedde�n itionsof spam.The�r st is that spamisUnsolicited

Commercial E-mail, or uce; this is thede�n ition theFederal TradeCommission uses[16].

Second, spam is de�n edas Unsolicited Bulk E-mail, or ube; this term is preferredby aca-

demic research [20]. Generally one of thesetwo terms is usedin formal dialogue rather
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thanthecolloquial term “spam.”

Neither of thesetermsisusedin thispaper, becausethe�r stisinaccurateand thesecond

insuYcient. Thereareclear usesfor sendingspamother thancommercial advertising, such

asdistributing avirus[13]. Therearelegitimateusesfor bulk mail, and therearesituations

in which it may be unsolicited,the classic example being the long-losthigh school buddy

trying to contact friends. But, most importantly, underlying both of thesede�n itions of

spam—and underlyingany de�n ition of spam—istheassumption that thereisanabsolute

de�n ition of spam.This is simply not the case,as every person has a diVerent concept of

what mail isspamand what mail islegitimate. Asaresult, thede�n ition of spamemployed

in thispaper isasfollows:

If a message is sent to a recipient r, then that message is spam if and only if r

deemsthat message to bespam.A message is legitimate if and only if it isnot

spam;that is,it islegitimateif and only if r deemsit to benot spam.

Spam,then, cannot existunlessthereisarecipient to read it, and onerecipient'sspammay

beanother'smulti-mi llion dollar treasurein anoVshorebank.

Even with this vague, circular de�n ition it is still possible to draw conclusions about

thenature of spam.It is reasonable to assume that, in general, if one recipient determines

amessageto bespam,then most peoplewould consider it spam,and so it is reasonable to

expect that the sender knows that the message will be viewedas spam.The sender would

only send the message if it were in some way useful to send it, and if most people would

discard themessageasspam,then it isnecessary that themessagebesent to alargenumber

of people. Asaresult, it isnecessary that spambesent in largevolumes.

In addition to understanding thenatureof spam,weneedto understand thenatureof
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thosewho send spam,commonly known as spammers. This paper takesthe position that

spammersarepowerful, knowledgeable,and resourceful. If thereexistssomevulnerability

in anast that will allow aspammer to send messages,then that spammer will takeadvan-

tageof thevulnerability.

Thisisareasonableassumption. Interviewswith self-proclaimedspammersand analy-

sisof spammessagescon�r m this:distributednetwork attacks,intricatebusinessbargain-

ing, and innovativecontortionsof spammessagesreveal their intelligence[18, 23, 33]. Expe-

riencewith recent computer viruses—many of which usedthe infectedcomputers to send

spam—show that spammerscanacquirenetworksof hundredsof thousandsof computers

to usein carrying out distributedattacks [37]. Solutions to thespamproblem that rely on

theassumption that spammersarepredictable,unknowledgeable,or without resourcesare

bound to fail. A successful anti-spamsystem mustbeabletosustain asevere,well-conceived

attack, asthosesendingspamwill utilizesuch attacks.

The following notational conventions for variableswill be usedin this paper. Roman

letterswill represent normal entitieson thesystem and their relateditems,and Greek letters

will represent adversariesand adversarial items.Capital letterswill refer to either setsof en-

titiesor largeserver computers;lowercaseletterswill refer to individuals.Finally, thesender

of amessagewill alwaysbedenotedass, and therecipient alwaysasr.
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Chapter 3

SystemsWithout Sender Intervention

At the top of our hierarchy of anti-spam technology is the question, doesthe sender

needto perform somesort of intervening action, providesomesort of proof, in order for

theast to work?Thegeneral advantageof systemsthat makeno requirementsof thesender

is that they are simple to implement and require no long-term persistence on the part of

thesender. Thedisadvantageisthat such systemsby naturelack suYcient spamprevention

capabilitiesdueto thelimited“knowledge” present in thesystem, asweshall see.

If thesender providesno aid to themail system, then theast hastwo piecesof informa-

tion to work with for each message: themessage'scontent and thenetwork identity of the

sendingcomputer. Sincethisistheentirety of thecommunication with therecipient, that is

all theinformation that thisform of ast hasto work with.

Thuswe may break down such “non-intervention” systems into two types:thosethat

evaluatethemessagebasedon theidentity of thesendingcomputer and thosethat evaluate

themessagebasedon itscontent. In Section 3.1wedeal with theformer of thesesystems;in

Section 3.2wedeal with thelatter.
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3.1 Filtering basedon Sending Computer Identity

Using thenetwork identity of thesending computer to identify spamisoneof thesim-

plestast 's in usetoday. It ismostcommonly implementedas “whitelisting” or “blacklist-

ing,” in which amessageiseither acceptedor rejectedbasedon whether or not thesending

computer ispresent on alistof acceptedor blockednetwork addresses.Organizationssuch

asmapsand spewsprovidepublic ip addressblacklistsfor usein such � ltering [29, 40].

Whitelistsand blacklistsare essentially the theoretical extent of this � ltering method.

Themostgeneral network-identity-based� lter would takeanetwork addressand produce

some sort of value indicating whether the likelihood of that addresssending spam. If we

could freezetime for an instant and run this function on all possible network addresses,

then wecould createatimestampedtablethat mapscomputer addressesto spamindication

values.That isessentially what anti-spamdatawarehousessuch asmapsand spewsdo: they

providethesetablesasaservice,using varioussecret mechanismsto stay up-to-date,such

assettingup spamhoneypotsor testingnetworksfor open relays[30].

In termsof thesystemsin usetoday, oneproblem with this� lteringmethod isthat net-

work addressescan be forged by various network attacks, so it is possible for a message

to appear to originate from one location when it actually camefrom another. Systemslike

dnssec have been proposedto solve this problem by using cryptographic techniquesto

provably verify network addresses,but they haveyet to beimplemented[4, 12].

Even if that weresolved,though, thereisstill acritical problem with thisapproach. Un-

derlying this typeof system is theassumption that e-mail isspamwhen it originatesfrom

particular computers,but therearemany waysin which both spamand legitimatemail can

appear to comefrom thesamesendingcomputer.
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The�r stof theseisthesimplecasein which both thespamsender and aregular person

usethesamecomputer for sending mail. Consider, for instance,the following situation. A

sender, s, sends an e-mail and then leavesto get a cup of coVee. During the � ve minutes

when sisaway, anattacker � usesthat samecomputer (by compromising it or justwalking

up to it) and sends out spam messages.Then s returns and sends out another legitimate

e-mail. A recipient, aware only of the network addressfrom which the mail was sent, is

unable to distinguish between mail from sand mail from � , since the messageswere sent

at practically thesametime. Making thesituation morecomplex istheprevalenceof public

computersand publicly availablenetworks;in thosecasesit iscommon for many diVerent

senders—includingspammers—to usethesamesendingcomputer.

The transience of network addressesonly worsens this problem. If addressesare con-

stantly changing, then an addresscannot assuredly identify a certain computer, much less

thesender usingthat computer.Theapproach taken to thissituation today issimply toblock

largeaddressranges:for example,a few monthsago all mail from Harvard University was

rejectedby theInternetserviceprovider AmericaOnlinebecauseof asinglecompromised

computer that wasactingasaspamrelay [19].

Finally, the useof relay computers makesdetermination by network addressvir tually

impossible. When therecipient receivesthemessage,it may havegonethrough several relay

computers,and it ispossiblethat oneof thoserelay computersactually generatedthemes-

sageand simply claimedto berelaying it from another location. Basedon theaboveobser-

vations,it isclear that merely using thesending computer'snetwork addressis insuYcient

to makeany valuabledeterminationswith regard to spam.

Filteringmessagesby network identity today seemsto work acceptably well. Thisisonly
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fig ur e 3.1 Summary of theanalysisof thenetwork identity � lteringast .

Assumedde�ni tion of spam Given a timet, there issomesetof computers
Ct such that spamisde�n edasmessagescomingfrom any computer in Ct .

Potential errors If bothalegitimatemessageand spamaresent from thesame
computer at about thesametime,then either both will beacceptedor both will
bemarkedasspam.

Successful areas If only a small, unchanging set of computers is sending
spam,then thesystem canbehighly successful in blocking thosemessages.

Potential attacks Possible attacks include compromising a large number of
computers, changing network addressesoften, spoo�n g network addresses
wherepossible,and sendingmail through relay computers.

becausemany spammers tend to usea few easily-identi�a blecomputers to send spam.As

moreand moreof them start using morecomplex tacticssuch asnetwork spoo�n g, com-

promising computers,and sending messagesthrough open relays—and many spammers

today currently employ thesetactics—spamidenti� cation by sender network identity will

fail to control thespamproblem, blocking legitimatee-mailsthrough accidental or invalid

blacklistingsalongtheway.

3.2 Filtering by MessageContent

Spam identi� cation basedon e-mail content is both one of the most popular ways of

identifying spamand oneof thehottestresearch topics in theanti-spam� eld. It isworth-

whileconsideringwhether thisareahasareasonableshot at solvingthespamproblem,given

theamount of energy that isbeingput into theareanow.

Over time,content � ltershaveimprovedconsiderably.Originally these� ltersjustlooked

for and blocked certain keywords; later they developed scoring and phrase-identi� cation

methods[42]; nowadaptiveBayesianmodelsbasedon statistical theoryaregrowingin pop-
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ularity [35, 38]. Claimshavebeen madeto “99.9% eVectiveness” in eliminating spam,and

somebelievethat content � lteringwill solvethespamproblem within thenext decade[44].

This claim is not valid, as this section will show. First we consider why currently im-

plementedsolutionshavebeen thusfar ineVective,and second weexaminea theoretically

optimal content-� lteringast and itsspam-� lteringproperties.

Whilemajor eVorts in anti-spamresearch havefocusedon content-based� ltering, im-

plementationshavebeen ineVective,evidencedby theproliferation of spamdespitepopular

useof these� lters [14]. The reason for this is that spammers have found ways to confuse,

manipulate,and outrightly deceivethe� lters.Intentional misspellings(“Fr33M0n@y”) are

easily understood by humans but not by � lters; random words from a dictionary cause

Bayesian � lters to adapt incorrectly. John Graham-Cumming hasdevelopeda “Spammer's

Compendium” of tricks for circumventing even the best� lters, using among other tech-

niquesunusual conformationsof ht ml code [18].¹ Spamdelivery technology, or sdt , has

developedand isdeveloping justasquickly ascontent � ltering(and other) ast develops.

What would theoptimal content-� lteringast look like?It would act much likeavir tual

secretary, usingarti� cial intelligencetechniquesto evaluatethesemantic content of each e-

mail message. Unfortunately, though, consider theultimatesdt : anautomatedmass-mailer

that usesarti� cial intelligence techniquesto create a message with semantic content that

lookssuYciently “human” that even thebest� lter should accept it. If arti� cial intelligence

research advanced to the point that we could build a perfect content-� ltering ast , then it

mostlikely would haveadvancedto thepoint of building theperfect sdt aswell.

¹Someof thetechniquesdescribed by Graham-Cummingareso spectacularly innovativethat theauthor
strongly encouragesthereader to look up thiswork.
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An unusual typeof system that fallsinto thiscategory of content � ltering isthecollabo-

rative� ltering system, onecommercial implementation being Brightmail [9]. In thesesys-

tems,messagesarecomparedagainstaknown databaseof spammessages,and thedatabase

ismaintainedby a large group of people (company employees,in the caseof Brightmail).

Thesesystems tend to be more accurate today, as there are mature algorithms for �n ding

similaritiesbetween two texts, but the algorithms for identifying “spam-like” content are

much lessdeveloped.However, collaborative � ltering systems are theoretically vulnerable

to thesamesortsof attacksasany other content � lteringsystem: asuYciently advancedsdt

could producecontent that defeatsthe� lteringalgorithm.

Content � ltersoperateunder theassumption that spamhasa certain typeof semantic

content, such asmarketingaproduct. Thisisa� awedde�n ition for two reasons:�r st,spam

issent for many diVerent purposes,and second, spamcanbemadesemantically identical

to alegitimatemessage. Becauseof thesetwo � awedinherent assumptionsof content � lters,

they areinsuYcient for preventing thedelivery of spam.

It isacommon mistaketo believethat all spamissent for marketingor money-making

schemes.Fundamentally, spamming is nothing more than the ability to send out a large

number of messagesto awideaudience,and therearemany usesfor that ability. Virusesand

worms, for instance,send out spam messagesin order to infect the recipients' computers

and carry out distributednetwork attacks;mostspam� lterslet thesevirus-laden messages

passbecausethey appear to beunrelatedto marketing. Filterscannot predict futureusesof

theability to send largevolumesof messages;thebestthey cando isreact to existingspam.

The other fundamental problem is that semantically meaningful message content can

beduplicatedidentically by acomputer, and consequently it ispossiblefor an independent
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fig ur e 3.2 A sample spam e-mail generated by the Bagle virus (with slight modi� ca-
tions),and then asamplelegitimatemessage,both of which havesemantically similar con-
tent.

From: administration@harvard.edu
Subject: Warningabout your e-mail account.

Dear user of Harvard.edu:

Some of our clients have complained about the spam (negative e-mail con-
tent) outgoing from your e-mail account. You haveprobably been infectedby
aproxy-relay trojan server. In order to keep your computer safe,follow thein-
structions.

For moreinformation seetheattached� le.

From: compusec@fas.harvard.edu
Subject: Network Task Disabled:Computer Virus

The FASComputer Security Group has received a report that your computer
may beinfectedwith avirusand isattempting to infect other machines.

A single infected computer can quickly infect many additional computers on
theFASNetwork. To ensurenetwork security and integrity, wemust immedi-
ately disablenetwork connectionsof infectedcomputers.

Your network connection isnow scheduledto beterminated.

computer to generate a message that a humanmight have sent. Figure 3.2 providesan ex-

ample of an actual spam message active around February of 2004 and an actual network

deactivation notice;thetwo messagescontain similar content and tone. Thefact that, over

a twelve hour sampling period, a similar virus infected80,000 computers, indicating that

80,000 people believed the message and opened the attached � le, shows the diYculty of

distinguishingbetween legitimatemessagesand spam,even by humans[13].²

A potential counterargument isthat anindependent computer isnot alwaysableto forge

²It isnoteworthy that thevirusdiscussed herewasnot successful becauseof asoftware� aw (e.g., themail
client automatically executing the virus).The viruswas transmitted in a compressed � le,which the victim
actually had to decompressprior to executing, and laterversionsof thevirusin fact encrypted the� leaswell,
requir ing therecipient to enterapassword provided in themessage!
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fig ur e 3.3 Summary of theanalysisof thecontent � lteringast .

Assumedde�ni tion of spam A messageisspamif and only if it hasacertain
semanticcontent, that content de�n edby thecontent � lter.

Potential errors If aspammessageiswritten to sound much likealegitimate
message,then the� lter will fail to mark it asspam.

Successful areas Spam messagesthat are blatantly “spam-like” in content,
such asmarketingadvertisements,could beeasily detected.

Potential attacks An adversary with asuYciently advancedspamgeneration
ai could createmessagessimilar in toneand semanticsto legitimatemessages,
thusdefeating thesystem.

a message from some given sender. The sender may include a cryptographic signature or

personally identifying information in a message, for instance,and the independent com-

puter would not havethenecessary resources(theprivatekey or thepersonal information)

to includethose.However, if asystem requiressuch information in messagesto thwart spam,

then that system requiressender intervention, so it doesnot fall under thiscategory of ast .

Content � lterson their own, then, cannever befully eVectivebecausethey rely on thedif-

ferentiation of content between spamand non-spame-mail, and spamneednot bediVer-

entiablefrom legitimatee-mail in termsof content.
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Chapter 4

Systemswith Sender Intervention:
Proof of Intent Systems

In order to understand how sender intervention can help prevent spam, we can con-

sider the non-digital analogue of e-mail: postal mail. For some reason, we do not experi-

enceanoverwhelmingspamproblem with our physical mailboxes.What arethediVerences

between postal mail and electronicmail that allowspamto � ourish in onebut not theother?

The�r stdiVerenceisobvious:cost,or sendingeVort. Thereisthemonetary costof the

postage,thecostof thepaper and envelopes,and theeVort of deliveringtheletter to thepost

oYce. In contrast, there is no monetary cost to sending e-mail; the computing resources

requiredare next to nothing, and the entire processcan be scriptedso the costof human

eVort isindependent of thevolumeof mail beingsent. If weimplementedacostto sending

e-mail, with any form of cost(monetary, computingeVort, humaneVort, etc.),wemight be

ableto prevent spam,at least in itsbulk-mail form.

Thesecond diVerenceismoresubtle. When two peoplecorrespond by postal mail, they

havethepaper quality, thehandwriting, thetextual style,and other elements to ensurethe

recipient of thesender'sidentity. In thecaseof bulk mail, thesender generally hasto actually
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bring the letters to the post oYce (presorted, to avoid high cost!) and pay the postage by

check or credit card, so thesender'sidentity isveri� edto someextent by thepostal worker.

In contrast, the digital nature of e-mail makesit possible to duplicate a message millions

of times;sender identitiescanbe indistinguishably forgedby nothing morethantyping in

a fakename. Theseexamplesall indicate that identity veri� cation diVerentiatespostal and

electronicmail.

Wecananalytically prove that requiring thesender to pay somecostand verifying the

identity of thesender are theonly two ways in which sender intervention canhelp in con-

trolling spam.In Section 4.1we show that proof of intent and identity veri� cation are the

only two formsof intervention that allowtherecipient to distinguish thesender of amessage

from other entities,and weshowthat thisdistinction isanecessary condition of asuccessful

sender-intervention ast . In Section 4.2weshow that aproof of intent isequivalent to acost,

so asystem that usesproof of intent isequivalent to acost-basedsystem.

4.1 Proof of Intent and Identity Veri� cation

The following proof will demonstrate that identity veri� cation and proof of intent are

the only forms of sender intervention that might be useful in identifying or preventing

spam.Theproof isconductedrather indirectly, and canbeoutlinedin thefollowingway:

1. If asystem isto prevent spam,then messagerecipientsusingthat system mustbeable

to makevaluableinferencesabout that sender.

2. If arecipient canmakevaluableinferencesabout thesender, then that recipient must

beableto distinguish thesender of amessagefrom other entities.
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3. If a recipient can distinguish the sender of a message from other entities,then that

recipient must both (1) identify a distinctive quality of some entity (one that other

entitiesdo not have) and (2) have some knowledge that the sender of the message

possessesthat distinctivequality.

4. One way the recipient could have such knowledge is by possessing some prior rule

specifying that thesender possessessomedistinctivequality.

5. Otherwise,therecipient hasno prior knowledgeof thesender, and theonly distinc-

tivequality of thesender isthat sender'sintent to send themessage.

6. Therefore,if asender-intervention ast isto prevent spam,then it musteither provide

therecipient with arule(identity veri� cation) or verify thesender'ssending intent.

Theproof isconductedin reverseorder, so webegin by showingthat, without prior knowl-

edge, a recipient can only determine the sender of a message by identifying the sender's

intent to send themessage. Lets, t, and r beentitiessuch that exactly oneof sand t wishes

to send amessagem to r. Thegoal of r isto determinewhich of them wishesto send m.

The work of David Hume shows that an observer can only detect qualitiesof entities,

so, to an observer, an entity isrepresented entirely asa set of qualities[22]. Then r can use

nothingmorethanobservedqualitiesof sand t to determinethesender of themessage.

Identity veri� cation canbeunderstood in thefollowingway:

A rule is a provable assertion that the sender of a message has some quality.

Given amessagem, theruleasserting that thesender of m hasquality q isde-

notedas


m,q

�
. Identity veri� cation isde�n edastheuseof aruleto determine

thesender of amessage.
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Say that r possessestherule


m,q

�
. Then r somehow detectswhether q ispresent in sand t.

If q 2 sbut q =2 t, then smustbethesender. If both of them havequality q, then theruleis

not useful in determiningwhich isthesender. Asanexample,consider theuseof signatures

on amessage(either cryptographicor handwritten). Therecipient usestherule,“thesender

of the message has the quality of possessing that signature,” thusallowing the recipient to

determine the identity of thesender. Note the looseusageof the term prior: r may acquire

theruleonly after themessagehasbeen sent.

It should beintuitively clear that any useful information availableto r about thesender

of amessagecanbereformulatedinto arule. A proof of thisisomitted.

Now consider thecasein which r doesnot haveany ruleand thuslacksprior knowledge

about therecipients.Weprovethat theonly quality useful in determining thesender of the

message is the sender's intent to have that message delivered.Note that, in this proof, it is

irrelevant whether or not the message is spam; the question is how r can determine the

sender of that message,whatever itscontent may be.

th eor em1. If r hasnoprior knowledgeof theactual sender, then theonly quality that allows

r todeterminewhether sor t isthesender isthequality of intent tosend m.

Proof. Theintent to send m isaquality of anentity; wenamethat quality im.¹ Thequalities

of sarethesetQs, and thoseof t areQt . Neither Qs nor Qt containsim.

Assumetwo possibleworldsWs and Wt , in which sand t are thepotential senders,re-

spectively. In Ws, sender shasintent to send themessageand t doesnot, and theoppositeis

¹It is possible that the quality of sending intent would induce other qualities (nervousness,pride,etc.).
However, assessing thosequalitieswould be indirectly assessing sending intent, so such qualitiesareessen-
tially equivalent to sending intent.
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truefor Wt . In other words,for each of theworlds,thequalitiesof sand t areasfollows:

Ws =) s= Qs [ im, t = Qt

Wt =) s= Qs, t = Qt [ im

Determining whether sor t is thesender isequivalent to determining which of Ws and Wt

is thecase. But basedon theaboverelations,theonly diVerencebetween thetwo worlds is

which entity possessesim. Sincer hasno prior knowledgeof thesender, theabove isall of

theinformation availableto r. Therefore,other thanim, r hasno way to distinguish between

Ws and Wt , so theonly distinction between sand t that isuseful to r in determining which

of them wishesto send themessageisim.

We can now show that identity veri� cation and proof of intent form the only possi-

ble typesof ast with sender intervention. Weassumea“challenge-response” protocol: the

recipient may issuechallengesto thesender, and thesender can helpfully interveneby re-

sponding to thosechallenges.A challenge-responseprotocol canbeformalizedasfollows:

r sendsachallengec to s, and then sprovidesa responsef (c, s). It should beclear that any

intervention that the sender can provide can be generalized into this challenge-response

protocol.

th eor em 2. Theonly two typesof challengesthat would beuseful in preventingspam area

proof of intent challengeand an identity veri� cation challenge.

Proof. Without lossof generality, say that sistheactual sender of themessage.

Imaginethat r sendschallengecto both sand t and receivesresponsesf (c, s) and f (c, t).

Thoseresponsesarefunctionsof qualitiesof sand t, and r canusethoseresponsesto deduce

someof thosequalities.
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Now say that r usesaruleto determinewhich of sand t isthesender, and that rulestates

that thesender hasqualityq.Then r mustbeabletodeducefrom theresponsesthefollowing

two relations:

f (c, s) =) q 2 s, f (c, t) =) q =2 t

Theresponsethereforeisaproof of identity basedon thealready known rule,and thesys-

tem performsidentity veri� cation.

Theother caseis that r doesnot usea ruleand thushasno prior knowledge. Then, by

our above theorem, it isnecessary for r to identify im in the sender, so the challenge must

allow r to deducethefollowing:

f (c, s) =) im 2 s, f (c, t) =) im =2 t

The responsetherefore is a proof of intent. Therefore, the only challengesthat allow r to

distinguish thesender of amessagefrom other entitiesarechallengesthat demand aproof

of identity and challengesthat demand aproof of intent.

If the responseto a challengedoesnot distinguish thesender from other entities,then

that responsecannot beusedto makeany valid inferencesabout thesender, sinceany in-

ferencesdrawn from that responsewould be the same for all entitieson the system. De-

termining whether asender of amessage issending spamisan inferencethat anast must

draw from the responseto the challenge. Therefore, the only challenge-responsesystems

that could makeauseful ast aresystemsthat verify the identity of thesender and systems

that verify thesender'sintention of sending themessage.
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4.2 Proof of Intent Systems

Systems basedon proof of intent, labeled “cost systems” from here on, are a lesser-

known techniquein thespamwars,but newideasin thissub� eld arepropellingit intomain-

streamresearch. In particular, theemployment of non-monetary costssuch ascomputing

resourcecostshavemadethisoption much moreattractive. Wecandividetypesof “costs”

incurred into thosethat are permanent, such asmonetary costs(sinceyou never get your

money back), and thosethat aretransient, such asresourcetimecosts.

We now formalize the concepts of “intent” and “proof of intent.” Let s be a sender—

either aspammer or asender of legitimatemail—who wishesto send amessageto recipient

r. Then saying that shasintent to deliver m meansthat swould behappier if r wereto read

themessage.Sincethemetricof happinessin economicsisutility, intent isthepositiveutility

u that swould gain from r readingthemessage. If sisto provideaproof of intent, then smust

makeademonstration that u > 0.

Thefundamental problem isthat r isunawareof u. Thiscreatesan“asymmetric” situa-

tion whereoneparty islacking in full information. AsLoder et al. observe,thismeansthat

thespamproblem canbeexplainedin termsof information economics[27].

Information economics is the � eld of research in market systems in which there exist

information asymmetries,situations in which some partiesmay be better informed than

others.Thiswork waspioneeredby GeorgeAkerlof 'sseminal 1970 paper “TheMarket for

L̀emons': QualityUncertainty and theMarketMechanism” [2]. Thekeyproblem isthat one

party knowsof theutility of anitem,whileanother party doesnot knowthat utility; Akerlof

showsthat, other factorsnot present, low-utility productswill dominatethemarket.In the

context of e-mail, thesender knowstheutility of themessage,but therecipient doesnot, so
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low-utility spamwill predominateon thee-mail system.

Fundamentally, thesolution to thisproblem involvesssomehow indirectly proving the

existenceof u to r, who cannot observeu directly. Disregardingidentity, which wediscussin

Chapter 5, theonly quality that distinguishessfrom other entitieson thesystem isu. So the

only proof that scanoVer of u > 0 istheperformanceof someaction that hascostc � u.

Thusa proof of intent mustbe thepayment of that costc or somesort of insurance that c

will bepaid upon demand. Notethat wedo not specify that c > 0,but it seemsintuitivethat

anaction with no costwould not produceauseful proof, and wewill show thisto betrue.

There are two categoriesof solutions to this problem, called signaling and screening.

Consider atransaction between asender ssendingamessagemtoarecipient r. In screening,

r would givesatest;if spassesthetest,then r hassomecon� dencethat m isvaluable. This

isessentially asystem in which r determinesthecostthat sisto pay; thecostisthetest,and

payment of thecost ispassing thetest.In contrast,signaling involvesstaking theinitiative

to prove the utility of m. In this sort of system, then, the sender oVers to pay c. Michael

Spenceand Joseph Stiglitz identi� edtheconceptsof signalingand screening;for their work

they sharedthe2001Nobel Prizein Economics[28].

Although the word “cost” carriesthe connotation of a monetary cost, cost can actu-

ally take on many forms. There have been several proposals of using computation time

as a cost function in ast 's [7, 11], with more recent research focusing on using memory-

bound functionsso that computerswith greatly varying cpu powerscanperform reason-

ably similar challenges[1, 10]. Theideabehind thosesystemsisthat only senderswho have

astrong intent to havetheir messagesread will bewilling to perform thediYcult computa-

tions,thusproving their intent of sending themessage. Also considereda cost function is
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achallenge-responsesystem likecapt cha, which presents anautomatedTuring testchal-

lenge that should only be solvable by humans [43]. In this case,only senders who have a

strong intent should bewilling to spend their own timedoing thetest.

The�r stquestion toanswer iswhether thecostshould bepermanent or transient. A per-

manent cost isone in which, after payment of thecost,thesender hasgiven up something

permanently, such asmoney. A transient cost isone in which thesender, after payment of

the cost, is in the same state as prior to payment. Consequently, the only change between

thepre-payment and post-payment statesof thesender istime,so atransient costisapay-

ment of time. In the next section we will discussthe problemswith permanent costs,and

thereafter thefocuswill beon transient costsystems.

The second question to answer is what the the appropriate cost to demand. First, the

recipient or some external body could dictate the cost,so cost is determined prior to the

transaction and wehavea screening system. Second, thesender can negotiate thecost,so

cost isdeterminedduring the transaction and wehavea signaling system. Wewill discuss

�r stpredeterminedcostsystemsand then transaction-determinedcostsystems.

4.3 Problemswith Permanent Costs

Imposing a permanent cost on sending e-mail would be the cost-basedsystem most

similar to thepostal model, assendingaletter requiresamonetary payment. However, per-

manent costsarean unsatisfactory solution, not becausethey would be ineVective in pre-

venting spam, but becausethey con�i ct with the nature of e-mail itself and they present

severediYcultiesof implementation and maintenance.

It isworth noting that any form of permanent cost isessentially equivalent to amone-
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tary cost.If sender smakessomesort of permanent payment to recipient r, beit in hard disk

storagespace,digital currency, or pack llamas,scould simply send r themonetary valueof

that item. In thecaseof digital currency, thismay not be immediately obvious,as thecur-

rency arbiter may not allow thedirect purchaseof points,but onecould imaginea digital

currency market developing on the side; if there is money and a demand for vir tual cur-

rency, then peoplewill �n d away to exchange.² At any rate,permanent costsystemscanbe

reducedto monetary costsystems,so wewill restrict thefollowingdiscussion to monetary

costsystems.

The �r st diYculty of implementing a monetary cost to e-mail is that it introducesthe

possibility of theft. Since sending e-mail is a common occurrence, the system must make

it easy for fundsto betransferred,and that introducesthepossibility of fundsbeing trans-

ferred into the wrong hands.One might argue that electronic fund transfers already exist

on theInternet,but theprevalenceof Internet fraud showsthat theft already existsaswell:

theFederal TradeCommission recently reportedthat in the2003therewere166,617reports

of Internet-relatedfraud, costing$199,355,357[15]. Forcinge-mail usersto put their money

into thisrisky arenaseemsto beanunreasonabledemand.

Second, akey advantageof e-mail isthefact that it isfree. Day-to-day useof e-mail re-

� ectsthis.Peoplewritinglargeresearch papersoften e-mail thedocumentsto themselvesas

aform of network backup. Testing anew e-mail account often involvessending atestmes-

sage;troubleshootingabroken account often involvessendingmany. Someforgetful people

(author included)often send messagesto themselvesasreminders.Studentsdoingresearch

²As an unrelated example,consider the United States' purchaseof pollution credits in order to comply
with theKyoto Protocol on air pollutant emissions.
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cansend many e-mailsto professorsand other knowledgeablesourceswhilelivingon astu-

dent's budget. Imposing a monetary cost for sending messagescould invariably eliminate

theseand other equally reasonableand common usesof e-mail.

Third, even if amonetary costwereimposedon e-mail, theInternetcommunity would

�n d away around it. Imaginethat amonetary costsystem weresuccessfully implemented.

Certainly organizationswould relaxthecoston intra-organizational e-mail; messagessent

within a university, oYce, or isp would be delivered for free. Then, organizations would

strikeagreementsbetween each other: Harvard, Berkeley, Stanford, and mit might agreeto

deliver mail to each other without charge,and theseagreementsmight then grow to encom-

passmoreand moreof theInternet.Correspondentsat locationswithout such agreements

might turn to alternatemessagingsystemssuch asinstant messagingor InternetRelay Chat.

Without imposing somesort of monetary coston all Internet traYc, it seemsunlikely that

amonetary coston juste-mail would ever takehold.

Fourth, amonetary costwould requireastronger senseof identity on theInternet.The

natureof e-mail addressesis that they arenot strongly tied to individual entities(humans

or computers).Sinceonly actual entitiescanpay permanent costs,therewould needto bea

stronger tiebetween entitiesand e-mail addresses.However, thelooseassociation between

e-mail addressesand entitiesisvaluable;theway weusee-mail today re� ects thisvalue. E-

mail accountsaregenerally associatedwith both an individual and an institution (e.g., the

author'saddress eduharvard.eecs.cduan@ isassociatedwith both theauthor and theeecsdi-

vision of Harvard University), and sinceindividualsmaymoveamongdiVerent institutions,

e-mail addressescanfrequently changeand berevoked.Creating astronger bond between

entitiesand addresseswould potentially requirecomplex trackingand revocation schemes.
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In summary, amonetary costfor e-mail would bediYcult to implement and might end

up ineVective anyway, and even if it were implemented, it would take away inherent key

advantagesof e-mail. Solving the spam problem by imposing a monetary cost on e-mail

would thussolveonemajor disadvantageby removing onemajor advantage,and it seems

diYcult to justify such asystem in light of that.

4.4 Cost Determinedby theRecipient

Mostproof of intent systemsinvolveawell-known �x edcost,usingsometechnology to

implement that cost.Thecostmay beafunction of two values:thenumber of messagesthat

thesender wishesto deliver and thenetwork identity of thesender. In thegeneral case,we

canassumethat thesender will haveto pay themaximum costof all network addresses,so

thecostbecomesjustafunction of thenumber of recipients.

Thislastpoint may seem contentious.A common suggestion isto usewhiteliststo per-

mit messagesfrom certain known senders and require all others to pay a cost, so in the

general caseno costispaid by thesender. Thisisauseful but incompletesolution. Network

identitiesare volatile,and people change e-mail addresses,so the whitelist would needto

beupdatedconstantly. Unlessa strong identity veri� cation system is implemented(which

wediscussin Chapter 5), addressescanbeforgedand thusthewhitelistmight erroneously

accept messages.Finally, if whitelistsbecomeageneral practice,lawsuitsmight ensueover,

say, whether refusal to add someoneto the list isdiscrimination. It seemssafestto assume

that senderswill generally needto pay themaximum cost.

Since the cost is simply a function of the number of recipients, we can investigate the

boundariesof that function.
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th eor em 3. Given a number of messages n to be sent, let f (n) be the predetermined cost

for sendingthosemessagesto a given computer. Then f (n) must be,in general, monotonically

increasing;that is,if n0 � n1 and n0 isa reasonablenumber of messages,then f (n0) < f (n1).

Proof. Assumethat f (n) isnot generallymonotonically increasing.Then thereexisttwo val-

uesn0 and n1 wheren0 isreasonably small, n0 � n1 and f (n0) � f (n1). Then if any sender

wishedto send n0 messagesat a costof f (n0), then that sender could justaseasily send n1

messagesfor thesamecost,so n1 � n0 messageswould essentially bedeliveredby thesystem

for free. Since n0 is a reasonable number of messages,this could become a common oc-

currence,and then thesystem would fail sincemany messageswould bedeliveredproperly

without any proof of intent.

Oneinterestingcorollary to thistheorem isthat, for all n > 0,f (n) > 0; that is,thecost

mustbepositive. This theorem providesa lower bound for thecost function; there isalso

anupper bound.

th eor em 4. Given a number of messagesn to besent, let f (n) bethepredetermined cost for

sending thosemessagesto a given computer. Then f (n) must beat most linearly proportional

ton; in other words,given integersx and n:

f (xn) � xf (n)

Proof. Say asender wishesto send xn messages.Thesender canthen send groupsof n mes-

sagesin separatetransactions,makingx transactionseach with costf (n), so thetotal costis

xf (n). Alternately, thesender canmakeonetransaction sendingall themessages,with total

costf (xn). Naturally, thesender will takethelesscostly of thetwo options,so it isridiculous
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for a system to imposea cost f (n) greater than nf (1) since the ultimate cost to the sender

will beat mostnf (1).

Theobservation that thecostfunction mustbemonotonically increasing indicatesthat

proof of intent systemsessentially aretryingto block largevolumesof mail from beingsent.

In other words,spam is implicitly de�n edasany mail that is to be sent to a large number

of recipients.But, asdiscussedat thebeginningof thispaper, therearelegitimatereasonsto

send bulk mail, so proof of intent systems inherently prevent such usesof e-mail. Wenow

show that, if reasonablebulk mail such asmailing list messagescanbesent, then a simple

distributedattack issuYcient to allow anadversary to send spamthrough theast .

Wemake the following numerical assumptions.A mailing list may consist of up to nm

members,so it should be possible for an individual to send nm messagesthrough the ast

without diYculty. Second, thegoal of theadversary isto send ns messages.Finally, aspam-

mer cangetaccessto nc computers.

Thesevaluesaresetasfollows:

nm = 1,000 ns = 10,000,000 nc = 10,000

Thesearegenerousassumptions.Mailing listsoften havemany morethan1,000recipients;

theLinux kernel mailing list,for example,has3,611recipients[32]. Theprobability of spam

beingeVectiveiswell morethanonein 10,000,000; interviewswith actual spammersreport

eVectivenessratesbetween 0.013%and 1%,and aspammer canbepro� tablewith aresponse

rateof one in 100,000 [23, 33]. And it isno diYcult task for anadversary to control thou-

sandsof computers:computer virusescancompromise80,000computersin aday, and two

yearsafter theinitial attack by theCodeRedvirus,20,000hostsstill remainedavailable[37].
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th eor em 5. Given thoseassumptions,thespammer can usea distributed attack to meet the

messagegoal of sendingns messages.

Proof. Again, let thecostof sendingn messagesbef (n). Then, by our theorem:

f (ns) �
ns

nm
f (nm)

Sincetheadversary hasaccessto nc computers,thecomputational eVort per computer is:

f (ns)
nc

� f (nm)
ns

ncnm
� f (nm)

The last part is truebecausens � ncnm by our numerical assumptions.Therefore,thead-

versary'stask iscomputationally feasible.

While the previousexample refers to a proof of intent by computing resources,proof

of intent by human resources,such as an automated Turing test,is no lesssusceptible to

a “distributedattack.” Figure4.1demonstratesone theoretical method by which anadver-

sary could distributeahuman-resourcechallengesuch asanautomatedTuringtestto many

unsuspectinghumans.Simply put, theadversary setsup aservicethat humansmay �n d in-

teresting or useful; theservicerequiresthat thehumananswer somesort of challenge�r st.

Theadversary then delegateschallengesreceivedfrom thee-mail system to thosehumans

interestedin theservice. Rosenthal et al. remark that spammersmay even beusing thisat-

tack already [37]. Consequently, even in thecaseof humanresourcecosts,anadversary can

employ adistributedattack to distributemoremessagesthantheaveragesender could.

In summary, ast 's basedon predeterminedcostsare reducible to systems that are in-

tended to block large volumesof e-mail, which can causeproblems becausethere are le-

gitimate reasons to send large volumesof e-mail, such as mailing lists.Additionally, such
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fig ur e 4.1 A method by which anadversary candistributeahuman-resourcecostsuch
asanautomatedTuring test.Theadversary, � , wishesto send spamto amail server M. To
do so, � runsawebsiteprovidingsomeserviceto memberswho havesignedup.

Mail server M

Adversary �

Humanh
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by � .
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send messagesto M.
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livering themail.
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�

h
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(d) � presents that same
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by h.
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h
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(f ) � passes the same re-
sponseto M, thusallowing
themail to besent.
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fig ur e 4.2 Summary of the analysis of the cost-basedast with the cost chosen by the
recipient.

Assumed de�ni tion of spam Any message that is to be delivered to a suY-
ciently largenumber of recipientsisconsideredspam.

Potential errors Legitimateusesof bulk mail, such asmailing lists,might be
considered spam. A spammer with suYcient resourcescould send spam ac-
ceptedby thesystem aslegitimate.

Successful areas Personal messagesdelivered to a small number of recipi-
ents would be easily sent. Additionally, becausein general spammers rely on
theability to send largevolumesof messages,thissystem would at least make
thespammers' jobsmorediYcult.

Potential attacks An adversary who isableto compromiseareasonably large
number of computerscould useadistributedattack to send spam.

systemsarevulnerable to simpledistributedattacks.Asa result, anast basedon a prede-

termined cost will either block legitimate bulk mail or it will allow spam to be sent via a

distributedattack.

4.5 Cost Determinedby theSender

Systemsin which thecostispredeterminedareessentially systemsin which therecipient

dictatesthecostof sendingthee-mail. Thealternative,then, isto havethesender determine

thecostor at least takepart in determining thecost.This is the typeof system that Loder

et al. proposein their Attention Bond Mechanism [27].

A nicefeatureof thissort of system isitsimplicit de�n ition of spam:alegitimatemessage

isany messageon which thesender iswilling to stakeahigh cost,and spamisany message

for which the sender is unwilling to do so. As a result, the system's de�n ition of spam is

equivalent to thesender'sideaof spam,and it isreasonably safeto assumethat thesender's

ideaof spamissimilar to therecipient's.So if thereisaviablesolution in thiscategory, then
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itschanceof successin solving thespamproblem would behigh.

The simplest form of a sender-basedcost system would be one in which the sender

pays up front whatever cost seems appropriate, and the recipient deems messageswhere

thesender haspaid asuYciently high costto belegitimate. Naturally, thissystem falls into

thesameproblemsaspredeterminedcostsystems:either legitimatebulk messagescannot

besent or adistributedattack will allow spamto bedelivered.

Instead, Loder et al. proposea system in which the sender doesnot immediately pay

the cost but rather setsup a warranty on the message. The hope of that system is that if

a recipient deems a message legitimate, then the warranty will be forgiven; otherwisethe

recipient will collect on thewarranty. Consequently, legitimatemail senderswill bewilling

to put up high warrantiesso their messageswill be easily identi�a ble from spam without

fear of having to pay thosewarranties.

Unfortunately, warrantiesmay be diYcult, if not impossible, to implement with tran-

sient costs.If thereisno third-party broker, then it isclearly impossibleto implement such

asystem, sincethesender could simply send spamwith ahigh warranty, default on thewar-

ranty, and disappear. Onecould solvethiswith areputation scheme,in which asender who

defaults on a warranty is given a bad rating. But if we can implement a successful rating

schemefor e-mail senders,then there isno reason to usethecostsystem in the �r st place!

Furthermore,a reputation scheme would require strongly veri�a ble identitiesfor every e-

mail user; aswewill show in Section 5.1, such asystem isnot feasible.

Instead, wecanuseabroker who holdsthecostput up under warranty until therecip-

ient decidesto collect on the warranty or forgive it. But how is it possible for a broker to

temporarily hold onto atransient cost?Sinceatransient costisapayment of time,and time
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fig ur e 4.3 Summary of the analysis of the cost-basedast with the cost chosen by the
sender.

Assumedde�ni tion of spam If thesender of a message isunwilling to pro-
vide suYcient proof of intent, such as a sending cost or a warranty, then that
messageisconsideredspam.

Potential errors Unknown, but potentially the same as a recipient-chosen
costsystem.

Successful areas Unknown, but potentially the same as a recipient-chosen
costsystem. However, aproperly implementedwarranty-basedsystem may be
successful in allowing legitimate bulk mail to be sent (for example, if proper
etiquettedevelopsso mailing listrecipientsdo not collect on thewarranty).

Potential attacks Liketherecipient-chosen costsystem, anadversary may be
ableto employ adistributedattack in order to send alargevolumeof mail.

Note The only apparent solution in this category, that proposedby Loder
et al., appearsto not beimplementablewithout permanent costs.It isthusdif-
� cult to identify analytical qualitiesof this sort of system, since a successful
system in thiscategory would betheproduct of aninnovativediscovery.

alwaysmovesforward, it seemsdiYcult to develop a scheme in which a transient costcan

beheld by abroker and later forgiven or charged.

Theonly other option, then, isto useapermanent costrather thanatransient cost.But

for the reasonsoutlinedpreviously, an ast basedon permanent costsisan unsatisfactory

solution. So it seemsthat awarranty-basedsystem will not suYce.

One suggestion by Stuart Shieber is to usea “computational stamp” [39]. The sender

performssomediYcult computation for a“stamp broker,” and in return thebroker givesthe

sender a stamp. Thesender then attachesthestamp to themessageand sends them to the

recipient. If therecipient believesthat themessage isspam,then thebroker isnoti� edand

thestamp isconsumed;otherwisetherecipient doesnothing and thesender canreusethe

stamp. Oneproblem with thissolution isthat thestampsbegin looking much likeadigital

currency, and so they begin to havesomeof theproblemsof permanent costsystems.For
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example,onemight compromisecomputers,steal stampsfrom them, and usethosestamps

to send spam.

Thisisnot to say that thereisno viablesolution in thiscategory of ast 's.Theresearch of

Loder et al. represents,to thebestof theauthor'sknowledge,theonly formal recognition of

theapplicability of information economics to solving thespamproblem, and thevaluable

lesson welearn from it isthat proof of intent systemsin which thesender choosestheproof

may work better becausesendersareableto adjust theproof to thestrength of their intent.

There isno reason that a pre-paid costor a warranty are the only possiblewaysof imple-

menting signaling. Research on thepart of computer science in thissub� eld of economics

could proveworthwhilein theeVort againstspam.
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Chapter 5

Systemswith Sender Intervention:
Identity Veri� cation Systems

Theclassof ast 'sbasedon identity veri� cation approachestheproblem of spamrather

indirectly, for knowing the sender of a message doesnot indicate whether the message is

spam.Therecipient veri� esthesender'sidentity so that, if themessageisspam,retributive

actionscanbetaken against that sender.

Thenicepropertyof identity veri� cation systemsisthat theyemployareliablede�n ition

of spam:a legitimate message is one that the sender is willing to sign; a spam message is

one for which the sender is unwilling to make that guarantee. One hurdle to making an

authentication system eVective, then, is that all legitimate messagesbe signed,so that the

system hasthisproperty that any unsignedmessageisspam.

Recall from Section 4.1that identity veri� cation is the recipient's useof a rule, an as-

sertion of somequality of thesender, to determinethesender of amessage. Thereare two

possibletypesof rules:direct rulesand indirect rules.A direct ruleisonein which therule

speci� esthat thesender hassomequality that therecipient canimmediately observeduring

thetransaction. Otherwise,therulemustspecify aquality of thesender that isnot observ-
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fig ur e 5.1 Authentication via an indirect rule. The message m is sent along with a rule

m,q

�
. Therecipient then queriesthedatabaseD, searching for q, and thedatabaseshows

to r that sprovably possessesq.

s

r

...
q ! s

...

D

Sendsm
and



m,q

�

Queriesdatabase
for entity with q

spossessesq
Databasesaysthat

ableduring thetransaction, so therecipient mustusesomeexternal “databaseof qualities”

to determinethesender'sidentity, through themechanism speci� edin Figure5.1. Sincethe

recipient canonly verify thesender'sidentity through thisexternal database,thissort of rule

isanindirect rule. Notethat theterm databaseisusedloosely, referringto any sort of lookup

system that allowssomeoneto identify anentity given aquality.

A public key system isessentially anindirect rulesystem: therecipient mustuseadata-

baseof public keys to identify the sender. Thesesystemsare calledauthentication systems

in thispaper, and they arediscussedin Section 5.1. Systemsthat employ direct rulesallow

the recipient to immediately determine the sender, so thosesystems are called immediate

responsibility systems.They areconsideredin Section 5.3.

5.1 Sender Veri� cation by Authentication

Membersof thecryptographycommunityhaveoften cried,“publickeymessageauthen-

tication cansolvespamproblems!” Canthey really providethesolution?In thissection we

will seethat public key cryptography, and in general any system of authentication, cannot

servetheneedsof usersof e-mail, much lessservetheir needsfor spamreduction.

Theessential concept in theproof of thisinherent inadequacy of authentication systems
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is that theuser baseisconstantly in � ux. Qualitiesarenot intrinsically linkedto identities;

they arecreated,revoked,and transferredconstantly, and any identity system that wishesto

allow for this� exibility cannot providethenecessary guaranteesof identity veri� cation.

Thefollowing discussion will employ terminology from public-key authentication sys-

tems,although thescopeof theproof isany system of authentication with indirect rules.In

apublickey system, thesender'sprivatekey isusedto encrypt themessage,so therecipient

candecrypt themessagewith theappropriatepublickey. Sincetherecipient nowknowsthat

thesender mustpossessthat key pair, apublicdatabaseof keysshould now reveal theentity

owning it. In the terminology of Figure 5.1, the sender's encrypting the message provides

therule


m,q

�
; ownership of thepublic key isthequality q, and thekey databaseisD. The

term key will thusrefer to thequality of thesender speci� edby therule.

It should be noted that there already exist systems like pgp and x.509 certi� catesthat

suVer from—and successfully deal with—the problems of a changing user base[21, 45].

However, thesesystemshavea relatively small population of users:useof pgp isgenerally

limitedto academiciansand secretgovernment agents;useof certi� catesisgenerally limited

to online merchants and organizations.Neither has a substantially large number of users.

The proof to be presentedwill rely on the fact that there are many people using e-mail—

and it isareasonableassumption, becausetherearemany peopleusinge-mail.

5.1.1 AssumptionsAbout our Authentication Infrastructure

What is the nature of the world in which we are trying to establish an authentication

infrastructure?In thissection wewill discusstheassumptionsthat will beemployedin our

analysis,and wewill consider apossibleattack that would render thesystem ineVective.
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Webegin with a trivial but important proof, that qualitiescan inherently be forgedby

otherswith suYcient information.

th eor em6. Let sand � beentitiesand C bea computer. For any quality q, if scan proveto

C that q 2 s,and � hassuYcient information about s,then � can provetoC that q 2 � .

Proof. By our challenge-responseprotocol, C sendsachallengecto sand sreturnsf (c, s) to

C (where f (c, s) provesthat q 2 s). If � hassuYcient information about s, then for all c, �

canconstruct f (c, s), and so C would deducefrom theresponsesof � that q 2 � .

A corollary to this theorem is that keys,being nothing more than qualitiesof entities,

mustbekept secret,or elseanadversary will beableto forgeidentities.

Thisproof may seem at �r stglanceto contradict Theorem 1. Therewearguedthat only

scanhavethequality of intending to send amessage,and herewestatethat � could imitate

that quality and thusappear to haveit. But although � could appear to haveintent, � might

or might not actually havethat intent. True,� could pay thesendingcostfor amessagesent

bys,but � would onlydo so if thereweresomevalueto � in havingthat messagedelivered—

in which case� actually hasintent to send that message.

Thefollowingareassumptionsabout e-mail users:

a1. Given two arbitrary peoplea and b, it isunreasonableto assumethat a hasany prior

knowledge of any validating aspects of b (e.g., facial appearance,physical features).

Notethat thisassumption isonly trueif thenumber of entitiesislarge;if therearefew

enough peopleon thesystem, then it islikely that many of them know each other.

a2. E-mail usersaregenerally not technically savvy, and thereisno reason to believethat

thiswill change. Even if thecomputer savvyof thegeneral public risesso that keysare

52



generally not stolen, peoplearestill forgetful; they might accidentally deletetheir key

or forget to keep their addressor phonenumber up-to-date.

a3. Peoplealso aregenerally immobile;they like to stay in one location, and it isunrea-

sonablefor acryptosystem to forcepeopleto travel to designatedplaces.

a4. It isoften necessary to revokea key, possibly even without thecurrent holder'scon-

sent. For example,if person aworksfor acompany and haskey addresska, it mustbe

possibleto quickly dissociatea from ka if a is�r ed.

This last assumption requiresa bit of consideration. One might suggest,for example,

that we adopt a single,complete,universal namespace of keys,such that every person re-

ceivesa single, immutable key. Some even go further, suggesting that there already exist

universal namespaces,in the form of Social Security numbers and other such identi� ers.

However, recall from our abovetheorem that anauthentication system relieson thesecrecy

of qualitiesof individuals.Theprevalenceof identity fraud and computer security compro-

misesshowsthat such global identi� erscannot bekept secret [13, 15, 37].

Possibly, then, revocationsof keyscould bepermitted,but only with theconsent of the

keyholder. For example, in a password-basedauthentication system, a user can generally

only change passwordsby presenting appropriate identi� cation to thesystem administra-

tors.However, therearesituationsin which akey should berevokedeven without thecon-

sent of the keyholder. Consider, for example, the caseof a user's key being compromised

while the user is unreachable due to vacation, illness,or some other reason. If the system

has no mechanism for revoking that user's key without the user's consent, then the com-

promisedkey could beusedto send inde�n ite quantitiesof spam under a forged identity.
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So it isnecessary for theauthentication system to havesomemechanism for revokingakey

without thekeyholder'sconsent.

Throughout thisdiscussion, wewill entertain ageneric attack of aconspiracy on ane-

mail user u. Theuser'sown key isp; thegoal of theconspirators isto associateu with their

key � . The conspirators possessthe following powers,all of which are reasonable for any

well-connectedconspiracy:

c1. The conspirators can forge any form of physical identi� cation, such as a driver's li-

cense,apassport, or aSocial Security number. Thisisacorollary to a1.

c2. They are otherwisenormal people. The conspirators are regular users of the e-mail

systems;they areotherwisetrustworthy, and other peopletrustthem.

c3. They havewhatever resources(�n ancial, computing, etc.) they might need.

c4. They cannot compromiseany computersor computer-storeddatabelongingto u. An

unprotectedprivatekey canobviously becompromised;it isinteresting to provethat

one's identity canbecompromisedregardlessof theprecautionstaken. By theprevi-

ousassumption, though, they haveaccessto systemsbeyond thecontrol of u.

Theconspiracy attack may seem improbable,and it isprobably truethat it would not occur

to any largeextent. It isworth discussing, though, becauseit revealsamechanism by which

onecould send spamwithout fear of responsibility. If theconspiracy attack ispossible,then

peoplecould send spamwith their own keysand later deny responsibility for thosemessages

on thegroundsof a conspiracy attack—spammersmight even launch a conspiracy attack

on their own keys, so that they areentirely freeof responsibility.

54



5.1.2 TwoFormsof Authentication: Distributed and Hierarchical

If adatabasetellsarecipient r that q ispossessedby somesender s, then r hasno reason

to believe that sactually possessesq. The databasemust provide, in addition to the entity

possessingthekey, somejusti� cation or proof that theentity isin fact theowner of that key.

If therecipient isunwilling to trustanyone, then theonly way to proveto r that entity s

possessesthequality q is for r to actually observe that quality (or its eVects). However, if r

iswilling to trustsomesetof entitiesTr, then any of thoseentitiescanverify that q 2 s, and

then r will accept that q 2 s. And entitiesin Tr may trustasetof entitiesTTr , and so forth.

So thedatabasecanprovably show r that spossessesq only if either (1) r canobserve that

spossessesq or (2) the databasecan provably show that some other trusted entitieshave

observedthat spossessesq. By a1and a3the�r stof theseisnot alwaysfeasible.

When anentityeobservesaqualityq in s,ecanprovidethedatabasewith adocumented

proof of havingveri� edthat quality, so that otherscanobservethat ehasvouchedfor q 2 s.

Thisdocumentedproof iscalledasignaturein thispaper.

Let thesetof usersof thesystem beP. Onepossibility isany member of P canprovide

signaturesfor membersof P. If this isnot thecase,then somesubsetof “super-entities,” S,

must sign for members of P. In the �r st casewe have a distributed authentication system,

in which peerssign for each other; in thesecond casewehaveahierarchical authentication

system, in which higher authoritiessign for people.

5.1.3 Distributed Authentication

Distributedauthentication isepitomizedby thepgpWeb of Trustscheme,in which key-

holdersrely on signaturesof other keyholders[45]. Thelack of central authoritiesgivesdis-
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tributedkey infrastructurestheadvantageof not havingcentral pointsof failure.

In any distributedkey infrastructure, there isonecentral question: given a key k, who

will sign it?Thereare two possibilities:�r st, thesystem canstipulatesomesetof people to

sign k; second, thesystem canallow thetheholder of k to choosesignersat will.

In the�r stcase,given someentity e, thesystem choosesasetof peopleSe who may sign

the key ke belonging to e. Then e must allow members of Se to observe that ke 2 e, and

thosemembersproducetheappropriatesignaturesfor ke. Therearetwo problemswith this

system.First,ehasno reason to trustany member of Se, and noneof themembersof Se have

anyreason to truste,basedon a1.Second,unlesstheruleisbasedon geography,membersof

Se may befar away from e, and by a3it isunreasonableto expect eto travel to visit members

of Se, or viceversa.And if theruleisgeographic,then if theconspiratorshappen to livenear

our hypothetical user u, then they could easily produce falsebut acceptedsignaturesthat

key � belongsto u.

Thesecond caseof adistributedsystem allowsany entity to sign any other entity'skey.

In thissystem, thekey p belonging to our user u istrustedbecauseu hasother userssign p,

and thoseusersaretrustedby other membersof thesystem. But by c2, theconspiratorsare

alsotrustedby other membersof thesystem, so their falsesignatureson � mustbeaccepted

if the signatureson p are accepted. In this way, the conspirators can cause� to be falsely

associatedwith u.

Sincethesetwo casescomprisetheentirespaceof distributedauthentication, theabove

demonstration shows that such infrastructureseither make the system impossible to use

or vulnerable to the conspiracy attack, so distributedauthentication is insuYcient for the

needsof ane-mail system.

56



5.1.4 Hierarchical Authentication

The paradigm of hierarchical authentication is the x.509 certi� cation authority archi-

tecture[21]. In general thesystem providesaguaranteeof identity to domain nameservers,

and some have suggested simply extending the hierarchy to users within a domain, thus

equippingevery user with asignedkey pair [17].

By a4 thesystem mustbeable to revoke thekey p belonging to our user u without the

assistanceor consent of u. Thismeans,by c1and c3, that theconspiratorscanforcearevo-

cation of p and then replace it with � . One might object on the grounds that only certain

oYcialswould bepermittedto perform such anunassistedrevocation. However, by c3, the

conspiratorsmayhaveaccessto theresourcesof thoseoYcials,thusallowingthem to revoke

thekey. Even worse,theconspiratorsmight bethoseoYcials.Possibly theseseem highly un-

likely, but recall that theconspiracy attack isonly proposedbecausea spammer could use

it to deny responsibility. The oYcials neednot be corrupt or compromised;the spammer

merely needsto accusethem of beingsuch.

Hierarchical authentication issuccessful becauseit isstatic: keysaregenerally not com-

promised,so few revocationsarenecessary. Current implementationsof certi� catesreveal

thisrarity of revocations:in order for acerti� cateto actually berevokedon thesystem, one

must resort to inelegant solutions such as certi� cate revocation lists.In contrast, with its

large number of users, e-mail is a � uid system: entitiesfrequently change addresses,lose

passwordsor other identifying qualities,and becomevictimsof identity theft. In thissort

of system, revocationswould befrequent. It isthisdisparity between thestaticnatureof hi-

erarchical authentication and the� uid natureof e-mail and messaging systemsthat makes

theformer system unsuitablefor thelatter.
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fig ur e 5.2 Summary of theanalysisof theauthentication-basedast .

Assumedde�ni tion of spam If asender isunwillingto takeresponsibility for
sendingamessage,then themessageisspam.

Potential errors An entity'sidentity may beforgedor compromised,causing
legitimatemail from that entity to beconsideredspamand/or spamfrom that
entity to beconsideredlegitimate.

Successful areas If it were possible to implement a provably secure authen-
tication system, then this system could theoretically eliminate all spam,since
appropriateretributiveactionscould betaken againstspammers.

Potential attacks An adversarial conspiracy could compromisethe identity
of someentity and usethat identity to send spam.Alternatively, an adversary
could simplysend spamand dismissresponsibilityon thegroundsof aconspir-
acy attack.

5.2 Conclusionson Identity Veri� cation by Authentication

As demonstrated above, authentication infrastructuresare not useful for performing

identity veri� cation of e-mails.Thisisnot surprising;theproblem of identity in philosophy

is prominent and still unsolved, and identity on computer systems is also a complicated

subject of research [34]. The sdsi authentication architecture by Rivestand Lampson, for

example, acknowledgesthat a global namespace of entities(e.g., a databaseof keys) is a

practical impossibility, so their architectureuseskeysonly to giveaccessto resources,not

to identify entities[36]. In a system as blind as distributed messaging it is diYcult, if not

impossible,to identify memberson thesystem with any strongguaranteeof assuredness.

Sincethefundamental problem with authentication systemsisthat they cannot handle

the large,volatile number of users,one might suggestproviding keysonly to a small sub-

setof entitiesnot likely to be compromised,such as large corporations,allowing them to

send out authenticatedmessages.Naturally, thiswould not beasolution for everyone,but it

would suYcefor at least thoseindividuals.
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If an identity veri� cation ast is to be useful for everyone, though, it must be able to

guaranteetheidentity of any sender. Authentication methods,which requireapublicly ac-

cessible,volatiledatabaseof keys,cannot providethisguarantee.

5.3 ImmediateResponsibility Identity Veri� cation

Theproblem with authentication systemswastherelianceon anexternal databaseand

the needto maintain it. As a result, a system of identity veri� cation that did not rely on

external datawould beideal. What exactly would thissort of system look like?

Wede�n edimmediateresponsibility systemsassystemsthat employ direct rules,rules

specifyingasender quality that therecipient canobserveentirely during thesending trans-

action.Thisde�n ition issuYcient to provetwo aspectsof immediateresponsibility systems.

th eor em7. In an immediateresponsibilitysystem,therulemust bethat thesender existsand

ispresent to therecipient duringthetransaction of sendingthemessage.

Proof. The recipient r must have some rule


m,q

�
and then observe the quality q in the

sender s. By our de�n ition, qmustbeobservedentirely duringthesendingtransaction. But

r canonly observetwo typesof qualitiesin sduring thetransaction. First,scould perform

someaction, and then r would haveobservedthequality of shavingperformedthat action.

In that case,thesystem isaproof of intent system,by thede�n itionsprovidedin Section 4.2,

not animmediateresponsibilitysystem.So then scannot perform anysort of action,and the

only quality that r canobserveistheexistenceof sand thefact that sispresent and convers-

ingwith r during thetransaction. Sinceexistenceistheonly quality of sthat r canobserve,

q mustbethequality of existence,and


m,q

�
mustbetherulestatedin thetheorem.
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Weneednot stop here. Thede�n itionsletusinfer not only theruleemployedby imme-

diateresponsibility systemsbut also thebehavior of therecipient.

th eor em8. In order for an immediateresponsibility systemtobeeVective,therecipient must

read themessageduringthetransmission of themessage(thetransaction).

Proof. By theprevioustheorem, theonly quality of sthat r can observe is thequality that

sispresent during thetransaction. Thisisa temporal quality, and oncethetransaction has

completed,sfailsto havethat quality thereafter. So r canonly identify sduring thetransac-

tion. But if themessagesent isspam,then in order for r to takeretributiveaction againsts,

r mustbeableto identify s. So r mustknow whether or not themessageisspambeforethe

transaction terminates,so r mustread themessageduring thetransaction.

Compare this situation to an open marketplace or bazaar, in which a buyer wishesto

purchaseafruit from astreetvendor. If thebuyer determinesthat thefruit isspoiledwhile

the seller is watching, then the buyer can hold the seller responsible and return the fruit

immediately, even if the buyer doesn't know the seller's name,address,or other identify-

ing information. In contrast, if thebuyer checks the fruit days later, then theseller may be

long goneby the time thebuyer triesto establish responsibility for it. In an immediate re-

sponsibility ast , if therecipient readsthemessagewhilethesender isdelivering it, then the

recipient canimmediately hold thesender responsibleif that messageisspam.

This ideaof immediate responsibility for message content is the basis for both the In-

ternetMail 2000protocol and theMessageDistribution Protocol [6, 8]. if swishesto send

mail to r, themail isretainedon thecomputer of srather thanbeing immediately delivered

to r, and r retrievesthemessageby contactingsand retrievingthemessage. If r believesthat

60



the message is spam, then the message can be forwarded to an impartial arbiter who can

investigates, inspect thecomputer that retainedthemessage,and so forth.

Onedisadvantageof thissort of system isthat, in order for therecipient to retrievethe

message,thesender mustbeavailable. Mailinglistsand largeorganizationsmostlikely have

analways-availableserver, but anindividual sendingapersonal e-mail would beforcedinto

the diYcult situation of having to remain constantly available until the recipient retrieves

themessage. Additionally, individual peoplearelesslikely to havestaticnetwork addresses,

makingit diYcult for therecipient to locatethesender to retrievethemessage. Onepossible

workaround is for individuals to delegate their messagesto ahigh-uptimerelay computer.

Thecomputer administratorswould determinethat themessageisnot spamand then make

it available to the recipients.The recipients would then hold the computer administrators

responsibleif themessagewerespam,and in thiscasetheresponsibility would belegitimate

becausetheadministratorsshould haveveri� edthemessagecontent already.

Thesecond � aw with thissort of system isthesameasthe� aw wesaw in the�r sttypeof

system weanalyzed:theveri� cation identi� esthesendingcomputer, but not thesender.¹ It

isconceivable that anadversary could usecompromisedcomputers to send spam,causing

the computer'sowner to be held responsible. However, this isnot a problematic � aw with

thesystem. Sincethecompromisedcomputer is identi�a ble,any remaining spamon it can

be easily identi� ed and removed. As a result, only a few spam messageswill actually be

successfully delivered,so anadversary wishingto send amillion spammessageswould need

to compromiseon theorder of amillion computers,which isafairly unreasonablegoal even

¹Theauthor isreminded of thepenultimatescenein the� lm Monty Python and theHoly Grail (1975), in
which theprotagonists�n d, after their arduousquest, thecastlecontaining theHoly Grail, only to discover
that it isowned by theinsultingFrenchmanfrom thebeginningof themovie.
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fig ur e 5.3 Summary of theanalysisof theimmediate-responsibility ast .

Assumedde�ni tion of spam If asender isunwillingto takeresponsibility for
sendingamessage,then themessageisspam.

Potential errors A spammer could compromiseanother person's computer
and havethat computer send spam,although in thecaseof thissort of system,
once the spam is detected the “sender” can be quickly identi� ed and the re-
mainingspamcanbeeliminated.

Successful areas All sorts of messages,in particular bulk mail, can be suc-
cessfully sent on thissystem, and spamcanbeeasily eliminatedby themethod
describedabove.

Potential attacks Attacks would be diYcult; the spammer would have to
compromisea largenumber of computersand hopethat enough messagesare
read beforethemessageisdetectedand removed.

Note Sincethesender hasto beavailablefor therecipient to receivethemes-
sage,then individualswho arenot consistently onlinemay �n d thissort of sys-
tem inconvenient.

in light of thesuccessof recent viruses[37].

A third � awwith thissystem dealswith what therecipient canactuallydoupon receiving

aspammessage. If therecipient reports themessageto theauthoritiesafter thetransaction

has completed, then by the logic in the above theorems, the authoritieswill be unable to

identify themaliciouscomputer! So it would seem necessary for thetransaction to bekept

aliveuntil theauthoritiescan identifyand inspect thesender,whichwould present aninherent

design diYculty for any immediateresponsibility ast . It should benotedthat although both

the Internet Mail 2000proposal and the Message Distribution Protocol proposal specify

protocolsfor transmitting legitimatemessages,neither providesamechanism for reporting

spammessages.
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Chapter 6

Conclusions

Webeganby considering two typesof ast : thosethat do not requirethesender to per-

form someinterveningaction and thosethat do requiresomeaction. Wethen showedthat,

of thoseast 'sthat do not requiresender intervention, therecanonly betwo types,network

identity � ltersand messagecontent � lters.Neither of thesetwo systemscansuYciently con-

trol spamfrom beingsent, asboth of them arevulnerableto attack.

We proved that systems that require sender intervention must fall into one of two cat-

egoriesif they are to successfully deal with spam: either they must require the sender to

provideaproof of sending intent or they mustverify theidentity of thesender. Weshowed

that a proof of intent is equivalent to the sender's performing some costly action in order

to demonstrate to therecipient theutility of themessagebeing sent. Systemsthat demand

the sender to pay a cost for sending seem like a promising solution if the cost is transient

and non-monetary. However, if thecost ispredetermined,then either mailing listswill be

unableto pay thecostof sendingmessagesor spammerswill beableto send largevolumes

of spamusing distributednetwork attacks.Cost-basedsystemsin which thesender takesa

63



part in choosing thecost,such astheAttention Bond Mechanism of Loder et al., areespe-

cially promisingsolutions,but such systemsmight bediYcult to implement without theuse

of monetary, or at leastpermanent, costs.

Finally we consideredsystems that deter spam through identity veri� cation. Such sys-

temscomein two � avors:thosethat identify thesender through theuseof anexternal data-

base,and thosethat identify the sender immediately during the transaction. Systems that

require an external databasesuVer from the inherent fact that the databasemust be con-

stantly changing, so they areopen to attack and thuscannot provideastrong guaranteeof

thesender'sidentity. Systemsthat verify thesender'sidentity during thetransaction require

the sender to be available and present while the recipient receivesand reads the message,

so adiYcult burden isplacedon thesender. Nevertheless,such systemswould providethe

necessary guaranteeof identifying thesender and thuscontrollingspam.

6.1 A ProposedSolution

This paper would not be a paper on anti-spam technology if it did not present some

proposedast . Unlikeother proposedsolutions,though, thisonewill not beanew solution,

but rather an innovativecombination of two diVerent typesof solutions that wediscussed

in thispaper, taking thestrengthsof each in thesituationsin which they arestrong.

Aswementionedin Section 4.4, wecould consider ananalogueof thepostal model in

which small quantitiesof messagescanbesent with arelatively high cost,but largequanti-

tiescanbesent at a lower costbut with stronger veri� cation of thesender identity. Wecan

employ any of thestandard costfunctionsfor low-costmessages,such asnumber hashing.

The costper message isprohibitively high so that the maximum number of messagesany
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singlecomputer could send in areasonableamount of timeison theorder of 30; thismeans

that millionsof computerswould needto becompromisedto send aspammessageto area-

sonably large audience. Personal communications,on the other hand, would generally be

easily sendableunder thisconstraint.

Sincesendingalargequantity of messagesisdesirablesometimes,wecanemploy either

of the identity veri� cation schemes,as both of them thrive in the bulk mail environment

of few potential senderseach sending largequantitiesof messages.Asdiscussedearlier, we

could simply equip bulk mailers with signed keys, and as long as the keyholders are few

in number and follow good security practices,their keysshould rarely needto berevoked.

Alternatively, bulk mailers could usean immediate responsibility scheme, in which they

would storemessageson their own serversfor therecipientsto retrieve.Chancesare,anyone

sendingbulk mail probably hasanalways-availableserver to usefor storingthosemessages.

How would aspammer send messageson thissystem?Since thespammer iswilling to

beidenti�a ble,thespammustbesent using thecost-basedalternative. However, thecostis

prohibitively high, so thespammer would only beableto send arelatively small number of

messages.Thedegreeto which spamiscontrolledon thesystem, then, canbeadjustedby

simply raisingor lowering thecostper messagein thecost-basedsendingalternative;legit-

imatebulk mail would not beaVectedbecauseit canbesent using the identity veri� cation

scheme.

Thissolution isanexampleof combining two ast 's together to createamuch morese-

curesolution. With thetaxonomy of ast 'spresentedin thispaper, wecaninvestigateother

possiblecombinationsof solutionstocomeup not withad-hoccombinationsbut rather rea-

sonedsolutionsthat actually takeinto account thestrengthsand weaknessesof each part.
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6.2 Final Remarks

In this paper we have divided the problem space of anti-spam technologies,or ast 's,

into a taxonomy of solution categories,and wehaveconsideredtheadvantagesand disad-

vantagesof each solution. In doing so, wehavedemonstratedthat someconcepts,such as

content � ltering, depend on unreliablede�n itionsof spam,and others,such aspublic-key

authentication, areinfeasiblefor thelargescaleof thee-mail community.

The approach taken in this paper is unique in two respects. First, the theoretical ap-

proach to the spam problem, considering the design space of all possible solutions rather

than just thoseparticular solutions that have been proposedor implemented,makesthe

conclusions drawn about systems more universal and independent of the state of the art.

Theuseof proof-basedlogicand separating testsallowedfor thiscompleteexploration and

total coverageof thesolution space. Second, theanalogieswith non-computer systems,in

this paper the postal system, provide insightful comparisons that can help usunderstand

thenatureof theproblemswith computer systems,which arelessmature.

Successful systemscomenot out of � ashesof insight or genius;they arerather theprod-

uct of reasoningand analysisover timeby many hard-workingminds.By employingathe-

oretical approach to the areaof anti-spam research, it is the aspiration of this research to

providea foundation for such reasoning and analysis,in hopesof developing systemsthat

aresuccessful in this� eld.
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