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A BSTRACT
In a distributed sensor network, the goodness of a
sensor may change according to its current device status
(e.g., health of hardware) and environment (e.g., wireless
reception conditions at the sensor location). As a result,
it is often necessary to validate periodically sensors in
the field, in order to identify those which no longer work
properly and eliminate them from applications’ use. In
this paper, we describe a spectral clustering approach of
using peer sensors to identify these bad sensors. Using
a simple model problem, we describe how our sensor
validation method works and demonstrate its performance
in simulation.
I. I NTRODUCTION
For a distributed sensor network deployed in the field,
we may find that sensor performance degrades over time
due to a number of reasons. For example, sensors may
malfunction or become damaged, get blown by the wind
to a place where radio reception is poor, enter into a
function-reducing mode due to low battery power, and may
even be maliciously compromised. This means that we will
need to check if sensors still function as expected every
so often. In many circumstances it would be impractical
to bring calibration instruments to the field and conduct
sensor validation procedures on the spot. Fortunately, in
a distributed sensor network, there are potentially many
sensors in the environment, so they could check each
other’s validity.
In this paper, we present a spectral clustering approach
to validating sensors via peers in the field. We show that we
can identify bad sensors with a high degree of accuracy.
After removing these bad sensors from applications, we
have a smaller as well as more accurate sensor set for
use by applications. This means more accurate sensing
as well as reduced computing and communication. In
addition, this could lead to a stealthier sensing environment
and improved protection against malicious tampering. This
approach of validating sensors in the field, followed by the
elimination of bad sensors, departs from some other approaches in distributed sensor networks where no attempts
are made to remove bad sensors, and emphasis is instead
placed on being tolerant against erroneous measurements

from bad sensors (e.g., those in localization with MDS [1]
and SISR [2]).
II. OVERVIEW OF THE A PPROACH
First, we define some basic concepts and terms. We
will use multiple reference targets, against which measurements of sensors will be compared. Throughout the paper,
the term “target” refers to reference targets. We assume
that properly working sensors of similar properties, such
as radio and antenna characteristics, node environments
and power usage, will report similar measurements against
the same targets. We call these working sensors “good
sensors,” and other sensors which do not report proper
measurements “bad sensors.” Formally, we call sensors
of similar properties “nearby sensors,” and the associated
properties “sensor indices.” Finally, we call the measurements of a sensor on a target the “weight” of this sensortarget pair.
To illustrate this terminology, we consider a simple
example, where sensors are indexed by their antenna orientations. In this case, nearby sensors are those which have
similar antenna polarizations. Suppose that the received
signal strength (RSS) values reported by a sensor on a
target correlate with the matching degree of their antenna
polarizations. Then nearby sensors, which are in good
working condition, are expected to report similar RSS
measurements on the same targets. As another example,
we could consider sensors to be indexed by their locations
rather than antenna angles, so in this case nearby sensors
are those in the same general area.
Next, we describe a graph model for clustering sensors
which will reveal bad sensors. Let B = (S, T, W ) be
the weighted bipartite sensor-target graph, with the sensor
nodes S on one side, target nodes T on the other side, and
the sensor-target edge weights W defined above. We can
represent the graph B by its matrix A, that is, whose entry
aij is the weight between sensor sj and target ti .
We expect that nearby sensors will have similar weights
at the same targets. Suppose that we have a group of good
sensors which have large weights with respect to some
targets. Then we expect that this group of sensors will form
a cluster in the weighted graph BS = (S, WS ), whose edge
weights WS are given by the adjacency matrix AT A. On

the other hand, by definition, a bad sensor cannot have
weights similar to those of nearby sensors for the same
targets and therefore, would not be in the same cluster of
nearby sensors.
From the above, it follows that, to identify bad sensors,
we need to solve the problem of determining whether a
sensor belongs to a cluster of nearby sensors. We assume
that there are plentiful sensors so that clusters of nearby
sensors will be large. A sensor is deemed to be bad if the
sensor satisfies one of the two conditions:
(C1) the sensor is in a small unique cluster, or
(C2) the sensor is in a small out-of-place component of a
large cluster.
Therefore the essence of the clustering problem studied
in this paper is to identify these two conditions in the
BS graph. In the rest of this paper, we show that we can
achieve this objective by examining the leading eigenvectors of AT A.

sensors matched to individual targets. In the next
subsection, we will show how the second eigenvector
is instrumental in this aspect. Note the i-th eigenvector, for i > 1, can be readily computed after
the first i − 1 eigenvectors have been obtained. For
example, if we use a Power-Method-like algorithm
for computing eigenvalues, we just need to keep the
additional eigenvector orthogonalized with respect to
the other eigenvectors already computed. [5]
To allow for easy visualization and interpretation, we
use a step function to score the degree of matching in
polarization angles, as shown in Figure 2. Based on this
scoring function, we can assign a matching weight for
each sensor-target pair that reflects the antenna polarization
difference between the sensor and target. Applying the
scoring function of Figure 2 to the antenna orientations
of sensors and targets of Figure 1, we derive the sensortarget weight matrix A in Figure 3.

III. A M ODEL P ROBLEM
To help describe our approach, we use a model problem
where sensors are indexed by their antenna orientations,
as described earlier, and where we wish to identify the
bad sensors. We deliberately make the problem simple to
permit easy visualization and interpretation of clustering
results, while still capturing essential issues of interest.
When extending this model to real-world applications,
various details may need to be added, such as path loss
models.
In this model problem, sensors and reference targets are
randomly placed in a region. Each uses an antenna of a
certain orientation, as depicted in Figure 1.
We will solve the sensor clustering problem based on
the following two premises:
1) Sensor-target bipartite arrangement, which clusters
the best-matched sensors to individual targets. In our
model problem, we assume that the matching of a
sensor and a target is based on the degree to which
their antenna orientations match. We will identify
bad sensors by detecting sensors which do not fall
in the cluster of nearby sensors.
2) Use of non-principal eigenvectors, in addition to
the principal one, to identify clustering structures
in the sensor-target bipartite arrangement. There is
a large body of recent work on spectral graph
partitioning for general graphs, with relation to
some early literature. [3], [4] Although non-principal
eigenvectors generally represent a subject of great
mathematical sophistication, we have found that they
are more readily analyzed in the context of sensortarget bipartite graphs. For example, under the bipartite framework, we can explain how non-principal
eigenvectors assist the identification of clusters of

Fig. 2: Step function for scoring polarization matching.

Fig. 3: The sensor-target weight matrix corresponding to
Figures 1 and 2.
Given a sensor-target weight matrix A, we will examine
some number of leading eigenvectors of AT A to identify
clusters of sensors best matched to individual targets.
The number of leading eigenvectors needed is related to
the number of leading eigenvalues of AT A which are
significantly larger than the rest. For example, for the
weight matrix A in Figure 3, the leading three eigenvalues
are 4.04, 2.52 and 2.52, and the rest are zero. Thus, we
will examine the first and second eigenvectors of AT A.
It turns out that these leading eigenvalues are related
to the structure of A, such as its hub structure, which
dictates how quickly the leading eigenvalues drop in their
magnitude [6].

(a) 3 targets with 3 antenna orientations

(b) 19 sensors with 19 antenna orientations

Fig. 1: Sensors and targets in the same region.

We now consider the principal and second eigenvector
of AT A, as shown in Figures 4 and 5, respectively. At first
glance, it may be difficult to see immediately how these
two eigenvectors relate to polarization matching between
sensors and targets. This will become clear when we look
at the bipartite sensor-target graph of Figure 6, where the
colored edges represent scores of Figure 2. That is, colorcoded scores are blue = 1, green = 0.5 and red = 0.1.
First, let’s look at the principal eigenvector of Figure 4. A common way to interpret its components is that
they represent the stationary probabilities that a random
traversal of the graph of Figure 6 will land at any given
sensor node. Indeed, one can show (e.g., by the PerronFrobenius theorem [7]) that all the components of the
principal eigenvector are all positive (or equivalently, all
negative) as in Figure 4. The values of these components,
which correspond to sensor nodes, reflect connectivity as
well as edge weights of the graph. However, there could be
“aliases” in the sense that multiple clusters may attain the
same component value in the first principal eigenvector.
For example, in Figure 4, sensors 4, 5, 13 and 14 all have
value .05, and thus the eigenvector implies that {4, 5, 13,
14} is a cluster. However, in Figure 6 we see that sensors 4
and 5 should form a cluster separated from that of sensors
13 and 14, since the former has a connection to target 0
while the latter has a connection to target 2. Similarly, the
first principal eigenvector of Figure 4 mistakenly identifies
clusters {2, 3, 15, 16} and {0, 1, 17, 18}.
Next, we look at the second eigenvector of Figure 5.

Fig. 4: The principal eigenvector of AT A, with values
of its elements (also called components) shown. Note that
components here correspond to sensor nodes.

It has seven distinct values. These imply seven clusters:
{0, 1}, {2, 3}, {4, 5}, {6, 7, 8, 9, 10, 11, 12}, {13,
14}, {15, 16}, and {17, 18}. One can check that the
second eigenvector has now fixed all the mistaken clusters
identified by the first eigenvector, except for mistakenly
identifying {6, 7, 8, 9, 10, 11, 12} as a cluster due to
aliasing. We see from Figure 6 that although all these seven
nodes connect to target 1, sensors 8, 9 and 10 connect to
target 1 with blue connections, while sensors 6, 7, 11 and
12 with green connections. Thus {8, 9, 10} and {6, 7,
11, 12} should form two clusters. One can check that this

partition of {6, 7, 8, 9, 10, 11, 12} into these two clusters
is actually implied by the principal eigenvector of Figure 4,
as the two groups attain two distinct values 0.25 and .5.
Thus, for this example, by using both the first and second
eigenvectors together, we have obtained the correct eight
clusters: {0, 1}, {2, 3}, {4, 5}, {8, 9, 10}, {6, 7, 11, 12},
{13, 14}, {15, 16}, and {17, 18}.

we consider the case that eigenvectors are computed by
the power method. Note that because the matrix A has
non-negative entries, using a positive initial vector for the
power method results in the principal eigenvector having
aliased values when the underlying graph is a symmetric
bipartite graph, as in Figure 6. Being orthogonal to the
principal eigenvector, the second one must contain both
positive and negative components, and as a result, it does
not exhibit the same alias problems as the first one. But due
to cancellation resulting from combining positive and negative values, the second eigenvector may suffer from other
alias problems, which the first one does not share since
all its values are positive. This means that the principal
and second eigenvectors can fix each other’s aliases. (We
note that the use of leading eigenvectors in this manner
is a technique also known to multidimensional scaling, a
statistical method for computing data similarity. [8])
Using this joint approach of principal and non-principal
eigenvectors, we have a general method of automatically
finding sensor clusters which match individual targets.

Fig. 5: The second eigenvector of AT A with values of
its elements (also called components) shown. Note that
components here correspond to sensor nodes.

IV. S IGN - BASED S PECTRAL C LUSTERING

Fig. 6: Bipartite sensor-target score graph, where colorcoded scores are blue = 1, green = 0.5 and red = 0.1.
The seven sensor clusters shown are those found by the
second eigenvector of Figure 5. Note that with the help
of the principal eigenvector of Figure 4, cluster 4 will be
correctly partitioned into the two clusters {8, 9, 10} and
{6, 7, 11, 12}.
We have seen in this example that the principal and
second eigenvectors complement each other, in the sense
that each can fix the alias problems of the other. This
phenomenon is not an accident. Without loss of generality,

From our arguments in the preceding section, we consider here a sign-based spectral clustering. Suppose that
we use the leading k eigenvectors. Multiple sensors will be
clustered together only if their corresponding components
in these k eigenvectors have matching signs. (Note that k
eigenvectors can specify no more than 2k−1 clusters, given
that the principal eigenvector always contains non-negative
components.) As an example, this sign-based process of
clustering of the sensors in Figure 6 with k = 3 is
shown in Figure 7. Note that for the same matrix A in
Figure 3, sign-based clustering gives three clusters using
three leading eigenvectors, while the value-based clustering
described in the preceding section gives seven clusters. It
is expected that the sign-based clustering generally gives
coarse clustering, since only signs of component values
rather than their actual values are used.
In practice, sign-based clustering is robust against those
sensor measurements which may have significant variation.
In this case, component values of eigenvectors will have
enough variance so their precise values can not be used.
Sign-based clustering is a method to address this uncertainty in sensor measurements.
V. S ENSOR VALIDATION : I LLUSTRATIVE E XAMPLE OF
D ETECTING BAD S ENSORS AND D ESIGN
C ONSIDERATIONS
In this section, we first illustrate how our spectral
clustering method can identify a bad sensor for the model
problem described in Section III. We then describe some
considerations in designing a spectral clustering scheme
for detecting bad sensors.
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Fig. 7: Weight matrix A, 3 leading eigenvectors of AT A, and the resulting clustering assignment. Sensors with eigenvector
component signs {+, −, −} are assigned to cluster 0, {+, −, +} to cluster 2, and {+, +, −} to cluster 1.

Suppose that sensor 9 in Figure 6 malfunctions, and
obtains erroneous measurements on target 0 which are
similar to those of sensors 0 and 1. The corresponding
bipartite graph is shown in Figure 8. The weight matrix A
reflects this error, as shown in Figure 9. That is, with this
bad sensor 9, the column in the weight matrix A for sensor
9 is now (1, 0, 0) as in Figure 9, as opposed to the original
column (0, 1, 0) as in Figure 7. For this changed A,
Figure 9 shows the three leading eigenvectors of AT A, and
the resulting sign-based clustering assignments of sensors
using these leading eigenvectors. We see that now sensor
9 is clustered in a cluster labeled as 0 while its nearby
sensors belong to a large cluster labeled as 2. Thus, sensor
9 is in a small out-of-place component of a large cluster,
i.e., it satisfies condition C2 in Section II. This means
that our spectral clustering method has correctly identified
sensor 9 as a bad sensor.
From this example we notice the following considerations in designing the spectral clustering method:
•

•

Number k of leading eigenvectors to use. As noted
earlier in Section III, k need not be larger than
the number of leading eigenvalues which are significantly larger than the rest of eigenvalues (say,
order of magnitude larger). Moreover, using a larger
k could lead to erroneous clustering results because
component signs in eigenvectors corresponding to
insignificant eigenvalues tend to be unstable under
round-off errors. For the simple model problem being
studied here, there are only three significant leading
eigenvalues (see Section III). Thus it is appropriate to
choose k = 3 in this case.
Filter size f for the out-of-place test. From Figure 9,
we see that sensor 9 belongs to cluster 0 and that other
sensors in the same cluster are separated from sensor
9 by at least six positions, with respect to the angular
indexing of the model problem. The parameter f

•

specifies the minimum amount of separation required
for such an out-of-place component to meet condition
C2 in Section II, and thereby be declared as a cluster
for bad sensors. Increasing f will reduce false positives but at the expense of decreased probability of
detecting bad sensors. A proper choice of the filter
size f depends on the expected size of measurement
errors that a bad sensor will produce in terms of the
resulting separation in sensor indices. The error in
the illustrative example described above amounts to a
move from sensor 9 to sensor 1. For this separation,
filter size f = 3 is a proper choice.
The expected number b of bad sensors to detect. As
noted in Section IV, the sign-based spectral clustering
can specify no more than 2k−1 clusters when k
leading eigenvectors are used. This means that b will
need to be less than or equal to 2k−1 .
VI. S IMULATION R ESULTS ON L ARGE S YSTEMS

In this section, we present simulation results on the
model problem with 100 sensors and 10 targets. We
assume that sensors and targets are evenly partitioned into
three groups, with antenna orientations of 0, 45 and 90
degrees. A straightforward extension of Figure 2 is used
to provide weights for all sensor-target pairs. Note that
similar simulation results can be obtained for other uneven
setups.
We assume that some randomly selected sensors are
bad sensors in the sense their measurements can be off by
any amount from -100% to +100%. That is, if the original
weight for a sensor-target pair is w, then the erroneous
weight can be any number in (0, 2w). The purpose of the
simulation is to assess the effectiveness of our spectral
clustering method in identifying these bad sensors.
Let B be the number of bad sensors input to the
simulator, T the total number of sensors deemed as bad
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Fig. 9: A weight matrix obtained by introducing an error into A at sensor 9 on target 0, the resulting 3 leading eigenvectors,
and the new clustering assignments. The cluster label of the erroneous sensor is highlighted with a box.
sensors by our clustering method, and B  the number of
sensors that the clustering method correctly identified as
bad. Obviously, B  ≤ B and B ≤ T . The higher the
corresponding accuracy ratio R = B  /B is, the better
the method is. We are also interested in the number of
false positives, T − B  . The lower the corresponding false
positive ratio (T − B  )/B is, the better the method is.
We study the performance under various numbers k of
leading eigenvectors used in the spectral clustering method,
and under various values for the numbers B of bad sensors
input to the simulator. In the simulator we assume that the
filter size f = 3, as defined in Section V. We also assume
that the small cluster for condition C1 in Section II is of
size 1.
Figure 10 shows the performance of the spectral clustering approach in validating sensors for various numbers

of bad sensors. We note the following from Figure 10:
1) When the number k of leading eigenvectors used
increases, the performance on accuracy improves.
When k = 15, the best performance is achieved.
In this case, the B  curve on bad sensors identified
is almost on the 45-degree line. Thus, almost all the
bad sensors input to the simulator are successfully
identified. These results are quite remarkable considering that they hold even when there are more than
2/3 sensors out of the total of 100 sensors which are
bad.
2) The number of false positives, T − B  , decreases
when the number of bad sensors input to the simulator decreases. This is due to the fact that when
there are fewer bad sensors, there will be more
good sensors. This means it becomes relatively rare
that condition C2 of Section II will falsely consider
sensors in a small cluster as bad sensors.
3) When the number of bad sensors input to the simulation is at 5 and when five or six leading eigenvectors
are used, the spectral clustering achieves almost
perfect performance, namely, B  is almost equal to B
and also T . Note, however, less than 7 eigenvectors
should be used when the number of bad sensors are
less than 10, as shown in the figure. This is because
in these situations of smaller numbers of bad sensors,
only a few leading eigenvalues are significant.
VII. C ONCLUSION AND F UTURE W ORK

Fig. 8: Bipartite sensor-target score graph derived from
that of Figure 6, but with one bad sensor (sensor 9) whose
erroneous measurement induces the blue edge to target 0.

We have presented a spectral clustering approach to
validating sensors via their peers. The work is motivated
by the fact that it is often difficult to use instruments to
validate equipment in the field and, as a result, peer-based
validations can be important in these situations. We have
modeled the problem as a clustering problem in the sense
that sensors in the same environment will be clustered
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Fig. 10: Validation performance for increasing fraction of
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