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Abstract monitor safe exit routes [16]. Likewise, an incident comman-
Wireless transmitters deployed throughout an indoor environment offer der could track the location of multiple rescuers in the building
the opportunity for accurate location tracking of mobile users. Using from the command post. Such capabilities would have greatly
radio signal information alone, it is possible to determine the location improved FDNY rescue operations on September 11, 2001, ac-
of a roaming node at close to meter-level accuracy. We are particularlycording to the McKinsey reports [10].

concerned with applications in which the robustness of the location-  RE_pased location tracking is a well-studied problem, and a
tracking infrastructure is at stake. For example, firefighters and rescuers '

entering a building can use a heads-up display to track their location andnumber of systems ha\_/e been prOposed_ based on 802.11 [2, 11,
monitor safe exit routes. Likewise, an incident commander could track 17, 21, 15] or other wireless technologies [8]. To date, how-
the location of multiple rescuers in the building from the command post. €ver, existing approaches to RF-based localizatiorcargral-

In this paper, we present a robust, decentralized approach to RF-zed(i.e., they require either a central server or the user’s roam-
based location tracking. Our system, called MoteTrack, is based oning node, such as PDA or laptop, to compute the user’s loca-
low-power radio transceivers coupled with a modest amount of com- tion) and/or use @owered infrastructureln a fire, earthquake,

putation and storage capabilities. MoteTrack does not rely upon any : : . .
back-end server or network infrastructure: the location of each mobile or other disaster, electrical power, networking, and other ser

node is computed using a received radio signal strength signature fromViC€S Mmay be disabled, rendering such a tracking system useless.

numerous beacon nodes to a database of signatures that is replicatégven if the infrastructure can operate on emergency generator

across the beacon nodes themselves. This design allows the system power, requiring wirelessonnectivityis impractical when a po-

function despite significant failures of the radio beacon infrastructure. tentially large number of wireless access points may themselves
In our deployment of MoteTrack, consisting of 20 beacon nodes dis- have failed (e.g., due to physical damage from fire).

tributed across our Computer Science building, we achies@ aper- In addition, most previous approaches hrittle in that they

centile and80"" percentile location-tracking accuracy of 2 meters and do not account for lost information, such as the failure of one

3 meters respectively. In addition, MoteTrack can tolerate the failure or more transmitters, or perturbations in RF signal propagation.

of up to 60% of the beacon nodes without severely degrading accuracy,As such, existing approaches are inappropriate for safety-critical

making the system suitable for deployment in highly volatile condi- applications, such as disaster response, in which the system must

tions. We present a detailed analysis of MoteTrack’s performance un-continue to operate (perhaps in a degraded state) after the failure

der a wide range of conditions, including variance in the number of ob- of one or more nodes in the tracking infrastructure.

structions, beacon node failure, radio signature perturbations, receiver |n this paper, we present mbust, decentralizedpproach

sensitivity, and beacon node density. to RF-based localization, calledoteTrack MoteTrack uses a
network of battery-operated wireless nodes to measure, store,
1 Introduction and compute location information. Location tracking is based

on empirical measurements of radio signals from multiple trans-

Using radio signal information from wireless transmitters, such mitters, using an algorithm similar to RADAR [2]. To achieve

as 802'.11 base stat!ons orsensor network nqdes, itis possible tPobustness, MoteTrack extends this approach in three significant
determine the location of a roaming node with close to meter-

) . ways:
level accuracy [2, 21]. SucRF-based location tracking sys- ays
temshave a wide range of potential applications. We are par- o First, MoteTrack uses a decentralized approach to comput-

ticularly concerned with applications in which thebustnesf ing locations that runs on the programmable beacon nodes,

the location-tracking infrastructure is at stake. For example, fire- rather than a back-end server.

fighters entering a large building often cannot see due to heavy

smoke coverage and have agriori notion of building layout. e Second, the location signature database is replicated across

An RF-based location tracking system would allow firefighters the beacon nodes themselves in a fashion that minimizes

and rescuers to use a heads-up display to track their location and  per-node storage overhead and achieves high robustness to
failure.

For more information and source code, please see:
http:/Awww.eecs.harvard.edu/"konrad/projects/motetrack . e Third, MoteTrack employs a dynamic radio signature dis-



tance metric that adapts to loss of information, partial fail- Perhaps the system with the closest goals to MoteTrack is
ures of the beacon infrastructure, and perturbations in thebased on the theory of identifying codes [15]. Here, the main
RF signal. idea is to overlap sensor coverage areas so that each identifiable
. . , ) . region is covered by a unique set of sensors. While this ap-
Our focus is not on improving the accuracy of location tracking pr5ach can tolerate the failure of a predictable number of nodes,
over previous systems, but rather on a_lpproaches to decentralizgjye most previous systems it operates on a high-power 802.11
tion that make the system robust to failure. infrastructure; this makes it unsuitable in environments where
In our deployment of MoteTrack, consisting of 20 beacon noqes must operate with batteries for extended periods of time.
nodes distributed O\t/s:r one floor of ourt?omputer Science build- |, 54dition the accuracy of this proximity-based scheme is too
) : . ) ) .
ing, we achieve &0"" percentile and0™ percentile location- 44156 grained for many applications (e.g. locating exit doors in
tracking accuracy of 2 meters and 3 meters respectively, which, yrning building). In their deployment, the system obtains an
is similar to or better than other RF-based location tracking sys- g:x percentile location error of about 19 meters [15].
tems. Our ap_proach to decentralization allows MoteTrqck 10 Uitrasound-based systems, such as Cricket [13, 14] and the
tolerate the failure of up to 60% of the beacon nodes without acive Bat [20], can achieve much higher accuracies using time-
severely degrading accuracy, making the system suitable for de¢ fight ranging. However, these systems require line-of-sight
ployment in highly volatile conditions. We present a detailed gyp,45re of receiver to ultrasound beacons in the infrastructure,
analysis of MoteTrack’s performance under a wide range of CON- onq may require careful orientation of the receiver. Such an ap-
ditions, including variance in the number of obstructions, beacon proach is acceptable for infrequent use by unencumbered users
node failure, radio signature perturbations, receiver sensitivity, i, an office environment, but less practical for rescue workers.

and beacon node density. A multimodal system would be able to achieve high accuracy
when ultrasound is available and well-positioned, and fall back
2 Background and Related Work on less-accurate RF signal strength otherwise. Infrared-based

A number of indoor location tracking systems have been pro- systems, including the Active Badge [19], can localize a user to
posed in the literature, based on RF signals, ultrasound, infrareda specific area with direct line-of-sight exposure to the IR bea-
or some combination of modalities. Our goal is to develop a sys- con, but suffer errors in the presence of obstructions and differ-
tem that operates in a decentralized, robust fashion, despite théng light and ambient IR levels (as in a fire).
failure of individual beacon nodes. This robustness is essential
in order for the system to be used in disaster response, firefight2-1 MoteTrack Goals
ing, or other critical applications in which a centralized approach We first define what we mean ligbustnessvith respect to lo-
is inappropriate. cation tracking. Signature-based localization schemes require a
As mentioned previously, RF-based location tracking has set of base stations, generally at fixed locations, to either trans-
been widely studied [2, 1, 3, 12, 8, 4, 11, 17, 21]. Given a mit periodic beacon messages or receive signals from mobile
model of radio signal propagation in a building or other envi- nodes. One form of robustness, then, is graceful degradation in
ronment, received signal strength can be used to estimate thdocation accuracy as base stations fail (say, due to fire, electrical
distance from a transmitter to a receiver, and thereby triangulateoutage, or other causes). Ideally, the mobile node’s location can
the position of a mobile node [5]. However, this approach re- be estimated with high accuracy even if a significant percentage
quires detailed models of RF propagation and does not accounbf base stations are no longer active.
for variations in receiver sensitivity and orientation. Another form of robustness is resiliency to information loss.
An alternative approach is to use empirical measurementsFor example, a mobile node may be unable to communicate with
of received radio signals to estimate location. By recording a an otherwise active base station, due to poor antenna orienta-
database of radio “sighatures” along with their known locations, tion, multipath fading, interference, or other (perhaps transient)
a mobile node can estimate its position by acquiring a signatureeffects. If the tracking system assumes complete information
and comparing it to the known signatures in the database. Awhen comparing RF signatures, this partial information loss may
weighting scheme can be used to estimate location when multi-lead to large errors.
ple signatures are close to the acquired signature. All of these A third type of robustness has to do with perturbations in RF
systems require that the signature database be collected manwsignals between the time that the signature database was col-
ally prior to system installation, and rely on a central server (or lected and the time that the mobile node is using this informa-
the user’s mobile node) to perform the location calculation. tion to estimate location. Due to the movement of base stations,
Several systems have demonstrated the viability of this ap-furniture, opening or closing of doors, and other environmental
proach. RADAR [2] obtains &5 percentile location error  conditions, an RF signature may no longer be valid after it has
of just under 5 meters, while DALS [4] obtains &a" per- been initially acquired. The tracking system should work well
centile location error of about 9 meters. These basic schemesven in the presence of this kind of variance in the received RF
have also been extended to improve accuracy for tracking mov-signals.
ing targets [1]. MoteTrack’s basic location estimation uses a  The final type of robustness has to do with the location es-
signature-based approach that is largely similar to RADAR. Our timation computation itself. As mentioned before, most of the
goal is not to improve upon the accuracy of the basic signature-previous work in this area has employed a central server to col-
based localization scheme, but rather to improve the robustnesgect RF signatures and compute a mobile node’s location. This
of the system through a decentralized approach. approach is clearly undesirable since this server is a single point



ded wireless devices, such as the Berkeley Mica2 sensor “mote.
This device incorporates a Chipcon CC1000 radio, 7.3 MHz AT-
megal28L processor, 128KB of code memory, and 4KB of data
memory. The CC1000 is a single-chip 433/916 MHz FSK radio

bealcon node N i

L]

beacon node’s fdﬁt_ and provides a maximum data rate of 76.8 kbps, indoor range of
cignguure database j;g;g;ggg:@:ﬁg;g; SR ;’:1ppr|o>grr][ately 2%630 rg airg)ddgogram mable transmission power
‘ 1 evels between -20 and + m.
* e e The advantages of this platform over traditional 802.11 base
k ‘ stations are that Mica2 motes are inexpensive, small, low-power,
<61, RES KOS, . mobilé node’s ; * and (most importantlyprogrammable— we can easily push
w P-4 233', ggg'f T curreitsignature new programs and data to each device via their radio. Nodes can
" <o RiS RS, > B S operate off of battery power in case of electrical supply failure.
B oimes” e« AU e For mobile users, these nodes are small enough that they can
e — be readily incorporated into equipment and uniforms used by

first responders, and can operate off of batteries for up to several
r[]nonths depending on duty cycle. However, the MoteTrack ap-
proach could be readily applied to other wireless networks based
on 802.11, Bluetooth, or 802.15.4, given the ability to program

Figure 1:The MoteTrack location system.B1, B2, and B3 are bea-

con nodes, which broadcast beacon messages at various transmissio
powers f1, p2, etc.). Each beacon node stores a subset of all refer-
ence signatures)M is a mobile node that can hear from all three bea-

con nodes. It aggregates beacon messages received over some time pga.?e SMtatlo_lr_ls aE pro;t))rlalléely h lated with
riod into a signature. The areas marked by red perimeters indicate the nb Ot? I\;ac 5 a buiiding or ;; er aread'SSpBOpu ate V(\j”t a
reachability of beacon messages from the corresponding beacon node.NUMDbEr ot viica motes acting aeacon nodesBeacon nodes

broadcast periodibeacon messagewhich consist of a tuple
of the format{sourcelD, powerLevél sourcelDis the unique
of failure. Traditional fault-tolerance schemes, such as serveridentifier of the beacon node, apdwerLevels the transmission

failover, are still susceptible to large-scale outages of electrical POwer level used to broadcast the message. Each mobile node

power or the wired network infrastructure. that wishes to use MoteTrack to determine its location listens for
some period of time to acquiresignature consisting of the set
2.2 Challenges of beacon messages received over some time interval. Finally,

e define aeference signaturas a signature combined with a
nown three-dimensional locatidm, y, z).

The location estimation problem consists of a two-phase pro-
cess: aroffline collection of reference signatures followed by
fonImeIocatlon estimation. As in other signature-based systems,
gwe reference signature database is acquired manually by a user
with a laptop and a radio receiver. Each reference signature,
shown as gray dots in Figure 1, consists of a seigrfiature tu-
plesof the form{sourcelD, powerLevel, meanR$SsourcelD

Given these goals, a number of challenges arise that we wish t
address through MoteTrack. First, the collection of RF signa-
tures and location calculation must be resilient to loss of infor-
mation and signal perturbation. This requires a signature dis-
tance metric that takes loss into account, avoiding explosion o
error when one or more base stations cannot be contacted. Th
error metric should also not be overly sensitive to slight varia-
tions in received signal strength.

Another set of challenges has to do with decentralizing the !
location tracking system. One approach is to allow the base sta—S the beacon node IipowerLevels the transmit power level of

tion nodes themselves to perform location estimation, rather than Tf ge{arlcfnr:jr]ejsgggses" |||dzaPRSS:B }hbe mea:}nr:]ecelved S|rgnallv q
relying on a central server. This leads to questions about the re Sver 9 m tlfr? ?nt(rv | )EO ?]S? r? 0 ?afom essglgtes iﬁewi
quired resources and cost of the base stations, and whether th er some time interval. =ach signature 1S mapped 1o a Kno

can be readily programmed to provide this functionality. Ideally, CI"’:'&” :JyTtrheliJssr acq;n:ng thgr&ggatut[ebdatabr?i]e. i
base stations would integrate some amount of general-purpose otelrack, beacon nodes broadcast beacon messages at a

computation and storage in addition to their radio interface. range of transmission power levels. Using multiple transmission

An alternative is to allow the mobile device to perform loca- power 'e"?'s will cause a signal 'to' pro pagate at varlogs _Ievels
tion estimation directly. In its simplest form, the entire RF signa- in its medium and therefore exhibit different characteristics at

ture database could be stored on the mobile node. In cases whert e receiver. In the most extreme case, a slight increase in the

tfransmission power may make the difference between whether
a mobile user only carries a small RF beacon or listener (e.g., P Y

embedded into a firefighter's equipment), this may not be feasi- OF not a signal 'S. hea_rql by a receiver. Varying transm_|SS|0n
ble. Another approach would allow the mobile node to query the power therefore diversifies the set of measurements obtained by

base station infrastructure for subsets of the signature databas;z(\:/i';/;??ng?géslr?gﬂr'Ziagr:';?éﬁ?:?:etgzggﬁgLagy‘;))f tracking by
on demand, and perform location estimation based on this infor- P
mation. 3.1 Location estimation

3 M K . Given a mobile node’s received signaturend the reference
oteTrack Overview signature sef?, the mobile node’s location can be estimated as

In this section we give an overview of the MoteTrack system, follows. (In this section, we discuss the approach as though it

shown in Figure 1. MoteTrack is based on low-power, embed- were centralized; in Section 4 we present our decentralized de-



sign.) The first step is to compute ts@gnature distanged;, 4.1 Decentralized location estimation protocol
from s to each reference signaturge R. We employ the Man-

. . Given a mobile node’s signatureand a set of nearby beacon
hattan distance metric,

nodes contained i, the first question is how to compute the
M(r,s) = E |meanRSSI (t), — meanRSSI(t)s| mobile node’s location in a way that only relies upon local com-
er munication. We assume that each beacon node stosisea
whereT is the set of signature tuples represented in both sig- of the refer.ence signature database (V‘.'h'Ch may be partially or
) . . wholly replicated on other nodes). Using Mica2 motes as the
natures, andneanRSSI(t), is the mean RSSI value in the sig- S .
A . . beacons, the limited storage capacity (128KB ROM and 4KB
nature tuplet appearing in signature Other distance metrics, — : :
; ) .of RAM) implies that the entire database will not generally be
such as Euclidean distance, can be used as well. In our experi-

ments, the Manhattan and Euclidean distance metrics both pro_repllcated across all be"?‘CO” nodgs. S
In MoteTrack, a mobile node first acquires its signatutsy

duced very similar results, and the Manhattan distance is VeTY i tening to beacon messages. and then broad atguestin
efficient to compute on nodes with low computational capabili- 9 ges, ; SAREGU g ,
ties. that t_he infrastructure send it information on the mobile node’s
Given the set of signature distancegsthe location of a mo- chatlon. Qne or more of the bea_con_ nodes then comput_e the
signature distance betweernd their slice of the reference sig-

bile node can be calculated in several ways. The simplest ap nature database, and report either a set of reference signatures to
proach is to take the centroid of the geographic location of the . ' ' rep . ; gnatu
he mobile node, or directly compute the mobile node’s location.

k nearest (in terms of signal space) reference signatures. B)} . s .
weighting each reference signature’s location with the signatureEaCh of these designs Is discussed in turn below.

distance, we bias the location estimate towards "nearby” refer-4 1 1 1. peacon nodes send their reference signature slice
ence signatures. While this method is simple, using a fixed value o i )

for k does not account for cases where the density of referencdn this first design, the mobile node broadcasts a request for ref-
signatures is not uniform. For example, in a physical location €rénce signatures and gathers the slices of the reference database
where few reference signatures have been taken, using the from k nearby beacon nodes. The mobile node then computes

natures that are very distant. approach can be very accurate, it requires a great deal of com-

Instead, we consider the centroid of the set of signaturesMunication overhead. An alternative is to limit the amount of

within some ratio of the nearest reference signature. Given adata thatis transferred by contacting only< k nearby beacon
signatures, a set of reference signatur@s and the nearest sig- Nodes, requesting that each one only sendhtheference sig-

naturer* = arg min,c M (r, s), we select all reference signa- natures that are closest (in terms of signature distance)For
turesr € R that satisfy example, the mobile node can query thieeacon nodes with the

largest RSSI value is.
M(r,s) -
M(r*,s) ¢ 4.1.2 k beacon nodes send their location estimate

for some constant. The geographic centroid of the locations An alternative to the previous design allows each ofitheacon
of this subset of reference signatures is then taken as the monodes to compute its estimate of the mobile node’s location us-

bile node’s position. We find that small valuesoivork well, ing its own slice of the reference signature database. Thise

generally between 1.1 to 1.2 (see Section 6.9). cation estimates are then reported to the mobile node, which can
) L compute the “centroid of the centroids” according to its RSSI to

4 Making RF-based Localization Robust each beacon. The mobile node simply transmits its signature

In this section, we describe our approach to making RF locationand receiveg location estimates.
tracking robust to beacon node failure and signal perturbations. ~ While this version has reasonable communication overheads,
MoteTrack must ensure that there a@single points of failure ~ our initial evaluations indicated that it does not produce very ac-
and that the location estimation algorithm agacefully handle ~ curate location estimates. The problem is thatifgreater than
incomplete data and failed nodes one or two, some of the beacon nodes are too far from the mobile
We address the first requirement by making our system com-hode and therefore do not store a very relevant set of reference
pletely decentralized. The location estimation protocol relies signatures. Since this design does not seem to perform well, we
only on local data, local communication between nodes, and in-abandoned it for the design described in the next section.
volves only currently operational nodes. The reference signature . . .
database is carefully replicated across beacon nodes, such thzfl]t'l'3 Max-RSSI beacon node sends its location estimate
each beacon node stores a subset of the reference signatures th@ur third and final design combines the advantages from the first
is carefully chosen to maximize location tracking accuracy. two to obtain both low communication overhead and accurate lo-
We address the second requirement by using an adaptive aleation estimates. In this design, we assume that the most relevant
gorithm for the signature distance metric that accounts for par- (closest in signal space) reference signatures are stored on the
tial failures of the beacon node infrastructure. Each beacon nodebeacon node with the strongest signal. The mobile node sends a
dynamically estimates the current fraction of locally failed bea- request to the beacon node from which it received the strongest
con nodes and switches to a different distance metric to mitigateRSSI, and only that beacon node estimates the mobile node’s lo-
location errors caused by these failures. cation. As long as this beacon node stores an appropriate slice



of the reference signature database, this should produce very ac-

curate results. The communication cost is very low because onlyAlgorithm

one reply is sent to the mobile node containing its location coor- | _ ,ngruct a fist of all <BNyrefSig> pairs

dinates. and sort them by distance between BN and refSig

4.2 Distributing the reference signature database to  while (there are more elements to assign) {

if (possible to assign the next pair
beacon nOdeS from L such that no invariant is violated)

Using the decentralized protocol described above, beacon nodes make assignment

timate locations based on a partial slice of the entire reference ~ ©°¢ [/ resolve deadiock
e_S Ima p . ) . b <= next BN from L that has been assigned a
signature database. Therefore it is crucial that the reference sig- refSig the least number of times
natures are distributed in an “optimal” fashion. In addition, we r <= next refSig from L that has been assigned

to a BN the least number of times

wish to ensure that each reference signature is replicated across pair <br> Il note: this violates an invariant

several beacon nodes in case of beacon node failures. We use
two algorithms for database distribution, which we refer to as while (an invariant is violated) // backtrack
greedyandbalanced swap r with the previously assigned refSig

4.2.1 Greedy distribution algorithm

Thegreedyalgorithm has one parametenaxRefSigs , which The advantage of this algorithm is that it can ensure balanced
specifies the maximum number of reference signatures that eachlistribution of reference signatures while attempting to assign
beacon node is willing to store locally. The algorithm operates reference signatures to their closest beacon nodes. The disad-
by iteratively assigning reference signatures to beacon nodes aniage is that it requires global knowledge of all reference sig-

as follows. For each signature, a given beacon node accept . ; .
and stores the signature if (1) it is currently storing fewer than hature and beacon node pairings, and is therefore only appropri

maxRefSigs or if (2) the new reference signature contains a ate for an offline, centralized initialization phase. If one wishes
greater RSSI value for the beacon node in question. This is rep10 update a small set of the beacon nodes, a complete reassign-
resented in pseudocode as: ment involving all nodes and reference signatures may have to

foreach (BN in allBNs) { take place.

foreach (refSig in allRefSigs) {

it (BN.size < maxNbrRefSigs) 4.3 Adaptive signature distance metric
BN.assign(refSig) i i -
lse it (1ofSig.RSSIVAIFIOMBN(BN) > BN.minRSSI) Given that we do not expect the set of srlgnature’ tuples repre
BN.remove(BN.minRSSI) sented in the_ reference _S|gnaturrar_1d mobile node’s signature
BN.assign(refSig) s to be identical, there is a question about how to account for
} missing data in one signature or the other: ffontains a signa-

ture tuple not found irs, this can be due te being taken at a
The advantages of the greedy approach are simplicity anddifferent location in the building, or the failure of a beacon node.
no requirement for global knowledge or coordination between Taking the intersection of the beacon set iands is not appro-
nodes. For example, beacon nodes can be updated individuallyriate, since in cases where one signature is largely dissimilar to
without affecting the signatures stored on other beacon nodes. another we wish to capture the low intersection in the distance

metric.

4.2.2 Balanced distribution algorithm First, we consider the case with no beacon node failures. In
One of the problems with the greedy algorithm is that some this instance, missing tuples between two signatures indicates
reference signatures may never get assigned to a beacon nod#)at they are at different locations. We define thdirectional

while others may be replicated many times. Tatancedal- signature distance metric as:

gorithm. tri_es to strike a balancg between pgiring each.be_acon Myidirectionat (s 8) = M(r, s)
node with its closest reference signature, while evenly distribut-

ing reference signatures across beacons. This is a variant of a +p Z meanRSSI(t)s
stable marriage algorithm. To ensure that no reference signature te(s—r)

is paired with too many beacon nodes, the algorithm prevents the 43 Z meanRSSI(t),

match if either the current reference signature or beacon node
have been assigned two more times than any other reference sig-
nature or beacon node. The pseudocode for this algorithm is asThat is, each RSSI tuple not found (nU s) adds a penalty to

te(r—s)

follows: the distance that is proportional to that signature’s RSSI value.
. In our experiments we s¢t= 1.
Invariants This distance metric is appropriate when few beacon nodes
(1) no refSig is assigned more than one additional have failed, since it penalizes for all RSSI tuples not found in
time from any other refSig (i.e., every refSig common between ands. In case of beacon node failures, how-
:‘SSS_QOCZ?] zses'g';::nzz '?Sste:;rfg t'?rifge a ever, a larger number of RSSI tuples will appear in théssets),
| | | . . .. . .
(2) no BN is assigned a refSig more than one leading to an explosion of error. To minimize the errors intro-

additional time from any other BN duced from failed nodes, we define thridirectional distance



metric: 5 Implementation and Data Collection

M nidirectionar(r;8) = M(r,s) + 3 Z meanRSSI(t) MoteTrack is implemented on the Mica2 mote platform using
pndrecnonati ’ ° the TinyOS operating system [6]. We chose this platform be-

cause it is designed for low-power operation, is relatively small,
which only penalizes tuples found in(the mobile node’s sig-  and can be deployed unobtrusively in an indoor environment. In
nature) and not in (a reference signature). Assuming that the addition, the motes incorporate a low-power 433/916 MHz FSK
reference signatures were acquired while all beacon nodes argadio, the Chipcon CC1000, which provides both programmable
operational, the unidirectional metric only compares signaturestransmission power levels and direct sampling of received signal
between operational nodes. strength. We expect that MoteTrack could be readily ported to
As an example, consider the following signatures: use forthcoming 2.4 GHz 802.15.4 radio chips. We note that
MoteTrack runs entirely on the mote devices themselves and
does not require a supporting infrastructure, such as back-end

te(s—r)

BN 1, I;SSI 50 BN 1,SRSSI 45 servers or PCs, in order to operate. A laptop connected to a mote
BN 2, RSSI 15 is used to build the reference signature database, but thereafter

BN 3, RSSI 70 the system is self-contained.

BN 4, RSSI90 BN 4, RSSI 60 The total code size for the beacon and mobile node software

is about 3,000 lines of NesC code. In our current implementa-
For simplicity, we do not show multiple power levels in this ex- tion, the reference signatures for each beacon node are loaded
ample. Here, into program memory on the mote storing that segment of the
database. This could be readily modified to use a combination
of RAM and serial flash or EEPROM. Recall that each beacon
Myigirectionat = |20 — 45| + 190 — 60| 4+ 15 + 70 node_ stores a different set of reference signatures depending on
Moidirectional = |20 — 45| + |90 — 60| + 15 the distribution mechanism used.

As we will see in Section 6.9, when few beacon nodes have >-1 Deployment
failed, the bidirectional distance metric achieves greater accu-We have deployed MoteTrack over one floor of our Computer
racy than the unidirectional metric, because its comparison spacescience building, measuring roughly42 m? (18751 ft2), with
is larger. With the unidirectional metric, only operational bea- 412m? (4435 ft?) of hallway area and 330 m? (14316 ft?)
cons are considered, but overall accuracy is diminished whenof in-room area. Our current installation consists of 20 beacon
few beacon nodes have failed. motes (Figure 2). The beacon motes are attached to and pro-

Therefore, we employ aadaptivescheme that dynamically = grammed via an Ethernet interface board. However, the motes
switches between the unidirectional and bidirectional metrics can also be reprogrammed over their radio and therefore don't
based on the fraction of local beacon nodes that have failed.require Ethernet interface boards or any sort of infrastructure
Beacon nodes periodically measure their local neighborhood,wiring.
defined as the set of other beacon nodes that they can hear. We now present the description of an extensive evaluation of
This neighborhood is compared to tbeginal neighborhood MoteTrack. We collected a total of 482 reference signatures over
(measured shortly after the system has been installed or reconseveral days. Each signature was collected for 1 minute, during
figured). If the intersection between the current and original which time every beacon node transmitted at a rate of 4 Hz, each
neighborhoods is large, the bidirectional distance metric is used,cycling through 7 transmission power levels (frep20 to 10
achieving higher accuracy. If the fraction of failed nodes ex- dBm in steps o dBm). The beacon rate was increased during
ceeds some threshold, the unidirectional distance metric is usedhe reference signature collection phase to expedite data collec-
instead. tion.

This approach makes two assumptions. The first assumption A beacon messageonsists of a three-byte payload: 2
is that the connectivity between beacon nodes does not changbytes for the source node ID and one byte representing the
substantially over time. To mitigate this problem, we only in- transmission power level. Therefore, all beacon messages
clude a beacon node in the original neighborhood if its RSSI is from a source node ID requir@ + 7' bytes: 2 bytes for
above some threshold. However, for the current neighborhoodthe ID andT « 1 bytes for each of thd" power levels, i.e.
we include all beacon nodes regardless of RSSI, and that exist in{ sourceI D, RSSI,—1, RSSI,=2,...,RSSL,—r}. A complete
the original neighborhood. Note that we only include a beacon reference signatureonsists of 6 bytes for the location size (3 co-
node if it exists in the original neighborhood. This will eliminate ordinates time 2 bytes per coordinate), 2 bytes for the ID, and up
cases when a beacon node’s signal temporarily reaches moréo N beacon nodes witlhi' power levels each. The storage over-
nodes. The second assumption is that there are no beacon nodeead for one reference signature is theréfo2+ N« (2+7T) =
failures between the time that the reference signature database i8 + 2NV 4+ T'N bytes. In our deploymenty = 20,7 = 7, for
collected and the system is deployed for normal operation. Wea total of 188 bytes per reference signature. The code size for
believe this is a valid assumption for most installations and can MoteTrack is about 20 KB, leaving 108 KB of read-only SRAM
be readily addressed by reinitializing the original neighborhood on each beacon node for storing a partition of the reference sig-
set of each node. nature database. Therefore each beacon node can store up to
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fect of much larger reference signature databases. Error distance (meters)

We divided the collected signatures into two groups: the Figure 5: Location Estimation Protocols This graph shows that un-

training data set(used to construct the reference signature der normal circumstances both decentralized protocols perform nearly

database) and thesting data(used only for testing the accu- identical to the centralized version. The data is for 74 unique location

racy of location tracklng)'. Most of qur evqluatlons of the Mote- estimates collected over one floor (includes hallways, rooms with doors
Track system were carried out offline using the complete dataopened and doors closed) of the Computer Science building at Harvard,

set. Our ana_llysis investiggtes effects of a wide range of Param-yeasuring roughlyl 742 m? (18751 £¢2). A total of 20 beacon nodes
eters, including whether signatures are collected in a hallway or

in a room, whether the room’s door is open or closed, the time of
day (to account for solar radiation and building occupancy) and
the use of different mobile nodes (to account for manufacturing 6.1 Location estimation protocols
differences). We collected at least 30 signatures for each of theW . .

) L ... We first evaluate the accuracy of the system over the entire floor
various parameters to ensure that results are statistically signifi-

: S . in the context of three location estimation protocols. Two de-
cant. Figures 2 and 3 shows a map of the the training and testin ; . L . ]

. . entralized location estimation protocols and a centralized one:
data sets, and Figure 4 summarizes the data.

having a closest (in terms of RSSI) beacon node compute the
] location, receiving reference signatures from sevekal 3)

6 Evaluation nearby beacon nodes, and computing the location based on all
In this section we present a detailed evaluation of the perfor- of the received signatu_res. The centralized version is used as a
mance of MoteTrack along a number of axes. First, we look at P€nchmark for comparison purposes. _

the overall accuracy of MoteTrack. Although accuracy is notour ~ Figure 5 shows the cumulative distribution function (CDF)
focus, we do need to understand how the system performs un.for the prOtO_COIS. Aswe -Ca.n see, the accuracy of the 3 versions |$
der various parameters. We evaluate the accuracy on our entir@€arly identical suggesting that the closest beacon node does in
floor which includes hallways and rooms, the location estimation fact store most of the relevant reference signatures for accurately
protocols, algorithms for selecting reference signatures, type oféstimating the mobile node’s location. Likewise, the additional
database distribution, number of transmission powers used, an@verhead of receiving reference signatures flobreacon nodes

the density of beacon nodes and reference signatures. is unjustified.

Second, we look at robustness with no beacon node failures.  Our current deployment uses the first decentralized protocol
Here we investigate the effects of radio signature perturbations (i-€-, closest or MaxRSSI beacon node sends location estimate),
using different motes, time of day, and obstacles such as doors.and it's the accuracy a user of the system should expect to get.

Finally, we look at robustness with beacon node failures. AS We can see, 50% and 80% of the location estimates are within
Here we examine how MoteTrack performs under extreme fail- 2 M and 3 m respectively from their true location. This is more
ures of the beacon infrastructure and evaluate our adaptive sigih@n @dequate for applications that require locating persons, such
nature distance metric. as tracking the location of rescue personnel or locating patients.

These results were obtained using an offline simulation of the ~ FOr the rest of this section we consider only the decentralized
MoteTrack protocol in order to give us the maximum flexibility Version where the closest beacon node computes the location.
in varying experimental parameters. In all cases the real ref- . .
erence signature database acquired in our building was used tc@'2 Selection of reference signatures
drive the simulation. The simulator captures the effect of beaconThe next parameter of interest is the algorithm used to select
node failure, RF perturbations, distribution of the reference sig- reference signatures that are close (in terms of signal space) to
nature database, and the different algorithms for signal distanceghe mobile node’s signature. Figure 6 comparesithearest
and centroid calculation. The system is fully implemented on selection approach to the relative signature distance threshold
real motes and we have demonstrated a full deployment of Mote-technique. Fok-nearest, small values &f are appropriate for
Track in our building along with a real-time display of multiple computing the location centroid, but values above this introduce
user locations superimposed on a map. significant errors. The relative thresholding scheme is more ac-

were used.
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Figure 2:Reference signature locations in the training data setThese locations were used to collect the reference signature database. The blue
dots represent beacon node locations, which are fixed. The red squares represent reference signature locations. Total are® ($87B1F t2).
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Figure 6: Two reference signature selection algorithms. The k- Figure 7:Greedy vs. balanced distribution of the reference signa-
nearest algorithm computes the centroid location of thelosest ref- ture database. When the memory size of each beacon node is lim-

erence signatures. The relative threshold scheme limits the set of refer-ted, the balanced distribution algorithm outperforms the greedy one.
ence signatures based on a threshold that is proportional to the signa- In most cases, replicating each signature acrésseacon nodes out-
ture distance to the nearest reference signature. performs storing the signature on the closest beacon node.

curate as it limits the set of locations considered according to cially limited the maximum number of reference signatures that

the signature distance metric. The optimal distance threshold iseach beacon node could store.

around 15-20% of the closest reference signature. Figure 7 shows the results of this experiment. As the maxi-
o i mum storage capacity of each beacon node is decreased, the bal-

6.3 Distribution of the reference signature database anced distribution algorithm achieves the best results. In most

Next we look at the different techniques for replicating refer- cases, replicating each signature acfobsacon nodes achieves

ence signatures across beacon nodes. This aspect of the desidi¢tter results than storing it only on the closest beacon node.

is crucial because each beacon node stores only a subset of th&/hen the memory capacity of the beacon nodes is not limited,

full signature database. We look at two algorithmeeedyrefer- there is less noticeable difference between the approaches as it

ence signature distribution amelancereference signature dis-  is more likely that any given beacon node has the relevant set of

tribution. For each of these we also vary whether a given sig- Signatures.

nature is stored only on the beacon node that is closest to the

signature ¢losest BN, or replicated acrosks = 3 beacon nodes 6 4 Transmission of beacons at multiple power levels

(k=3 BN). To estimate the effect of growing the reference signa- Recall that beacon nodes cycle through transmitting beacons at

ture database beyond its current size (282 signatures), we artifidifferent power levels ranging from20 dBm to 10 dBm. Ini-
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Figure 3: Signature locations in the testing data setAs in Figure 2, the blue dots represent the fixed beacon nodes. The red squares represent
acquired signature locations; those with a green triangle were tested with 3 different motes.
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Figure 8:The effect of varying the number of transmission power Figure 9:Effect of the number of beacon nodes on error distance.
levels used to transmit beaconsT he bars shows the averagmfh It appears that there is a critical number of about 6 to 7 beacon nodes

percentile location error as the number of transmission power (0.004<econnodes )y after which additional beacon nodes provide di-
levels is varied. Error bars represent the standard deviation. In- minishing returns.
creasing the diversity of beacon power levels increases accuracy
considerably.
artificially restricted the set of beacon nodes represented in the
reference signature database. For each number of beacon nodes
tially it was not clear if transmitting at multiple power levels we hand-selected the appropriate number of nodes that were
would noticeably improve accuracy. Figure 8 shows §hé&' approximately uniformly distributed throughout the building,
percentile error distance as the number of beacon transmissiomvoiding any “clusters” of beacon nodes in a small area.
power levels is varied. The error is averaged across all combina-  Figure 9 shows how location error varies with the number of
tions of N power levels, withV ranging from 1 to 7, i.e(J). beacon nodes deployed in the building, which also represents the
As the figure shows, increasing the diversity of power levels in- overall density of nodes. It appears that there is a critical number
creases th&0'" percentile accuracy by nearly 2 m. However, of beacon nodes required after which the accuracy of the system

increasing the number of transmission power levels involves aincreases marginally. In this case the critical density is around 6
trade-off in terms of higher storage for reference signatures.  to 7 nodes which is aboGt004 w_

. . Likewise, varying the number of reference signatures has a
6.5 Density of beacon nodes and reference signatures strong effect on location tracking accuracy. Figure 10 shows that
Of particular interest to someone deploying MoteTrack is the the error distance decreases quickly up to the first 25 reference
number and density of beacon nodes and reference signaturesignatures and begins to stabilize after 75 reference signatures,

needed to achieve a certain accuracy. For this experiment wearepresenting a signature densityOofi43 teference signatures

m
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Figure 10: Effect of the number of reference signatures on error Figure 11: Robustness to the perturbation of signatures’ RSSI
distance. After 75 reference signatures (0.043’W“7§M) measurements.The accuracy of MoteTrack degrades linearly with in-

the accuracy begins to stabilize with additional reference signatures.  creased perturbation levels. All results are averaged over 30 trials. The
vertical bars represent the standard deviation, which are shown inter-

) mittently.
6.6 Robustness to perturbed signatures

We now turn our attention to the robustness of the system under Effect of Time of Day and Different Mobile Motes

no beacon failures. We begin by looking at the effects of radio 100
signature perturbations. 90

The RF propagation in a building may change slightly over % 80
time or more drastically in a disaster, when the building’s char- s 5
acteristics may alter from events such as walls collapsing. To  $ 60
understand these implications, we evaluate how the accuracy of g 5 /
MoteTrack changes for various perturbation levels of a signa- £ . /
ture’s RSSI measurements. s /’

For each percentage, we perturbed the RSSI measurements € o G

. . . . o : nighttime - mote 1 —— o

of all signatures (i.e. the testing data) by up tmaximum per- 3 daytime - mote 1 -+------
centageof the entire RSSI range. The perturbation amount for . daytime - mole 3 - T

each RSSl is taken from a uniform distribution between zero and > 3 4 5 6 7 8 9 10
maximum percentage. As we can see in Figure 11, MoteTrack is Error distance (meters)

quite robust to RSSI perturbations. For a maximum perturbation
of 40%, the80'" percentile has an accuracy of under 5 m and
for the50'" and25'" percentiles it has an accuracy of under 3 m
and under 2 m respectively.

Figure 12: Effects of time of day and manufacturing differences
' between motes.No consistent differences are found when varying the
time of day or the mobile node.

6.7 Time of day and different motes .
y ~ 6.8 Effect of hallways, rooms, and door position
Next we look at the effects of two other parameters: the time

of day and potential manufacturing differences between motes.Hallways tend to act as waveguides while walls and doors con-
Time of day examines how the system reacts to changes in buildribute to signal attenuation. We first investigate how the accu-
ing occupancy and movement; the use of different motes ac-facy of a mobile user is affected by its location in the building.
counts for the overall effect on the system from variation be- Figure 13 shows the cumulative distribution function (CDF) of
tween motes. the location error for signatures obtained in the hallway and in-
For this experiment we collected a daytime data set betweenSide rooms, with doors opened and closed. In the hallway, nearly
the hours of 9:00am and 4:00pm on a weekday, using 3 different80% of location estimates are within 2 m of their true location,
. . X . ’ . . h . . .
motes. We also collected a nighttime data set at 1:00am, whenVhile in rooms th@ot .percentlle is slightly under.4 m.
few occupants are in the building, using only a single mote. It As we can see in Figure 2 and from the table in Figure 4 the
can be seen from Figure 3 that mote 1 was used to collect adensity of reference signatures in the hallway is higher then in-
larger number of data points. To ensure a fair comparison, onlyside rooms. In the hallway the density0i$6 teference & gnatures
the locations that are common to all four data sets (three motesand inside rooms it i§.05 feference signatures n grder to make
during the day and one mote at night) were used here. a fair comparison, we pruned the hallway data set to have the
Figure 12 shows that the accuracy of MoteTrack is largely same density as the rooms data set, and plotted the pruned hall-
unaffected by these parameters, so we expect it to work wellway data set (labeldoallway pruned. As we can see, the error
even for different mobile nodes and times of day. distance for thes0!" percentile increased to just under 2.9 m.
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Figure 13:The effects of hallways, rooms, and position of doorson  Figure 14:Robustness of MoteTrack to beacon node failureThe
location tracking accuracy. This data represents a limited data setin  unidirectional algorithm is more robust to significant failures of the
which the density of reference signatures in the hallway was pruned to beacon infrastructure, but yields poorer accuracy when there are fewer
match that of the in-room reference signatures. failures (see Figure 15). The ideal case is when we have perfect knowl-
edge of which nodes failed. This is the best case scenario and although
under normal circumstances it's unachievable in a completely decen-
For hallway and roomsafter pruning the hallway part of the  tralized system, it shows the lower bound. In this case the bidirectional
data set, we found a slight increase in error from 3.2 m to 3.5 m. ggorithm is used but only over RSSI measurements from nodes that did
We also looked at the effect of the position of doors and found not fail. All results are averaged over 30 trials with the appropriate
that they don’t make a significant difference. fraction of failed beacon nodes. The vertical bars represent the stan-
6.9 Robustness to beacon node failure dard deviation, which are shown intermittently.
Finally, we evaluate MoteTrack’s ability to continue providing
accurate location estimates even when a large number of beaeation and status of multiple victims on the scene [9]. In such
con nodes have failed. We consider this aspect of MoteTrack tocases, pre-installation and calibration of a beacon node infras-
be essential for its potential use in disaster response scenariosructure is clearly not feasible. For these scenarios, we need an
Here, we simulate the effect of failed beacon nodes by selec-ad hocmechanism for rapidly deploying the location tracking

tively eliminating beacon nodes from mobile node signatures, assystem and populating the beacon nodes with reference signa-
well as preventing those beacon nodes from participating in thetures.

decentralized location calculations. _ . In an outdoor environment, one approach is to leverage GPS
_ We evaluated robustness to failure using both the unidirec-to automatically populate the signature database. For exam-
tional and bidirectional algorithms for calculating signature dif- pje medics responding to the scene of a disaster can place bea-
ferences. Beyond a certain failure threshold, we expect the uni-con nodes at well-spaced (and arbitrary) points around the site.
directional version to perform better than the bidirectional ver- rather than require every patient or medic to carry a GPS re-
sion, since it only considers RSSI values from beacon nodescejver (which are often higher power and bulkier than sensor
that are present at the time the signature is constructed. As Wenotes), several medics can carry a PDA equipped with a GPS
can see in Figure 14, after about 16% of the beacon nodes havgeceiver and MoteTrack transceiver. The PDA can automatically
results. o _ _ _ _ populating the reference signature database on the fly. Signa-
Although unidirectional signal distance is more robust, itis tyre acquisition can be performed rapidly, since each signature
less accurate when there are few failed nodes. This is shown |r}'equires On|y a few beacon messages from each node and trans-
Figure 15, which represents the case with no failed nodes. mission power, which can be acquired in a very short period of
As mentioned in Section 4.3, MoteTrack decides dynamically time [7]. In our experiments we obtained good results in about
which algorithm to use based on the local failure percentage thatone second. Location tracking accuracy will improve over time
it last computed. MoteTrack starts out using the bidirectional as more reference signatures are acquired.
algorithm and after it estimates that the beacon failure is greater  5nq of the challenges faced is how to deal with the additional

than 16%, it switches to the unidirectional algorithm. error introduced by the GPS location estimate. While in North
America, GPS devices using the Wide Area Augmentation Sys-

7 Future Work tem (WAAS) can yield location estimates to within 3 m 95% of

One of the greatest impediments to RF-based location trackingthe time [18], itis not clear how much this will impact the overall

is the high overhead associated with collecting reference signa-accuracy of the system.

tures. When responding to mass casualty incidents, such as a For the immediate future we intend to port our system to the

train wreck or other disaster, it may be desirable to track the lo- Telos and MicaZ mote platforms, which support the CC2420
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