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Today: The Linux VM System
As of kernel version 2.4.20

● 2.6 kernels have a very different VM implementation!

Focus on Linux x86 implementation
● Most parts are identical across architectures

Overview of x86 virtual memory architecture
● Complex stuff ... combination of multi-level page tables and segmentation

Caveat: This is not definitive!!!
● I am glossing over many details
● I may have some things wrong
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Process's Address Space

Stack

Heap

data segment

text segment
0x00000000

0xFFFFFFFF

BSS segment

Kernel
0xCFFFFFFF

Kernel mapped into
upper 1 GB of addr space

Why does the kernel appear in the process' address space??
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Process's Address Space

Stack

Heap

data segment

text segment
0x00000000

0xFFFFFFFF

BSS segment

Kernel
0xCFFFFFFF

Copy parameters

● Kernel needs to access user data (e.g., syscall parameters)
● Idea: Kernel uses same address space as currently running user process.
● This allows kernel to read/write user data just using pointers.

● What is another benefit of this approach?
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Kernel's view (not to scale...)

0x00000000

0xFFFFFFFF

Kernel image

0xCFFFFFFF

Memory map

Dynamically allocated

User's addr space (3GB)

Kernel's addr space (1GB)

Of course, this means the kernel has its own page tables!
● The kernel uses virtual memory addresses just like user processes.
● But, most of the kernel's virtual address space is pinned to physical RAM
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Physical Memory Layout

Dynamically 
allocated

Kernel code image

(BIOS comm area)

0

RAM size
(up to 64 GB on recent

x86 machines)

DMA region

mem_map

1 MB

8 MB

16 MB

Used by some devices

Kernel binary itself

Reserved for DMA

Physical memory map

Recall: Kernel only has 1GB of addr space for itself. 
● What does this imply??
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High Memory Mapping

0

RAM size
(up to 64 GB on recent

x86 machines)

1 MB

8 MB

16 MB

992 MB

● Kernel must map any phys memory > 992 MB into it's addr space when needed!
● Very small amount of addr space (32MB) for mapping high memory ... means

the kernel should not leave things mapped in there for long.

User addr space

Kernel addr space

Kernel code image

(BIOS comm area)

DMA region

mem_map

“High memory”

Dynamically allocated

kmap() region
(~32 MB)

3 GB

1 GB

kmap() call

Phys mem
(0-992 MB)
mapped into
kernel addr 

space directly

Phys mem
(> 992 MB)

mapped as needed

Physical memory
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Physical Memory Map
Linux maintains a global array, mem_map, consisting of one entry for 

each physical page in the system
● Each page represented by a struct page

Lots of state maintained for each page!
● struct page is 44 bytes!
● So if we have 2GB of RAM, that's (2GB / 4KB) = (512 K) pages, 

or 22 MB of space just for the memory map!!

mem_map

refcount addr space index flags buffers

# of processes 
using the page

Linked list of address
space mappings

Index in 
addr space

dirty, locked, etc.

buffers for disk I/O
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VM Structures Overview

mm_struct *mm

Scheduling priority

State (runnable, etc.)

etc.

PID

etc.

User id, group ID, etc.

task_struct

Start of code section

Start of data section

Top-level page table

Start of heap

Virtual memory areas
(segments)

etc.

Refcount (# threads)

mm_struct

mm_struct *mm

Scheduling priority

State (runnable, etc.)

etc.

PID

etc.

User id, group ID, etc.

task_struct

vm_next

Segment information

vm_area_struct

vm_next

Segment information

vm_next

Segment information

vm_next

Segment informationTwo threads are in the same
process if they have the same
“mm” field in their task_struct!

One per thread

One per addr space
One per “segment”
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vm_area_struct
One vm_area_struct per segment in the address space

● The list of VMAs comprises the entire address space
● VMAs cannot overlap

vm_ops

vm_file

Start and end vaddr

mm_struct *mm

 *vm_next

Flags (read-only, etc.)

mm_struct

vm_area_struct

close()

open()

nopage()

vm_ops

struct file

File corresponding to VMA
(NULL if an anonymous region)

vm_area_struct

nopage() called when
a page fault occurs 
in this segment
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Recall Segmentation...

Virtual address is <segment #, offset> pair
● Each segment has a base address and total size (limit register)

Problem with segmentation: external fragmentation
● Holes left in physical memory when segments are destroyed

partition 0

partition 1

partition 2

partition 3

partition 4

physical memory

offset +
virtual address

P3’s base
base register

P3’s size
limit register

<?

raise
 protection fault

no

yes



© 2007 Matt Welsh – Harvard University 12

Segmentation and Paging
Can combine segmentation and paging!

A segment is a contiguous span of virtual addresses
● ... rather than physical addresses, as on the previous slide
● Described by a segment descriptor
● Segment descr has total segment size, access rights, base virtual address

Each segment can have a corresponding page table!
● Segment broken into pages internally
● Can use either one- or two-level paging on each segment

Virtual address now looks like:

● Segment number may be part of the address, or stored in a separate register
● Value of current segment register used to determine which segment to access

0xadb 0xeef

Virtual page # Offset

0xde

Segment #



© 2007 Matt Welsh – Harvard University 13

Virtual Address Space with 
Segments

Stack

Heap

data segment

text segment

BSS segment

(Reserved for OS)0x0
0x1
0x2
0x3
0x4
0x5
0x6
0x7

Segment descriptor table
Virtual address space

Seg 0x2 page table
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Why use segments?
Segments cleanly separate different areas of memory

● e.g., Code, data, heap, stack, shared memory regions, etc.
● Use different segment registers to refer to each portion of the address space

Allows hardware to enforce protection on a segment as a whole
● e.g., Segment descriptor can mark the entire code segment as read only

Note that using page tables can accomplish the same result...
● But requires the OS to carefully maintain page table entries for entire “segments”

Most operating systems use “one big segment”
● Linux x86: One segment for user code, another segment for user data
● Both segments cover the same virtual address range! (0 ... 3GB)
● Another pair of segments for kernel virtual addresses (3GB ... 4GB)
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Intel x86 VM Architecture
Really impressive, and complicated, memory model!

● Combines segments, multi-level paging, multiple protection rings, and more
● Anecdotally, x86 was designed to support a rich VM system like Multics

Table OffDir

…

offset
physical address
page frame #page table #

Primary page table

page frame #

Secondary page tableTable OffDir

Segment descr

Segment
register

Offset

Virtual Address
“Linear address space”

Linear address

Physical memory

Global descr table
Segment
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Intel x86 Segments
Multiple segment registers

● CS: Code Segment
● DS: Data Segment
● SS: Stack Segment
● Also ES, FS, and GS ... “other” segments

Each instruction uses one of these segment registers
● For example, instruction fetch implicitly uses segment pointed to by CS
● Push/pop instructions implicitly use segment pointed to by SS

Segment descriptor information:
● Virtual base address and size of segment
● Segment access rights (read, write, execute)
● Privilege level (0 through 3 – four separate “rings”)

All segments share the same linear address space!
● This means there is one set of page tables for all segments in a process
● Segments can overlap in linear address space, too.
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Linux page table structure
Linux supports three-level page tables in software

● These map onto two-level page tables on the x86 and most other architectures
● (The code for this is pretty ugly...)

mm_struct­>pgd

PMD OffPGD

…

offsetpage frame #PMD #

Linear address

Physical memory
PTE

PTE #

PFN #
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Page Fault Handling

Kill process (SEGV)

OK

Bad VMA

Allocate page
table entriesValid VMA?

Page present?

Write access? First use of PTE?

Copy-on-write
(may cause protection fault)

Mark page as
referenced

Read page from disk

Allocate and zero
new writeable page

No

No Yes

Hardware page 
fault trap

Yes No

NoYes

Page writable?

Mark page as dirty
and referenced

Yes No

Write access?

Map “zero page”
as read only

Yes No
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Page Fault Handling

Kill process (SEGV)

OK

Bad VMA

Allocate page
table entriesValid VMA?

Page present?

Write access? First use of PTE?

Copy-on-write
(may cause protection fault)

Mark page as
referenced

Read page from disk

Allocate and zero
new writeable page

No

No Yes

Hardware page 
fault trap

Yes No

NoYes

Page writable?

Mark page as dirty
and referenced

Yes No

Write access?

Map “zero page”
as read only

Yes No

Why would we have a page 
fault in this case?
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Page Fault Handling

Kill process (SEGV)

OK

Bad VMA

Allocate page
table entriesValid VMA?

Page present?

Write access? First use of PTE?

Copy-on-write
(may cause protection fault)

Mark page as
referenced

Read page from disk

Allocate and zero
new writeable page

No

No Yes

Hardware page 
fault trap

Yes No

NoYes

Page writable?

Mark page as dirty
and referenced

Yes No

Write access?

Map “zero page”
as read only

Yes No

Not all architectures have
dirty and referenced bits in 

hardware!!!
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Reclaiming Page Frames
kswapd: Kernel pageout daemon

● Thread that executes in the kernel to free up physical pages

Each physical memory “zone” maintains a count of free pages
● Zones correspond to DMA memory, “main” memory (up to 1GB), and “high” memory 

(above 1GB)
● When free page count falls below a threshold, kswapd is woken up

free
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Reclaiming Page Frames
Kernel maintains a “page cache”

● Set of physical pages corresponding to blocks on disk
● Either files or swap space

● Before doing any disk I/O, always check page cache for the page

Page cache has two lists of pages: “active” and “inactive”
● “Active” pages have been used recently
● “Inactive” pages have not been used recently and may be swapped out

Page cache

Each page in page cache
also found somewhere on disk

Active list Inactive list
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Shrinking the page cache
To reclaim physical memory, first try to shrink the page cache

● kswapd has a target for the number of pages to free up
● If page has reference bit set to 0, move it to the “inactive” list
● Otherwise, move it to the front of the “active” list

● This is essentially the Clock algorithm!

Next step: Decide which pages in the inactive list to swap out
● Tries to tune the number of pages to swap out to minimize disk I/O
● If not enough pages freed in one call, try again with a higher target
● Likewise, if enough pages freed in one call, lower the target

Active list Inactive list

Scan

Refbit = 0



© 2007 Matt Welsh – Harvard University 24

Shrinking the page cache
To reclaim physical memory, first try to shrink the page cache

● kswapd has a target for the number of pages to free up
● If page has reference bit set to 0, move it to the “inactive” list
● Otherwise, move it to the front of the “active” list

● This is essentially the Clock algorithm!

Next step: Decide which pages in the inactive list to swap out
● Tries to tune the number of pages to swap out to minimize disk I/O
● If not enough pages freed in one call, try again with a higher target
● Likewise, if enough pages freed in one call, lower the target

Active list Inactive list

Scan Swap out (if dirty!!!)
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Shrinking the page cache
To reclaim physical memory, first try to shrink the page cache

● kswapd has a target for the number of pages to free up
● If page has reference bit set to 0, move it to the “inactive” list
● Otherwise, move it to the front of the “active” list

● This is essentially the Clock algorithm!

Next step: Decide which pages in the inactive list to swap out
● Tries to tune the number of pages to swap out to minimize disk I/O
● If not enough pages freed in one call, try again with a higher target
● Likewise, if enough pages freed in one call, lower the target

Active list Inactive list

Scan
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Reclaiming non-page-cache memory
Page cache is always the first to get swapped out

● In some sense, it's just an optimization...

What happens if the page cache is empty?

First, shrink other kernel memory in a similar manner
● e.g., Special caches for file pages, kernel VM allocator, and others
● Again, these are all mainly optimizations.

Only if we can't free enough memory from these caches is process 
memory freed up!

● Scan over process page tables and try to free up inactive pages
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Out of memory management
Even after all of this, it is still possible we need to free some memory.

● What can we do?
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Out of memory management
Even after all of this, it is still possible we need to free some memory.

● What can we do?

Linux resorts to killing processes until it can free some memory.

select_bad_process(): Find a “bad” process and kill it
● For each process, calculate:

Kill process with highest badness score.
● “nice” processes are given double badness points
● Procs run by root are given ¼ badness points
● Pick procs with a lot of memory but not long-lived ones (examples????)

Lesson: Seemingly important OS policies are often black magic.

Badness = 
total_vm_size

sqrt(cpu_time_used in seconds) + sqrt(sqrt(wall_clock_time in minutes))


