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Abstract

Blogs and RSS feeds are becoming increasingly popular. The
blogging site LiveJournal has over 11 million user accounts, and
according to one report, over 1.6 million postings are made to
blogs every day. The “Blogosphere” is a new hotbed of Internet-
based media that represents a shift from mostly static content to
dynamic, continuously-updated discussions. The problem is that
finding and tracking blogs with interesting content is an extremely
cumbersome process.

In this paper, we present Cobra (Content-Based RSS Aggre-
gator), a system that crawls, filters, and aggregates vast num-
bers of RSS feeds, delivering to each user a personalized feed
based on their interests. Cobra consists of a three-tiered network
of crawlers that scan web feeds, filters that match crawled ar-
ticles to user subscriptions, and reflectors that provide recently-
matching articles on each subscription as an RSS feed, which can
be browsed using a standard RSS reader. We present the design,
implementation, and evaluation of Cobra in three settings: a ded-
icated cluster, the Emulab testbed, and on PlanetLab. We present
a detailed performance study of the Cobra system, demonstrating
that the system is able to scale well to support a large number of
source feeds and users; that the mean update detection latency is
low (bounded by the crawler rate); and that an offline service pro-
visioning step combined with several performance optimizations
are effective at reducing memory usage and network load.

1 Introduction

Weblogs, RSS feeds, and other sources of “live” Internet
content have been undergoing a period of explosive growth.
The popular blogging cite LiveJournal reports over 11 mil-
lion accounts, just over 1 million of which are active over
the last month [1]. Technorati, a blog tracking site, reports
a total of 50 million blogs worldwide; this number is cur-
rently doubling every 6 months [36]. In July 2006, there
were over 1.6 million blog postings every day. These num-
bers are staggering and suggest a significant shift in the na-
ture of Web content from mostly static pages to continu-
ously updated conversations.

The problem is that finding interesting content in this
burgeoning blogosphere is extremely difficult. It is un-
clear that conventional Web search technology is well-
suited to tracking and indexing such rapidly-changing con-
tent. Many users make use of RSS feeds, which in conjunc-

tion with an appropriate reader, allow users to receive rapid
updates to sites of interest. However, existing RSS proto-
cols require each client to periodically poll to receive new
updates. In addition, a conventional RSS feed only covers
an individual site, such as a blog. The current approach
used by many users is to rely on RSS aggregators, such
as SharpReader and FeedDemon, that collect stories from
multiple sites along thematic lines (e.g., news or sports).

Our vision is to provide users with the ability to perform
content-based filtering and aggregation across millions of
Web feeds, obtaining a personalized feed containing only
those articles that match the user’s interests. Rather than re-
quiring users to keep tabs on a multitude of interesting sites,
a user would receive near-real-time updates on their per-
sonalized RSS feed when matching articles are posted. In-
deed, a number of “blog search” sites have recently sprung
up, including Feedster, Blogdigger, and Bloglines. How-
ever, due to their proprietary architecture, it is unclear how
well these sites scale to handle large numbers of feeds, vast
numbers of users, and maintain low latency for pushing
matching articles to users. Conventional search engines,
such as Google, have recently added support for searching
blogs as well but also without any evaluation.

This paper describes Cobra (Content-Based RSS Aggre-
gator), a distributed, scalable system that provides users
with a personalized view of articles culled from potentially
millions of RSS feeds. Cobra consists of a three-tiered
network of crawlers that pull data from web feeds, filters
that match articles against user subscriptions, and reflec-
tors that serve matching articles on each subscription as an
RSS feed, that can be browsed using a standard RSS reader.
Each of the three tiers of the Cobra network is distributed
over multiple hosts in the Internet, allowing network and
computational load to be balanced, and permitting locality
optimizations when placing services.

The core contributions in this paper are as follows. First,
Cobra makes use of a novel offline service provisioning
technique that determines the minimal amount of physical
resources required to host a Cobra network capable of sup-
porting a given number of source feeds and users. The tech-



nique determines the configuration of the network in terms
of the number of crawlers, filters, and reflectors, and the
interconnectivity between these services. The provisioner
takes into account a number of characteristics including
models of the bandwidth and memory requirements for
each service and models of the feed content and query key-
word distribution.

Our second contribution is a set of optimizations de-
signed to improve scalability and performance of Cobra un-
der heavy load. First, crawlers are designed to intelligently
filter source feeds using a combination of HTTP header in-
formation, whole-document and per-article hashing. These
optimizations result in a 99.8% reduction in bandwidth us-
age. Second, the filter service makes use of an efficient text
matching algorithm [16, 27] allowing over 1 million sub-
scriptions to match an incoming article in less than 20 mil-
liseconds. Third, Cobra makes use of a novel approach for
assigning source feeds to crawler instances to improve net-
work locality. We perform network latency measurements
using the King [22] method to assign feeds to crawlers, im-
proving the latency for crawling operations and reducing
overall network load.

The third contribution is a full-scale experimental eval-
uation of Cobra, using a cluster of machines at Harvard, on
the Emulab network emulation testbed, and on PlanetLab.
Our results are based on measurements of 102,446 RSS
feeds retrieved from syndic8.com and up to 2 million
emulated user queries. We present a detailed performance
study of the Cobra system, demonstrating that the system
is able to scale well to support a large number of source
feeds and users; that the mean update detection latency is
low (bounded by the crawler rate); and that our offline pro-
visioning step combined with the various performance op-
timizations are effective at reducing overall memory usage
and network load.

2 Related Work

Our design of Cobra is motivated by the rapid expansion of
blogs and RSS feeds as a new source of real-time content
on the Internet. Cobra is a form of content-based publish-
subscribe system that is specifically designed to handle vast
numbers of RSS feeds and a large user population. Here,
we review previous work in pub-sub systems, both tradi-
tional and peer-to-peer designs. The database community
has also developed systems for querying large numbers of
real-time streams, some of which are relevant to Cobra.
Traditional Distributed Pub-Sub Systems: A number
of distributed topic-based pub-sub systems have been pro-
posed where subscribers register interest in a set of specific
topics. Producers that generate content related to those top-
ics publish the content on the corresponding topic chan-
nels [11, 20, 25, 5, 6, 7]. to which the users are subscribed
and users receive asynchronous updates via these channels.
Such systems require publishers and subscribers to agree
up front about the set of topics covered by each channel,

and do not permit arbitrary topics to be defined based on a
user’s specific interests.

The alternative to the topic-based systems are content-
based pub-sub systems [37, 35, 12, 38]. In these sys-
tems, subscribers describe content attributes of interest us-
ing an expressive query language and the system filters and
matches content generated by the publishers to the sub-
scribers’ queries. Some systems support both topic-based
and content-based subscriptions [30]. For a detailed survey
of pub-sub middleware literature, see [29].

Cobra differentiates itself from other pub-sub systems in
that it integrates directly with existing protocols for deliv-
ering real-time streams on the Web — namely, HTTP and
RSS. Existing pub-sub systems do not interoperate with the
current Web infrastructure, for example, requiring publish-
ers to change the way they generate and serve content, and
requiring subscribers to register interest using private sub-
scription formats. In contrast, Cobra interoperates seam-
lessly with existing RSS sources. In addition, Cobra’s de-
sign is tailored for text-based queries on (relatively unstruc-
tured) RSS-based web feeds, rather than structured data
conforming to a well-known schema.

Peer-to-Peer Overlay Networks: A number of content-
delivery and event notification systems have been de-
veloped using peer-to-peer overlay networks, where the
premise is that these systems are highly dynamic and can
contain a large number of nodes exhibiting high rates of
churn. As we explain in Section 3, we do not envision
running Cobra in a peer-to-peer setting where nodes are
contributed by volunteers, but instead assume the use of
well-provisioned hosting centers, as is currently the norm
for commercial Internet services. Nonetheless, it is worth
describing some of the other design differences with these
systems.

Corona [32] is a pub-sub system for the Web built on
top of Pastry [33]. Users specify interest in specific URLs
and updates are sent to users using instant message no-
tifications. The main goal of Corona is to mitigate the
polling overhead placed on monitored URLs, which is ac-
complished by spreading polling load among cooperating
peers and amortizing the overhead of crawling across many
users interested in the same URL. An informed algorithm
determines the optimal assignment of polling tasks to peers
to meet system-wide goals such as minimizing update de-
tection time or minimizing load on content servers.

Corona is strictly concerned with allowing users to mon-
itor an individual URL and focuses on the efficiency of
the polling operation. Unlike Cobra, Corona does not per-
mit an individual user to monitor a large number of web
feeds simultaneously, nor specify content-based predicates
on which content should be pushed to the user. Like Co-
bra, Corona can interoperate seamlessly with the current
pull-based Web architecture.

A number of application-level multicast systems [34,
41] have been built using DHTs that construct an infor-



mation dissemination tree with the multicast group mem-
bers as leaf nodes. The resulting application-level multicast
service is similar to the aforementioned topic-based pub-
sub systems without content-based filtering. The multicast
tree is formed by joining the routes from each subscriber
node to a root node. In contrast, Cobra constructs an over-
lay topology using a service provisioning technique, taking
into account the required resources to support a target num-
ber of source feeds and users.

Real-time Stream Querying There has been much re-
cent work from the database community on continuous
querying of real-time data streams located at geographi-
cally dispersed data sources. These include Medusa [14],
PIER [23], IrisNet [19], Borealis [13], and Stream-Based
Overlay Networks [31]. These systems provide a general-
purpose service for distributed querying of data streams,
tend to assume a relational data model, and provide an elab-
orate set of operators to applications. Cobra, on the other
hand, is specifically designed to filter and deliver relatively
unstructured RSS feeds, provides a simple keyword-based
query format to the user, and has models of the resource
consumption of its crawler, filter, and reflector services
used for provisioning.

Blog Search Engines: Recently, a number of “blog
search engines” have come online, including Feedster,
Blogdigger, Bloglines, IceRocket, and Technorati. Apart
from Google and MSN’s blog search services, most of
these sites appear to be backed by small startup compa-
nies and little is known about how they operate. In par-
ticular, their ability to scale to large numbers of feeds and
users, use network resources efficiently, and maintain low
update latencies is unknown. In Section 4 we attempt to
measure the update latency of several of these sites. As for
MSN and Google, we expect these sites leverage the vast
numbers of server resources distributed across many data
centers to rapidly index updates to blogs. Although an aca-
demic research group cannot hope to garner these kinds of
resources, by developing Cobra we hope to shed light on
important design considerations and tradeoffs for this in-
teresting application.

3 COBRA System Design

The overall architecture of Cobra is shown in Figure 1.
Cobra consists of a three-tiered network of crawlers, fil-
ters, and reflectors. Crawlers are responsible for period-
ically crawling web feeds, such as blogs, news sites, and
other RSS feeds, which we collectively call source feeds.
A source feed consists of a series of articles. The number
of articles provided by a source feed at any time depends
on how it is configured; a typical blog or news feed will
only report the most recent 10 articles or so. As described
below, Cobra crawlers employ various techniques to reduce
polling load by checking for updates in the source feeds in
a lightweight manner.

Crawlers send new articles to the filters, which match

users

reflectors

filters

Figure 1: The Cobra content-based RSS aggregation net-
work.

the content of those articles against the set of user subscrip-
tions. In our current design, a subscription consists of a set
of keywords. An article matches the subscription if all of
the keywords in the subscription are found in the article,
using a case-insensitive, index-based matching algorithm.

Articles matching a given subscription are pushed to the
appropriate reflector, which presents to the end user a per-
sonalized RSS feed that can be browsed using a standard
RSS reader. The reflector caches the last k£ matching arti-
cles for the feed (where k is typically 10), requiring that
the user poll the feed periodically to ensure that all match-
ing articles will be detected. This behavior matches that
of many existing RSS feeds that limit the number of arti-
cles included in the feed. Although the reflector must be
polled by the user (as required by current RSS standards),
this polling traffic is far less than requiring users to poll
many thousands of source feeds. Also, it is possible to re-
place or augment the reflector with push-based notification
mechanisms using email, instant messaging, or SMS; we
leave this to future work.

3.1 Crawler service

The crawler service takes in a list of source feeds (given
as URLs) and periodically crawls the list to detect new ar-
ticles. A naive crawler would periodically download the
contents of each source feed and push all articles contained
therein to the filters. However, this approach can consume
a considerable amount of bandwidth, both for downloading
the source data and sending updates to the filters. In a con-
ventional usage of RSS, many users periodically polling a
popular feed can have serious network impact [32]. Al-
though Cobra amortizes the cost of crawling each feed
across all users, the sheer number of feeds demands that
we are careful about the amount of network bandwidth we
consume.

The Cobra crawler includes a number of optimizations
designed to reduce bandwidth usage. First, crawlers at-
tempt to use the HTTP Last-Modified and ETag
headers to check whether a feed has been updated since
the last polling interval. Second, the crawler makes use of



HTTP delta encoding for those feeds that support it.

When it is necessary to download the content for a feed
(because its HTTP headers indicate it has changed, or if
the server does not provide modification information), the
crawler filters out articles that have been previously pushed
to filters, reducing bandwidth requirements further and pre-
venting users from seeing duplicate results. We make use
of two techniques. First, a whole-document hash using
Java’s hashCode function is computed; if it matches the
previous hash for this feed, the entire document is dropped.
Second, each feed that has changed is broken up into its
individual articles (or entries), which are henceforth pro-
cessed individually. A hash is computed on each of the
individual articles, and those matching a previously-hashed
article are filtered out. As we show in Section 4, these tech-
niques greatly reduce the amount of traffic between source
feeds and crawlers and between crawlers and filters.

3.2 Filter service

The filter service receives updated articles from crawlers
and matches those articles against a set of subscriptions.
Each subscription is a tuple consisting of a subscription
ID, reflector ID, and list of keywords. The subscription
ID uniquely identifies the subscription and the reflector
ID is the address of the corresponding reflector for that
user. Subscription IDs are allocated by the reflectors when
users inject subscriptions into the system. Each subscrip-
tion has a list of keywords that must all be matched (in a
case-insensitive fashion) in the article. One user may inject
multiple concurrent subscriptions into the system; this is a
simple way to support disjunctive queries. For example, the
query “(law AND internet) OR (copyright AND software)”
can be satisfied by injecting two separate queries for “law,
internet” and “copyright, software”.

Given a high volume of traffic from crawlers and a large
number of users, it is essential that the filter be able to
match articles against subscriptions efficiently. Cobra uses
the matching algorithm proposed by Fabret et al. [16, 27].
This algorithm operates in two phases. In the first phase,
the filter service uses an index to determine the set of all
words (across all subscriptions) that are matched by any ar-
ticle. This has the advantage that words that are mentioned
in multiple subscriptions are only evaluated once. In the
second phase, the filter determines the set of subscriptions
in which all words have a match. This is accomplished by
ordering subscriptions according to overlap and by order-
ing words within subscriptions according to selectivity, to
test the most selective words first. If a word was not found
in the first phase, all subscriptions that include that word
can be discarded without further consideration. As a result,
only a fraction of the subscriptions is considered if there is
much overlap between them.

Due to its sub-linear complexity, the matching algorithm
is extremely efficient: matching a single article against
1 million user subscriptions has a 90th percentile latency
of just 10 ms (using data from real Web feeds and synthe-

sized subscriptions, as discussed in Section 4). In contrast,
anaive algorithm (using a linear search across the subscrip-
tion word lists) requires more than 10 sec across the same
1 million subscriptions, a difference of four orders of mag-
nitude.

3.3 Reflector service

The final component of the Cobra design is the reflector
service, which receives matching articles from filters and
reflects them as a personalized RSS feed for the corre-
sponding user. In designing the reflector, several questions
arose. First, should the filter service send the complete ar-
ticle body, a summary of the article, or only a link to the
article? Clearly, this has implications for bandwidth usage.
Second, how should filters inform each reflector of the set
of matching subscriptions for each article? As the number
of matching subscriptions increases, sending a list of sub-
scription IDs could consume far more bandwidth than the
article contents themselves.

In our initial design, for each matching article, the fil-
ter would send the reflector a summary consisting of the
title, URL, and first 1 KB of the article body, along with
a list of matching subscription IDs. This simplifies the
reflector’s design as it must simply link the received arti-
cle summary to the personalized RSS feed of each of the
matching subscription IDs. Article summaries are shared
across subscriptions, meaning if one article matches multi-
ple subscriptions, only one copy is kept in memory on the
reflector.

However, with many active subscriptions, the user list
could grow to be very large: with 100,000 matching sub-
scriptions on an article and 32-bit subscription IDs, this
translates into 400KB of overhead per article being sent
to the reflectors. One alternative is to use a bloom filter
to represent the set of matching users; we estimate that a
12KB filter could capture a list of 100,000 user IDs with a
false positive rate of 0.08%. However, this would require
the reflector to test each user ID against the filter on recep-
tion, involving a large amount of additional computation.

In our final design, the filter sends the complete arti-
cle body to the reflector without a user list, and the reflec-
tor re-runs the matching algorithm against the list of active
subscriptions it stores for the users it is serving. Since the
matching algorithm is so efficient (taking 10ms for 1 mil-
lion subscriptions), this appears to be the right tradeoff be-
tween bandwidth consumption and CPU overhead. Instead
of sending the complete article, we could instead send only
the union of matching words across all matching subscrip-
tions, which in the worst case reduces to sending the full
text.

For each subscription, Cobra caches the last £ matching
articles, providing a personalized feed which the user can
access using a standard RSS reader. The value of k£ must
be chosen to bound memory usage while providing enough
content that a user is satisfied with the “hits” using infre-
quent polling; typical RSS readers poll every 15-60 min-



utes [26]. In our current design, we set k = 10, a value that
is typical for many popular RSS feeds (see Figure 4). An-
other approach might be to dynamically set the value of k
based on the user’s individual polling rate or the expected
popularity of a given subscription. We leave these exten-
sions to future work.

A user subscribes to Cobra by visiting a web site that
allows the user to establish an account and submit sub-
scription requests in the form of keywords. The web server
coordinates with the reflectors and filters to instantiate a
subscription, by performing two actions: (1) associating
the user with a specific reflector node; and (2) injecting
the subscription details into the reflector node and the filter
node(s) that feed data into that reflector. The response to
the user’s subscription request is a URL for a private RSS
feed hosted by the chosen reflector node. In our current
prototype, reflector nodes are assigned randomly to users
by the Web server, but a locality-aware mechanism such as
Meridian [40] or OASIS [18] could easily be used instead.
Users can later cancel or modify subscriptions through the
Web-based front end.

3.4 Hosting model

Although “peer to peer,” self-organizing systems based on
shared resources contributed by volunteers are currently en
vogue, we are not sure that this model is the best for pro-
visioning and running a service like Cobra. Rather, we
choose to exploit conventional approaches to distributed
systems deployment, making use of well-provisioned host-
ing centers, which is the norm for commercial Internet ser-
vices. Each of the three tiers of Cobra can be distributed
over multiple hosts in the Internet, allowing computational
and network load to be balanced across servers and host-
ing centers. Distribution also allows the placement of Co-
bra services to take advantage of improved locality when
crawling blogs or pushing updates to users.

The use of a hosting center model allows us to make
certain assumptions to simplify Cobra’s design. First, we
assume that physical resources in a hosting center can be
dedicated to running Cobra services, or at least that host-
ing centers can provide adequate virtualization [3, 10] and
resource containment [9] to provide this illusion. Second,
we assume that Cobra services can be replicated within a
hosting center for increased reliability. Third, we assume
that hosting centers are generally well-maintained and that
catastrophic outages of an entire hosting center will be rare.
Cobra can tolerate outages of entire hosting centers, albeit
with reduced harvest and yield [17]. Finally, we assume
that allocating resources to Cobra services and monitoring
their performance at runtime can be performed centrally.
These assumptions strongly influence our approach to ser-
vice provisioning as we are less concerned with tolerating
unexpected variations in CPU and network load and inter-
mittent link and node failures, as is commonly seen on open
experimental testbeds such as PlanetLab [28].

3.5 Service provisioning

As the number of source feeds and users grows, there
is a significant challenge in how to provision the service
in terms of computational horsepower and network band-
width. Server and network resources cost money; addi-
tionally, a system may have limitations on the amount of
physical resources available. Our goal is to determine the
minimal amount of physical resources required to host a
Cobra network capable of supporting a given number of
source feeds and users. For this purpose, we make use of an
offline service provisioning technique that determines the
configuration of the Cobra network in terms of the number
of crawlers, filters, and reflectors, as well as the intercon-
nectivity between these services. Due to space constraints,
we only provide an informal description of the service pro-
visioning algorithm.

The provisioner takes as inputs the target number of
source feeds and users, a model of the memory and band-
width requirements for each service, as well as other pa-
rameters such as distribution of feed sizes and the per-user
polling rate. The provisioner also considers inbound and
outbound bandwidth constraints for each node, as well as
memory constraints. Its output is a graph representing the
topology of the Cobra network graph.

The provisioner models each Cobra service as running
on a separate physical host with independent memory and
bandwidth constraints. This results in a conservative esti-
mate of resource requirements as it does not permit mul-
tiple services within a hosting center to share resources
(e.g., bandwidth). A more sophisticated algorithm could
take such resource sharing into account.

The provisioner attempts to configure the network to
meet the given number of source feeds and users while
minimizing the number of services. The algorithm oper-
ates as follows. It starts with a simple 3-node topology with
one crawler, one filter, and one reflector. In each iteration,
the algorithm identifies any bandwidth or memory con-
straint violations in the current configuration, and greedily
resolves them by decomposing services as described below.
When no more violations exist, the algorithm terminates.

An out-decomposition resolves outgoing bandwidth vi-
olations and operates by replacing a service with n copies
such that all incoming links from the original service are
replicated across the replicas, and outbound bandwidth is
load balanced across them. An in-decomposition resolves
incoming bandwidth violations similarly. Both decomposi-
tions may also be used to resolve memory violations since
memory usage can be balanced across replicas.

When faced with multiple violations and several possi-
ble decompositions to choose from, the algorithm uses a
few simple heuristics to estimate the severity of each vi-
olation and considers which action to take that will have
the largest effect while introducing the smallest number of
new nodes. Note that at each step, a decomposition may
introduce violations on other nodes that must be resolved
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Figure 2: Operation of the Cobra network provisioner. The Cobra provisioner begins within a minimal configuration with a single
crawler, filter, and reflector, and iteratively decomposes services to eliminate bandwidth and memory constraints. (a) Shows the resulting
configuration for IM source feeds and 10M users. (b) Shows the number of services required for an increasing number of users, with

1/10th the number of feeds in each configuration.

in subsequent iterations.

Although this greedy approach might lead to local min-
ima and may in fact fail to find a topology that satisfies the
input constraints when such a configuration does exist, in
practice the algorithm produces network topologies with a
modest number of nodes to handle large loads. We chose
this greedy iterative approach because it was conceptually
simple and easy to implement.

Figure 2(a) shows the topology for a network supporting
1 million source feeds, 10 million users, a bandwidth limit
of 100 Mbps, and 256 MB memory cap. The graph has
5 crawlers, 3 filters, and 25 reflectors. Figure 2(b) shows
how these values scale as the number of users and feeds
scales up. We chose these memory and bandwidth limita-
tions as a conservative estimate of what resources would be
available in a commercial hosting center.'

3.6 Service instantiation and monitoring

The output of the provisioner is a virtual graph (see Fig-
ure 2(a)) representing the number and connectivity of the
services in the Cobra network. Of course, these services
must be instantiated on physical hosts. A wide range of in-
stantiation policies could be used, depending on the physi-
cal resources available. For example, a small startup might
use a single hosting center for all of the services, while a
larger company might distribute services across multiple
hosting centers to achieve locality gains. Both approaches
permit incremental scalability by growing the number of
machines dedicated to the service.

The Cobra design is largely independent of the mech-
anism used for service instantiation. In our experiments
described in Section 4, we use different strategies based
on the nature of the testbed environment. In our dedicated
cluster and Emulab experiments, services are mapped one-
to-one with physical hosts in a round-robin fashion. In

'We feel that the 100 Mbps bandwidth figure is not unreasonable;
bandwidth measurements from PlanetLab indicate that the median intern-
ode bandwidth across the Internet is at least this large [24].

our PlanetLab experiments, services are distributed ran-
domly to achieve good coverage in terms of locality gains
for crawling and reflecting (described below). An al-
ternate mechanism could make use of previous work on
network-aware service placement to minimize bandwidth
usage [8, 31].

After deployment, it is essential that the performance
of the Cobra network be monitored to validate that it is
meeting targets in terms of user-perceived latency as well
as bandwidth and memory constraints. Also, as the user
population and number of source feeds grow it will be es-
sential to re-provision Cobra over time. We envision this
process occurring over fairly coarse-grained time periods,
such as once a month or quarter. Each Cobra node is instru-
mented to collect statistics on memory usage, CPU load,
and inbound and outbound bandwidth consumption. These
statistics can be collected periodically to ascertain whether
re-provisioning is necessary.

3.7 Source feed mapping

Once crawler services have been instantiated, the final step
in running the Cobra network is to assign source feeds to
crawlers. In choosing this assignment, we are concerned
not only with spreading load across multiple crawlers, but
also reducing the total network load that the crawlers will
induce on the network. A good way of reducing this load is
to optimize the locality of crawlers and their corresponding
source feeds. Apart from being good network citizens, im-
proving locality also reduces the latency for crawling op-
erations, thereby reducing the update detection latency as
perceived by users. Because the crawlers use fairly aggres-
sive timeouts (5 sec) to avoid stalling on slow feeds, reduc-
ing crawler-feed latency also increases the overall yield of
a crawling cycle.

In Cobra, we assign source feeds to crawlers in a
latency-aware fashion. One approach is to have each
crawler measure the latency to all of the source feeds, and
use this information to perform a coordinated allocation of



Figure 3: An example of locality-aware source feed map-
ping. Three crawlers are shown as circles and the 5 near-
est source feeds, according to estimated latency, are shown
as triangles. Colors indicate the mapping from feeds to
crawlers, which is also evident from the geographic layout.

the source feed list across the crawlers. Alternately, we
could make use of network coordinate systems, such as
Vivaldi [15], which greatly reduces ping load by mapping
each node into a low-dimensional coordinate space, allow-
ing an estimate of the latency between any two hosts to be
measured as the Euclidean distance in the coordinate space.
However, such schemes require end hosts to run the net-
work coordinate software, which is not possible in the case
of oblivious source feeds.

Instead, we perform an offline measurement of the la-
tency between each of the source feeds and crawler nodes
using King [22]. King estimates the latency between any
two Internet hosts by performing an external measurement
of the latency between their corresponding DNS servers;
King has been reported to have a 75th percentile error of
20% of the true latency value. It is worth noting that many
source feeds are hosted by the same IP address, so we
achieve a significant reduction in the measurement over-
head by limiting probes to those nodes with unique IP ad-
dresses. In our sample of 102,446 RSS feeds, there are only
591 unique IP addresses.

Given the latency matrix between feeds and crawlers,
we perform assignment using a simple first-fit bin-packing
algorithm. The algorithm iterates through each crawler C;
and calculates ¢* = argminl(F;,C;), where [(-) is the
latency between F; and C;. Fj~ is then assigned to Cj.
Given F feeds and C' crawlers, we assign F'/C' feeds to
each crawler (assuming F' > (). We have considered as-
signing varying number of feeds to crawlers, for example,
based on the posting activity of each feed, but have not yet
implemented this technique.

Figure 3 shows an example of the source feed mapping
from one of our experiments. To reduce clutter in the map
we show only 3 crawlers (one in the US, one in Switzer-
land, and one in Japan) and the 5 nearest crawlers, accord-
ing to estimated latency, for each. The mapping process
is clearly effective at achieving good locality and naturally
minimizes traffic over transoceanic links.

3.8 Implementation

Our prototype of Cobra is implemented in Java, and makes
use of our substrate for stream-based overlay networks
(SBONSs) [31] for setting up and managing data flows be-

tween services. Note, however, that the placement of Co-
bra services onto physical hosts is determined statically, at
instantiation time, rather than dynamically as described in
our previous work [31]. A central controller node handles
provisioning and instantiation of the Cobra network. The
provisioner outputs a logical graph which is then instanti-
ated on physical hosts using a (currently random) allocation
of services to hosts. The instantiation mechanism depends
on the specific deployment environment. As described in
the next section, we have run Cobra on a local cluster, the
Emulab testbed, and PlanetLab.

Our implementation of Cobra consists of 29178 lines of
Java code in total. The crawler service is 2445 lines, the
filter service is 1258 lines, and the reflector is 622 lines.
The controller code is 377 lines, while the remaining
24476 consists of our underlying SBON substrate for man-
aging the overlay network.

4 Evaluation

We have several goals in our evaluation of Cobra. First, we
show that Cobra can scale well to handle a large number
of source feeds and user subscriptions. Scalability is lim-
ited by service resource requirements (CPU and memory
usage) as well as network bandwidth requirements. How-
ever, a modestly-sized Cobra network (Figure 2) can han-
dle 10M users and 1M source feeds. Second, we show that
Cobra offers low latencies for discovering matching arti-
cles and pushing those updates to users. The limiting factor
for update latency is the rate at which source feeds can be
crawled, as well as the user’s own polling interval. We also
present data comparing these update latencies with three
existing blog search engines: Google Blog Search, Feed-
ster, and Blogdigger.

We present results from experiments on three platforms:
a local cluster, the Utah Emulab testbed [39], and Planet-
Lab. The local cluster allows us to measure service-level
performance in a controlled setting, although scalability is
limited. Our Emulab results allow us to scale out to larger
configurations. The PlanetLab experiments are intended to
highlight the value of source feed clustering and the impact
of improved locality.

We use a combination of real and synthesized web feeds
to measure Cobra’s performance. The real feeds consist
of a list of 102,446 RSS feeds from syndic8.com, an RSS
directory site. The properties of these feeds were studied
in detail by Liu et al. in [26]. To scale up to larger num-
bers, we implemented an artificial feed generator. Each
generated feed consists of 10 articles with words chosen
randomly from a distribution of English words based on
popularity rank from the Brown corpus [2]. Generated feed
content changes dynamically with update intervals similar
to those of real feeds, based on data from [26]. The feed
generator is integrated into the crawler service and is en-
abled by a runtime flag.

Simulated user subscriptions are similarly generated



median | 90th percentile
Size of feed (bytes) 7606 22890
Size of feed (articles) | 10 17
Size of article (bytes) | 768 2426
Size of article (words) | 61 637

Figure 4: Properties of Web feeds used in our study.
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Figure 5: Relationship between feed size and crawl time.

with a keyword list consisting of the same distribution as
that used to generate feeds. We exclude the top 29 most
popular words, which are considered excessively general
and would match essentially any article. (We assume that
these words would normally be ignored by the subscription
web portal when a user initially submits a subscription re-
quest.) The number of words in a query is chosen from
a distribution based on a Yahoo study [4] of the number of
words used in web searches; the median subscription length
is 3 words with a maximum of 8. In Cobra, we expect that
users will typically submit subscription requests with many
keywords to ensure that the subscription is as specific as
possible and does not return a large number of irrelevant
articles. Given the large number of simulated users, we do
not actively poll Cobra reflectors, but rather estimate the
additional network load that this process would generate.

4.1 Properties of Web feeds

Liu et al. [26] present a detailed evaluation of the properties
of RSS feeds, using the same list of 102,446 RSS feeds
used in our study. Figure 4 summarizes the size of the feeds
and individual articles observed in a typical crawl of this set
of feeds between October 1-5, 2006. The median feed size
is under 8 KB and the median number of articles per feed
is 10.

Figure 5 shows a scatterplot of the size of each feed
compared to its crawl time from a PlanetLab node running
at Princeton. The figure shows a wide variation in the size
and crawl time of each feed, with no clear relationship be-
tween the two. The large spike around size 8000 bytes rep-
resents a batch of 36,321 RSS feeds hosted by topix.net.
It turns out these are not static feeds but dynamically-
generated aggregation feeds across a wide range of topics,
which explains the large variation in the crawl time.
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Figure 6: Memory usage of each Cobra service.

4.2 Microbenchmarks

Our first set of experiments measure the performance of
the individual Cobra services. Figure 6 shows the mem-
ory usage of a single instance of each Cobra service as the
number of user subscriptions is increased. For 1 million
user subscriptions, the filter requires 192 MB and the re-
flector 276 MB. These values include the full size of the
Java heap for the running service. The filters and reflectors
require memory to store the subscription word list and the
internal state of the matching algorithm. The reflector ad-
ditionally caches the most recent 10 articles per user, with
a maximum cache size of 128 MB in this experiment.

Crawler performance

Figure 7 shows the bandwidth reduction resulting from op-
timizations in the crawler to avoid crawling feeds that have
not been updated. As the figure shows, using last-modified
checks for reading data from feeds reduces the inbound
bandwidth by 43%. The combination of techniques for
avoiding pushing updates to the filters results in a 99.8%
reduction in the bandwidth generated by the crawlers, a to-
tal of 2.2 KB/sec for 102,446 feeds. We note that none of
the feeds in our study supported the use of HTTP delta en-
coding, so while this technique is implemented in Cobra it
does not yield any additional bandwidth savings.

The use of locality-aware clustering should reduce the
time to crawl a set of source feeds, as well as reduce over-
all network load. From our initial set of 102,446 feeds, we
filtered out those that appeared to be down as well as feeds
from two aggregator sites, fopix.net and izynews.de, that
together constituted 50,953 feeds. These two sites host a
large number of dynamically-generated feeds that exhibit a
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wide variation in crawl times, making it difficult to differ-
entiate network effects.

Figure 8 shows the time to crawl the remaining
34,092 RSS feeds distributed across 481 unique IP ad-
dresses. 11 crawlers were run on PlanetLab distributed
across North America, Europe, and Asia. With locality
aware mapping, the median crawl time per feed drops from
197 ms to 160 ms, a reduction of 18%.

Filter performance

Figure 9 shows the median time for the filter’s matching
algorithm to compare a single article against an increas-
ing number of user subscriptions. The matching algorithm
is very fast, requiring less than 20 ms to match an article
of 2000 words against 1 million user subscriptions. Keep
in mind that according to Figure 4 that the median arti-
cle size is just 61 words, so in practice the matching time
is much faster: we see a 90th percentile of just 2 ms per
article against 1 million subscriptions. Of course, as the
number of incoming articles increases, the overall match-
ing time may become a performance bottleneck, although
this process is readily distributed across multiple filters.

4.3 Scalability measurements

To demonstrate the scalability of Cobra with a large num-
ber of feeds and user subscriptions, we ran additional ex-
periments using our local cluster and the Utah Emulab
testbed. Here, we are interested in two key metrics: (1) The
bandwidth consumption of each tier of the Cobra network,
and (2) The latency for an updated article from a source
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Figure 8: Effect of locality-aware clustering. This is a CDF
of the time to crawl 34092 RSS feeds across 481 separate IP ad-
dresses from 11 PlanetLab hosts, with and without the locality
aware clustering.
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Figure 9: Article match time versus number of subscriptions
and number of words per article. The median time to match
an article is a function of the number of subscriptions and the
number of words per article.

feed to propagate through the three tiers of the network.

Figure 10 shows the total bandwidth consumption of
each tier of the Cobra network, with 1 million source
feeds and 2 million subscriptions. As the figure shows, to-
tal bandwidth consumption remains fairly low despite the
large number of users and feeds, owing mainly to the ef-
fective use of intelligent crawling. Note that as the number
of subscriptions increases, the selectivity of the filter tier
approaches 1: every article will match some user subscrip-
tion, so the reduction in bandwidth from the filter tier is not
significant.

We are also interested in the intra-network latency for an
updated article passing through the three tiers of the Cobra
network. To gather this data, we instrumented the crawler,
filter, and reflector to send a packet to a central logging host
every time a given article was (1) generated by the crawler,
(2) received at a filter, (2) matched by the filter, and (3) de-
livered to the reflector. Although network latency between
the logging host and the Cobra nodes can affect these re-
sults, we believe these latencies to be small compared to
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the Cobra overhead.

We look at the effect on the intra-network latency as the
number of subscriptions varies. Figure 11 shows a CDF of
the latency for 1 million synthetic feeds and either 1 or 2
million subscriptions. The network uses one (artificial)
crawler node, 6 filters, and 3 reflector nodes. As the fig-
ure shows, median latency for 1 million users is 5.172 sec
and for 2 million users is 8.593 sec. The latencies are due
mainly to CPU load on filters and reflectors, which must
run the matching algorithm against every incoming article.
We have implemented a simple congestion control scheme
that applies backpressure when a node is unable to con-
sume additional incoming data because it is busy; a node
will block attempting to send data to a busy downstream
node. As the system is scaled to handle more subscriptions
and more users, Cobra will naturally load-balance across
multiple hosts in each tier, keeping latencies low.

Note that the user’s perceived update latency is bounded
by the sum of the intra-network latency once an article is

crawled by Cobra, and the crawling interval, that is, the rate
at which source feeds are crawled. In our current system,
we set the crawling interval to 15 minutes, which domi-
nates the intra-network latencies shown in Figure 11. The
intra-network latency is in effect the minimum latency that
Cobra can support, if updates to feeds could be detected
instantaneously.

4.4 Comparison to other search engines

Given the number of other blog search engines on the Inter-
net, we were curious to determine how well Cobra’s update
latency compared to these sites. We created blogs on two
popular blogging sites, LiveJournal and Blogger.com, and
posted articles containing a sentence of several randomly-
chosen words to each of these blogs.”> We then searched for
our blog postings on three sites: Feedster, Blogdigger, and
Google Blog Search, polling each site at 5 sec intervals.

We created our blogs at least 24 hours prior to posting,
to give the search engines enough time to index them. Nei-
ther Feedster or Blogdigger detected any of our postings to
these blogs, even after a period of nearly a week. We sur-
mise that our blog was not indexed by these engines or that
the crawling frequency is very low.

Google Blog Search performed incredibly well, with a
detection latency as low as 83 seconds. In two out of five
cases, however, the latency was 87 minutes and 6.6 hours,
respectively, suggesting that the performance may not be
predictable. Because Blogger.com is owned by Google, we
suspected this site might be proactively pushing blog up-
dates to the Google crawler to improve performance. How-
ever, we observed similar update times with our LiveJour-
nal blog. We also uncovered what appears to be a bug
in Google’s blog indexer: setting our unique search term
as the title of the blog posting with no article body would
cause Google’s site to return a bogus results page (with no
link to the matching blog), although it appears to have in-
dexed the search term. Our latency figures ignore this bug,
giving Google the benefit of the doubt although the correct
result was not returned.

In contrast, Cobra’s average update latency is a function
of the crawler period, which we set at 15 minutes. With
a larger number of crawler daemons operating in parallel,
we believe that we could bring this interval down to match
Google’s performance. There are no published details on
how Google’s blog search is implemented, such as whether
it simply leverages Google’s static web page indexer.

5 Conclusions and Future Work

We have presented Cobra, a system that offers real-time
content-based search and aggregation on Web feeds. Cobra
is designed to be incrementally scalable, as well as to make
careful use of network resources through a combination of

2 An example posting was “certified venezuela gribble spork.” Unsur-
prisingly, no extant blog entries matched a query for these terms.



offline provisioning, intelligent crawling and content filter-
ing, and network-aware clustering of services. Our pro-
totype of Cobra scales well with modest resource require-
ments and exhibits low latencies for detecting and pushing
updates to users.

Mining and searching the dynamically varying blogo-
sphere offers many exciting directions for future research.
We plan to host Cobra as a long-running service on a local
cluster and perform a measurement study generated from
real subscription activity. We expect our experience to in-
form our choice of parameters, such as how often to re-
provision the system and how to set the number of articles
cached for users (perhaps adaptively, depending on indi-
vidual user activity). We also plan to investigate whether
more sophisticated filtering techniques are desirable. Our
current matching algorithm does not rank results by rel-
evance, but rather only by date. Likewise, the algorithm
is unconcerned with positional characteristics of matched
keywords; as long as all keywords match an article, it is
delivered to the user.

Unlike Web search engines, it is unclear what consti-
tutes a good ranking function for search results on RSS
feeds. For example, the link-based context such as that
used by PageRank [21] may need to be modified to be rel-
evant to Web feeds such as blog postings, which have few
inbound links but often link to other (static) Web pages. In-
corporating this contextual information is extremely chal-
lenging given the rapidly-changing nature of Web feeds.

Another open question is how to rapidly discover new
Web feeds and include them into the crawling cycle. Ac-
cording to one report [36], over 176,000 blogs were created
every day in July 2006. Finding new blogs on popular sites
such as Blogger and LiveJournal may be easier than more
generally across the Internet. While the crawler could col-
lect lists of RSS and Atom URLSs seen on crawled pages,
incorporating these into the crawling process may require
frequent rebalancing of crawler load. Finally, exploiting
the wide distribution of update rates across Web feeds of-
fers new opportunities for optimization. If the crawler ser-
vices could learn which feeds are likely to be updated fre-
quently, the crawling rate could be tuned on a per-feed ba-
sis.
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