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ABSTRACT
Lack of cooperation(free riding) is oneof the key problemsthat
confrontstoday's P2Psystems.What makes this problempartic-
ularly dif�cult is the unique set of challengesthat P2P systems
pose:largepopulations,highturnover, asymmetryof interest,collu-
sion,zero-costidentities,andtraitors.To tacklethesechallengeswe
model the P2Psystemusingthe GeneralizedPrisoner's Dilemma
(GPD),andproposetheReciprocative decisionfunctionastheba-
sisof a family of incentivestechniques.Thesetechniquesarefully
distributedandinclude:discriminatingserver selection,max�ow-
basedsubjectivereputation,andadaptivestrangerpolicies.Through
simulation,we show that thesetechniquescan drive a systemof
strategic usersto nearlyoptimallevelsof cooperation.

Categoriesand SubjectDescriptors
C.2.4 [Computer-Communication Networks]: Distributed Sys-
tems;J.4[SocialAnd Behavioral Sciences]: Economics

GeneralTerms
Design,Economics

Keywords
Incentives, peer-to-peer, free-riding, reputation,collusion, cheap
pseudonyms,whitewash,prisonersdilemma

1. INTRODUCTION
Many peer-to-peer(P2P)systemsrely on cooperationamongself-
interestedusers.For example, in a �le-sharing system,overall
downloadlatency andfailurerateincreasewhenusersdo not share
their resources[3]. In a wirelessad-hocnetwork, overall packet la-
tency andlossrateincreasewhennodesrefuseto forwardpackets
onbehalfof others[26]. Furtherexamplesare�le preservation[25],
discussionboards[17], online auctions[16], and overlay routing
[6]. In many of thesesystems,usershave naturaldisincentivesto
cooperatebecausecooperationconsumestheir own resourcesand
may degradetheir own performance.As a result,eachuser's at-
tempt to maximizeher own utility effectively lowers the overall
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Figure 1: Example of asymmetry of interest.A wants service fr om B ,
B wantsservice form C, and C wantsservice fr om A.

utility of thesystem.Avoiding this “tragedyof thecommons”[18]
requiresincentivesfor cooperation.

Weadoptagame-theoreticapproachin addressingthisproblem.In
particular, we usea prisoners'dilemmamodel to capturethe es-
sential tensionbetweenindividual and social utility, asymmetric
payoff matricesto allow asymmetrictransactionsbetweenpeers,
anda learning-based[14] populationdynamicmodelto specifythe
behavior of individual peers,which canbe changedcontinuously.
While socialdilemmashavebeenstudiedextensively, P2Papplica-
tionsimposeauniquesetof challenges,including:

� Lar ge populations and high tur nover: A �le sharingsys-
temsuchasGnutellaandKaZaacanexceed100; 000simul-
taneoususers,andnodescanhaveanaveragelife-time of the
orderof minutes[33].

� Asymmetry of interest: Asymmetric transactionsof P2P
systemscreatethe possibility for asymmetryof interest.In
the examplein Figure1, A wantsservicefrom B, B wants
servicefrom C, andC wantsservicefrom A.

� Zero-cost identity: Many P2Psystemsallow peersto con-
tinuouslyswitchidentities(i.e.,whitewash).

Strategiesthat work well in traditionalprisoners'dilemmagames
suchasTit-for-Tat [4] will not farewell in theP2Pcontext. There-
fore, we proposea family of scalableand robust incentive tech-
niques,basedupona novel Reciprocativedecisionfunction,to ad-
dressthesechallengesandprovidedifferenttradeoffs:

� Discriminating Server Selection:Cooperationrequiresfa-
miliarity betweenentitieseitherdirectly or indirectly. How-
ever, thelargepopulationsandhigh turnover of P2Psystems
makes it lesslikely that repeatinteractionswill occurwith
a familiar entity. We show that by having eachpeerkeepa



privatehistory of the actionsof otherpeerstoward her, and
usingdiscriminatingserver selection,the Reciprocative de-
cision function canscaleto large populationsandmoderate
levelsof turnover.

� Shared History: Scalingto higher turnover andmitigating
asymmetryof interestrequiressharedhistory. Considerthe
examplein Figure1. If everyoneprovidesservice,thenthe
systemoperatesoptimally. However, if everyonekeepsonly
privatehistory, no onewill provide servicebecauseB does
not know thatA hasservedC, etc.We show thatwith shared
history, B knowsthatA servedC andconsequentlywill serve
A. This resultsin ahigherlevel of cooperationthanwith pri-
vatehistory. Thecostof sharedhistoryis adistributedinfras-
tructure(e.g.,distributedhashtable-basedstorage)to store
thehistory.

� Max�o w-basedSubjectiveReputation: Sharedhistorycre-
atesthepossibilityfor collusion.In theexamplein Figure1,
C canfalselyclaim thatA servedhim, thusdeceiving B into
providing service.We show thata max�ow-basedalgorithm
that computesreputationsubjectively promotescooperation
despitecollusionamong1/3of thepopulation.Thebasicidea
is thatB wouldonly believeC if C hadalreadyprovidedser-
vice to B. The costof the max�ow algorithmis its O(V 3)
runningtime,whereV is thenumberof nodesin thesystem.
To eliminatethis cost,we have developeda constantmean
runningtime variation,which tradeseffectivenessfor com-
plexity of computation.We show thatthemax�ow-basedal-
gorithm scalesbetterthanprivatehistory in the presenceof
colluderswithout the centralizedtrust requiredin previous
work [9] [20].

� Adaptive Stranger Policy: Zero-costidentitiesallows non-
cooperatingpeersto escapetheconsequencesof not cooper-
atingandeventuallydestroy cooperationin thesystemif not
stopped.We show that if Reciprocative peerstreatstrangers
(peerswith no history) usinga policy that adaptsto the be-
havior of previous strangers,peershave little incentive to
whitewashandwhitewashingcanbenearlyeliminatedfrom
the system.The adaptive strangerpolicy doesthis without
requiringcentralizedallocationof identities,anentryfeefor
newcomers,or rate-limiting[13] [9] [25].

� Short-term History: Historyalsocreatesthepossibilitythat
a previously well-behaved peerwith a goodreputationwill
turntraitor andusehisgoodreputationto exploit otherpeers.
The peercould be makinga strategic decisionor someone
may have hijacked her identity (e.g.,by compromisingher
host).Long-termhistoryexacerbatesthis problemby allow-
ing peerswith many previoustransactionsto exploit thathis-
tory for many new transactions.Weshow thatshort-termhis-
tory preventstraitorsfrom disruptingcooperation.

Therestof thepaperis organizedasfollows.Wedescribethemodel
in Section2andthereciprocativedecisionfunctionin Section3.We
thenproceedto theincentivetechniquesin Section4. In Section4.1,
we describethechallengesof largepopulationsandhigh turnover
andshow the effectivenessof discriminatingserver selectionand
sharedhistory. In Section4.2, we describecollusionanddemon-
stratehow subjective reputationmitigatesit. In Section4.3, we
presenttheproblemof zero-costidentitiesandshow how anadap-
tive strangerpolicy promotespersistentidentities.In Section4.4,

we show how traitorsdisruptcooperationandhow short-termhis-
tory dealswith them. We discussrelatedwork in Section5 and
concludein Section6.

2. MODEL AND ASSUMPTIONS
In this section,we presentour assumptionsaboutP2Psystemsand
theirusers,andintroduceamodelthataimsto capturethebehavior
of usersin aP2Psystem.

2.1 Assumptions
We assumea P2Psystemin which usersare strategic, i.e., they
act rationally to maximizetheir bene�t. However, to capturesome
of the real-life unpredictabilityin the behavior of users,we allow
usersto randomlychangetheirbehavior with a low probability(see
Section2.4).

For simplicity, weassumeahomogeneoussystemin whichall peers
issueandsatisfyrequestsat the samerate.A peercansatisfyany
request,and,unlessotherwisespeci�ed,peersrequestserviceuni-
formly at randomfrom thepopulation.1. Finally, weassumethatall
transactionsincur thesamecostto all serversandprovide thesame
bene�t to all clients.

We assumethat userscan pollute sharedhistory with false rec-
ommendations(Section4.2), switch identitiesat zero-cost(Sec-
tion 4.3), andspoofotherusers(Section4.4). We do not assume
any centralizedtrustor centralizedinfrastructure.

2.2 Model
To aid thedevelopmentandstudyof theincentive schemes,in this
sectionwe presenta modelof the users'behaviors. In particular,
wemodelthebene�tsandcostsof P2Pinteractions(thegame) and
populationdynamicscausedby mutation, learning, andturnover.
Ourmodelis designedto havethefollowing propertiesthatcharac-
terizea largesetof P2Psystems:

� SocialDilemma: Universalcooperationshouldresultin op-
timal overall utility, but individualswhoexploit thecoopera-
tion of otherswhile not cooperatingthemselves(i.e., defect-
ing) shouldbene�t morethanuserswhodocooperate.

� Asymmetric Transactions: A peermay want servicefrom
anotherpeerwhile not currently being able to provide the
servicethat the secondpeerwants.Transactionsshouldbe
ableto haveasymmetricpayoffs.

� Untraceable Defections:A peershouldnot be able to de-
terminetheidentity of peerswho have defectedon her. This
modelsthe dif�culty or expenseof determiningthat a peer
couldhaveprovidedaservice,but didn't. For example,in the
Gnutella�le sharingsystem[21], a peermaysimply ignore
queriesdespitepossessingthe desired�le, thus preventing
thequeryingpeerfrom identifying thedefectingpeer.

� Dynamic Population: Peersshouldbe ableto changetheir
behavior and enteror leave the systemindependentlyand
continuously.

1Theexceptionis discussedin Section4.1.1
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Figure2: Payoff matrix for the GeneralizedPrisoner'sDilemma. T, R,
P, and S stand for temptation, reward, punishment and sucker, respec-
tively.

2.3 GeneralizedPrisoner'sDilemma
ThePrisoner'sDilemma,developedby Flood,Dresher, andTucker
in 1950[22] is a non-cooperative repeatedgamesatisfyingtheso-
cial dilemmarequirement.Eachgameconsistsof two playerswho
candefector cooperate.Dependinghow eachacts,theplayersre-
ceiveapayoff. Theplayersuseastrategy to decidehow to act.Un-
fortunately, existing work eitherusesa speci�c asymmetricpayoff
matrixor only givesthegeneralform for asymmetricone[4].

Instead,weusetheGeneralizedPrisoner'sDilemma(GPD),which
speci�esthegeneralform for anasymmetricpayoff matrixthatpre-
servesthesocialdilemma.In theGPD,oneplayeris theclient and
oneplayer is the server in eachgame,and it is only the decision
of theserver that is meaningfulfor determiningtheoutomeof the
transaction.A playercanbe a client in onegameanda server in
another. Theclientandserver receivethepayoff from ageneralized
payoff matrix (Figure2). Rc , Sc , Tc , andPc aretheclient's payoff
andRs , Ss , Ts , andPs aretheserver's payoff. A GPDpayoff ma-
trix musthave thefollowing propertiesto createasocialdilemma:

1. Mutual cooperationleadsto higherpayoffs thanmutualde-
fection(Rs + Rc > Ps + Pc).

2. Mutual cooperationleadsto higherpayoffs thanoneplayer
suckering the other(Rs + Rc > Sc + Ts andRs + Rc >
Ss + Tc).

3. Defectiondominatescooperation(at leastweakly)at the in-
dividual level for theentity who decideswhetherto cooper-
ate or defect:(Ts � Rs and Ps � Ss and (Ts > Rs or
Ps > Ss ))

The last setof inequalitiesassumethat clientsdo not incur a cost
regardlessof whetherthey cooperateor defect,andthereforeclients
alwayscooperate.Thesepropertiescorrespondto similarproperties
of theclassicPrisoner's Dilemmaandallow any form of asymmet-
ric transactionwhile still creatingasocialdilemma.

Furthermore,oneor moreof thefour possibleactions(client coop-
erateanddefect,andserver cooperateanddefect)canbe untrace-
able. If one player makes an untraceableaction, the other player
doesnotknow theidentityof the�rst player.

For example,to modela P2Papplicationlike �le sharingor over-
lay routing,we usethespeci�c payoff matrix valuesshown in Fig-
ure3. Thissatis�estheinequalitiesspeci�edabove,whereonly the
server canchoosebetweencooperatinganddefecting.In addition,
for this particularpayoff matrix, clientsareunableto traceserver
defections.This is thepayoff matrix thatwe usein our simulation
results.
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Figure3: The payoff matrix for an application lik eP2P�le sharing or
overlay routing.

2.4 Population Dynamics
A characteristicof P2Psystemsis that peerschangetheir behav-
ior andenteror leave the systemindependentlyandcontinuously.
Severalstudies[4] [28] of repeatedPrisoner's Dilemmagamesuse
anevolutionarymodel[19] [34] of populationdynamics.An evolu-
tionarymodelis not suitablefor P2Psystemsbecauseit only spec-
i�es the global behavior and all changesoccur at discretetimes.
For example,it mayspecifythata populationof 5 “100% Cooper-
ate”playersand5 “100%Defect”playersevolvesinto apopulation
with 3 and7 players,respectively. It doesnotspecifywhichspeci�c
playersswitched.Furthermore,all theswitchingoccursat theend
of agenerationinsteadof continuously, likein arealP2Psystem.As
aresult,evolutionarypopulationdynamicsdonotaccuratelymodel
turnover, traitors,andstrangers.

In ourmodel,entitiestake independentandcontinuousactionsthat
changethecompositionof thepopulation.Timeconsistsof rounds.
In eachround,everyplayerplaysonegameasaclientandonegame
asaserver. At theendof a round,aplayermay:1) mutate2) learn,
3) turnover, or 4) staythesame.If aplayermutates,sheswitchesto
a randomlypickedstrategy. If shelearns,sheswitchesto astrategy
thatshebelieveswill produceahigherscore(describedin morede-
tail below). If shemaintainsher identity afterswitchingstrategies,
thensheis referredto asa traitor. If a playersuffers turnover, she
leaves the systemandis replacedwith a newcomerwho usesthe
samestrategy astheexiting player.

To learn,a playercollectslocal informationabouttheperformance
of different strategies.This information consistsof both her per-
sonalobservationsof strategy performanceandtheobservationsof
thoseplayerssheinteractswith. This modelsuserscommunicating
out-of-bandabouthow strategiesperform.Let s betherunningav-
erageof the performanceof a player's currentstrategy per round
andage bethenumberof roundsshehasbeenusingthestrategy. A
strategy's rating is

Running Average(s � age)
Running Average(age)

:

Weusetheageandcomputetherunningaveragebeforetheratio to
preventyoungsamples(which aremorelikely to beoutliers)from
skewing therating.At theendof around,aplayerswitchesto high-
estratedstrategy with a probability proportionalto the difference
in scorebetweenhercurrentstrategy andthehighestratedstrategy.



3. RECIPROCATIVE DECISION
FUNCTION

In thissection,wepresentthenew decisionfunction,Reciprocative,
that is the basisfor our incentive techniques.A decisionfunction
mapsfrom a historyof a player's actionsto a decisionwhetherto
cooperatewith or defecton thatplayer. A strategy consistsof a de-
cision function,privateor sharedhistory, a server selectionmech-
anism,anda strangerpolicy. Our approachto incentivesis to de-
signstrategieswhich maximizeboth individual andsocialbene�t.
Strategic userswill chooseto usesuchstrategiesandtherebydrive
the systemto high levels of cooperation.Two examplesof sim-
ple decisionfunctionsare“100% Cooperate”and“100% Defect”.
“100% Cooperate”modelsa naive userwho doesnot yet realize
that sheis beingexploited. “100% Defect” modelsa greedyuser
who is intenton exploiting thesystem.In theabsenceof incentive
techniques,“100%Defect”userswill quickly dominatethe“100%
Cooperate”usersanddestroy cooperationin thesystem.

Our requirementsfor a decisionfunction are that (1) it can use
sharedandsubjective history, (2) it candealwith untraceablede-
fections,and(3) it is robustagainstdifferentpatternsof defection.
Previous decisionfunctionssuchas Tit-for-Tat[4] and Image[28]
(seeSection5) donotsatisfythesecriteria.For example,Tit-for-Tat
andImagebasetheirdecisionsonbothcooperationsanddefections,
thereforecannotdealwith untraceabledefections. In this section
andtheremainingsectionswedemonstratehow theReciprocative-
basedstrategiessatisfyall of therequirementsstatedabove.

Theprobability thata Reciprocative playercooperateswith a peer
is a functionof its normalizedgenerosity. Generositymeasuresthe
bene�t an entity hasprovided relative to the bene�t it hascon-
sumed.This is importantbecauseentitieswhichconsumemoreser-
vices than they provide, even if they provide many services,will
causecooperationto collapse.For someentity i , let pi andci bethe
servicesi hasprovidedandconsumed,respectively. Entity i 's gen-
erosityis simply theratio of theserviceit providesto theserviceit
consumes:

g(i ) = pi =ci : (1)

Onepossibility is to cooperatewith a probabilityequalto thegen-
erosity. Although this is effective in somecases,in othercases,a
Reciprocative playermay consumemore thansheprovides (e.g.,
wheninitially usingthe“StrangerDefect” policy in 4.3).This will
causeReciprocativeplayersto defectoneachother. To preventthis
situation,a Reciprocative playerusesits own generosityasa mea-
suringstick to judge its peer's generosity. Normalizedgenerosity
measuresentity i 'sgenerosityrelativeto entity j 'sgenerosity. More
concretely, entity i 's normalizedgenerosityasperceived by entity
j is

gj (i ) = g(i )=g(j ): (2)

In theremainderof this section,we describeour simulationframe-
work, anduseit to demonstratethebene�ts of thebaselineRecip-
rocativedecisionfunction.

Parameter Nominalvalue Section
PopulationSize 100 2.4
RunTime 1000rounds 2.4
Payoff Matrix File Sharing 2.3
Ratiousing“100%Cooperate” 1/3 3
Ratiousing“100%Defect” 1/3 3
RatiousingReciprocative 1/3 3
MutationProbability 0.0 2.4
LearningProbability 0.05 2.4
TurnoverProbability 0.0001 2.4
Hit Rate 1.0 4.1.1

Table1: Default simulation parameters.

3.1 Simulation Framework
Oursimulatorimplementsthemodeldescribedin Section2.Weuse
theasymmetric�le sharingpayoff matrix (Figure3) with untrace-
able defectionsbecauseit modelstransactionsin many P2Psys-
temslike �le-sharing andpacket forwardingin adhocandoverlay
networks.Our simulationstudyis composedof differentscenarios
re�ecting thechallengesof variousnon-cooperative behaviors.Ta-
ble1 presentsthenominalparametervaluesusedin oursimulation.
The“Ratio using” rows referto theinitial ratio of thetotal popula-
tion usinga particularstrategy. In eachscenariowe vary thevalue
rangeof a speci�c parameterto re�ect a particularsituationor at-
tack.Wethenvarytheexactpropertiesof theReciprocativestrategy
to defendagainstthatsituationor attack.

3.2 BaselineResults
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In this section,we presentthe dynamicsof the gamefor the ba-
sic scenariopresentedin Table1 to familiarizethe readerandset
a baselinefor morecomplicatedscenarios.Figures4(a) (60 play-
ers)and(b) (120 players)show playersswitchingto higherscor-
ing strategiesover time in two separaterunsof thesimulator. Each
point in thegraphrepresentsthenumberof playersusingaparticu-
lar strategy at onepoint in time.Figures5(a)and(b) show thecor-
respondingmeanoverallscoreperround.Thismeasuresthedegree
of cooperationin thesystem:6 is themaximumpossible(achieved
wheneverybodycooperates)and0 is theminimum(achievedwhen
everybodydefects).Fromthe�le sharingpayoff matrix, a netof 6
meanseveryoneis ableto downloada�le anda0 meansthatnoone
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Figure5: The meanoverall per round scoreover time.

is ableto doso.Weusethismetricin all laterresultsto evaluateour
incentive techniques.

Figure5(a)shows thattheReciprocative strategy usingprivatehis-
tory causesa systemof 60 playersto converge to a cooperation
level of 3.7,but dropsto 0.5for 120players.Onewouldexpectthe
60 playersystemto reachtheoptimal level of cooperation(6) be-
causeall thedefectorsareeliminatedfrom thesystem.It doesnot
becauseof asymmetryof interest.For example,supposeplayerB
is usingReciprocativewith privatehistory. PlayerA mayhappento
askfor servicefrom playerB twice in successionwithout provid-
ing serviceto playerB in theinterim.PlayerB doesnotknow of the
serviceplayerA hasprovidedto others,soplayerB will rejectser-
vice to playerA, even thoughplayerA is cooperative. We discuss
solutionsto asymmetryof interestandthefailureof Reciprocative
in the120playersystemin Section4.1.

4. RECIPROCATIVE­B ASED INCENTIVE
TECHNIQ UES

In this sectionwe presentour incentives techniquesandevaluate
theirbehavior by simulation.To maketheexpositionclearwegroup
our techniquesby the challengesthey address:large populations
andhigh turnover (Section4.1),collusions(Section4.2),zero-cost
identities(Section4.3),andtraitors(Section4.4).

4.1 Lar gePopulationsand High Turnover
The large populationsandhigh turnover of P2Psystemsmakesit
lesslikely thatrepeatinteractionswill occurwith a familiar entity.
Under theseconditions,basingdecisionsonly on private history
(recordsaboutinteractionsthe peerhasbeendirectly involved in)
is not effective. In addition,privatehistorydoesnot dealwell with
asymmetryof interest.For example,if playerB hascooperatedwith
othersbut not with playerA himself in the past,playerA hasno
indicationof playerB'sgenerosity, thusmayundulydefectonhim.
Weproposetwo mechanismsto alleviatetheproblemof few repeat
transactions:server-selectionandsharedhistory.

4.1.1 ServerSelection
A naturalwayto increasetheprobabilityof interactingwith familiar
peersis by discriminatingserver selection.However, theasymme-
try of transactionschallengesselectionmechanisms.Unlike in the
prisoner's dilemmapayoff matrix, whereplayerscan bene�t one

anotherwithin a singletransaction,transactionsin GPDareasym-
metric.As a result,a playerwho selectsher donorfor the second
timewithoutcontributingto herin theinterimmayfaceadefection.
In addition,dueto untraceabilityof defections,it is impossibleto
maintainblackliststo avoid interactionswith known defectors.

In order to dealwith asymmetrictransactions,every playerholds
(�x edsize)listsof bothpastdonorsandpastrecipients,andselects
a server from one of theselists at randomwith equalprobabili-
ties.This way, usersapproachtheir pastrecipientsandgive thema
chanceto reciprocate.

In scenarioswith selective userswe omit thecompleteavailability
assumptionto prevent playersfrom being clusteredinto a lot of
very small groups;thus,we assumethatevery playercanperform
therequestedservicewith probabilityp (for theresultspresentedin
this section,p = :3). In addition,in orderto avoid biasin favor of
theselective players,all players(including thenon-discriminative
ones)selectserversfor games.

Figure6 demonstratesthe effectivenessof the proposedselection
mechanismin scenarioswith largepopulationsizes.We �x theini-
tial ratio of Reciprocative in the population(33%) while varying
thepopulationsize(between24 to 1000)(Noticethatwhile in Fig-
ures4(a)and(b), thedatapointsdemonstratestheevolution of the
systemover time, eachdatapoint in this �gure is the resultof an
entiresimulationfor a speci�c scenario).The�gure shows thatthe
Reciprocativedecisionfunctionusingprivatehistoryin conjunction
with selectivebehavior canscaleto largepopulations.

In Figure7 we �x the populationsizeandvary the turnover rate.
It demonstratesthat while selective behavior is effective for low
turnover rates,asturnover getshigher, selective behavior doesnot
scale.This occursbecauseselectionis only effective as long as
playersfrom thepaststayalive for long enoughsuchthat they can
beselectedfor futuregames.

4.1.2 Sharedhistory
In order to mitigate asymmetryof interest and scale to higher
turnoverrate,thereis aneedin sharedhistory. Sharedhistorymeans
that every peerkeepsrecordsaboutall of the interactionsthat oc-
cur in the system,regardlessof whetherhe wasdirectly involved
in themor not. It allows playersto leverageoff of theexperiences
of othersin casesof few repeattransactions.It only requiresthat
someonehasinteractedwith aparticularplayerfor theentirepopu-
lation to observe it, thusscalesbetterto largepopulationsandhigh
turnovers,andalsotoleratesasymmetryof interest.Someexamples
of sharedhistoryschemesare[20] [23] [28].

Figure 7 shows the effectivenessof sharedhistory under high
turnoverrates.In this �gure, we�x thepopulationsizeandvary the
turnover rate.While selective playerswith privatehistorycanonly
toleratea moderateturnover, sharedhistory scalesto turnoversof
up to approximately0.1.This meansthat10% of theplayersleave
thesystemat theendof eachround.In Figure6 we �x theturnover
and vary the populationsize. It shows that sharedhistory causes
the systemto converge to optimal cooperationand performance,
regardlessof thesizeof thepopulation.

Theseresultsshow that sharedhistory addressesall three chal-
lengesof largepopulations,high turnover, andasymmetryof trans-
actions.Nevertheless,sharedhistory hastwo disadvantages.First,
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while a decentralizedimplementationof privatehistoryis straight-
forward,implementationof shared-historyrequirescommunication
overheador centralization.A decentralizedsharedhistory canbe
implemented,for example,on top of a DHT, usinga peer-to-peer
storagesystem[36] or by disseminatinginformationto otherenti-
tiesin a similar way to routingprotocols.Second,andmorefunda-
mental,sharedhistoryis vulnerableto collusion.In thenext section
weproposeamechanismthataddressesthisproblem.

4.2 Collusion and Other SharedHistory
Attacks

4.2.1 Collusion
While sharedhistory is scalable,it is vulnerableto collusion.Col-
lusioncanbeeitherpositive (e.g.defectingentitiesclaim thatother
defectingentitiescooperatedwith them)or negative (e.g.entities
claim that othercooperative entitiesdefectedon them).Collusion
subvertsany strategy in whicheveryonein thesystemagreesonthe
reputationof a player(objectivereputation). An exampleof objec-
tive reputationis to usethe Reciprocative decisionfunction with
sharedhistory to count the total numberof cooperationsa player
hasgiven to andreceived from all entitiesin the system;another
exampleis theImagestrategy [28]. Theeffect of collusionis mag-

ni�ed in systemswith zero-costidentities,whereuserscancreate
fake identitiesthatreportfalsestatements.

Instead,to dealwith collusion,entitiescancomputereputationsub-
jectively, whereplayerA weighsplayerB'sopinionsbasedonhow
muchplayerA trustsplayerB. Our subjective algorithmis based
onmax�ow [24] [32]. Max�o w is agraphtheoreticproblem,which
givenadirectedgraphwith weightededgesaskswhatis thegreatest
rateatwhich“material” canbeshippedfrom thesourceto thetarget
withoutviolatingany capacityconstraints.For example,in �gure 8
eachedgeis labeledwith theamountof traf�c thatcantravel on it.
The max�ow algorithmcomputesthe maximumamountof traf�c
thatcangofrom thesource(s) to thetarget(t) withoutviolatingthe
constraints.In thisexample,eventhoughthereis a loopof highca-
pacityedges,themax�ow betweenthesourceandthetargetis only
2 (the numbersin bracketsrepresentthe actual�o w on eachedge
in thesolution).
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Figure 8: Each edgein the graph is labeledwith its capacity and the
actual �o w it carries in brackets.The max�o w betweenthe sourceand
the target in the graph is 2.
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Figure9: This graph illustrates the robustnessof max�o w in the pres-
enceof colluderswho report bogushigh reputation values.

We apply the max�ow algorithm by constructinga graphwhose
verticesareentitiesandtheedgesaretheservicesthatentitieshave
receivedfrom eachother. This informationcanbestoredusingthe
samemethodsasthesharedhistory. A max�ow is thegreatestlevel
of reputationthesourcecangive to thesinkwithoutviolating “rep-
utation capacity” constraints.As a result,nodeswho dishonestly
reporthigh reputationvalueswill not beableto subvert thereputa-
tion system.

Figure 9 illustratesa scenarioin which all the colluders(labeled
with C) reporthigh reputationvaluesfor eachother. WhennodeA
computesthe subjective reputationof B using the max�ow algo-
rithm, it will not be affectedby the local falsereputationvalues,
ratherthemax�ow in thiscasewill be0. This is becausenoservice
hasbeenreceivedfrom any of thecolluders.



In our algorithm,the bene�t that entity i hasreceived (indirectly)
from entity j is themax�ow from j to i . Conversely, thebene�t that
entity i hasprovidedindirectly to j is themax�ow from i to j . The
subjective reputationof entity j asperceivedby i is:

min
�

maxf low(j to i )
maxf low(i to j )

; 1
�

(3)
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Figure10: Subjectivesharedhistory comparedto objectivesharedhis-
tory and pri vatehistory in the presenceof colluders.

Algorithm 1 CONSTANTTIMEMAXFLOW Boundthemeanrunningtime
of Max¯ow to aconstant.
methodCTM axf low(self ; sr c;dst)

1: self :sur plus  self :sur plus + self :incr ement
f Usetherunningmeanasaprediction.g

2: if r andom () > (0:5� self :sur plus=self :mean iter ations ) then
3: returnN one f Not enoughsurplusto run.g
4: end if

f Getthe¯ow andnumberof iterationsusedfrom themax¯ow alg.g
5: f low; iter ations  M axf low(self :G; sr c; dst)
6: self :sur plus  self :sur plus � iter ations

f Keepa runningmeanof thenumberof iterationsused.g
7: self :mean iter ations  self :� � self :mean iter ations + (1 �

self :� ) � iter ations
8: returnf low

Thecostof max�ow is its longrunningtime.Thestandardpre�ow-
pushmax�ow algorithmhasa worstcaserunningtime of O(V 3).
Instead,we useAlgorithm 1 which hasa constantmeanrunning
time, but sometimesreturnsno �o w even thoughoneexists. The
essentialideais to boundthemeannumberof nodesexamineddur-
ing the max�ow computation.This boundsthe overhead,but also
boundstheeffectiveness.Despitethis, the resultsbelow show that
a max�ow-basedReciprocative decisionfunction scalesto higher
populationsthanoneusingprivatehistory.

Figure 10 comparesthe effectivenessof subjective reputationto
objective reputationin the presenceof colluders.In thesescenar-
ios,defectorscolludeby claimingthatothercolludersthatthey en-
countergave them100 cooperationsfor that encounter. Also, the
parametersfor Algorithm 1 aresetasfollows: incr ement = 100,
� = 0:9.

As in previous sections,Reciprocative with privatehistory results
in cooperationup to a point, beyondwhich it fails. Thedifference

hereis that objective sharedhistory fails for all populationsizes.
This is becausethe Reciprocative playerscooperatewith the col-
ludersbecauseof their high reputations.However, subjective his-
tory canreachhigh levels of cooperationregardlessof colluders.
This is becausethereareno high weight pathsin the cooperation
graphfrom colludersto any non-colluders,so the max�ow from
a colluderto any non-colluderis 0. Therefore,a subjective Recip-
rocative player will concludethat that colluder hasnot provided
any serviceto herandwill rejectserviceto thecolluder. Thus,the
max�ow algorithmenablesReciprocative to maintainthescalabil-
ity of sharedhistory without beingvulnerableto collusionor re-
quiring centralizedtrust (e.g., trustedpeers).Sincewe boundthe
running time of the max�ow algorithm,cooperationdecreasesas
thepopulationsizeincreases,but thekey point is thatthesubjective
Reciprocative decisionfunction scalesto higherpopulationsthan
oneusingprivatehistory. This advantageonly increasesover time
asCPUpower increasesandmorecyclescanbedevotedto running
themax�ow algorithm(by increasingtheincr ement parameter).

Despitetherobustnessof themax�ow algorithmto thesimpleform
of collusiondescribedpreviously, it still hasvulnerabilitiesto more
sophisticatedattacks.Oneis for an entity (the “mole”) to provide
serviceandthenlie positively aboutothercolluders.Theothercol-
luderscanthenexploit their reputationto receiveservice.However,
theeffectivenessof this attackrelieson theamountof servicethat
themoleprovides.Sincethemole is payingall of thecostof pro-
viding serviceandreceiving noneof the bene�t, shehasa strong
incentive to stopcolludingandtry anotherstrategy. This forcesthe
colludersto usemechanismsto maintaincooperationwithin their
group,whichmaydrive thecostof collusionto exceedthebene�t.

4.2.2 Falsereports
Anotherattackis for a defectorto lie aboutreceiving or providing
serviceto anotherentity. Therearefour possibileactionsthatcanbe
lied about:providing service,not providing service,receiving ser-
vice,andnot receiving service.Falselyclaimingto receive service
is thesimplecollusionattackdescribedabove.Falselyclaimingnot
to haveprovidedserviceprovidesnobene�t to theattacker.

Falselyclaiming to have provided serviceor not to have received
it allows an attacker to boosther own reputationand/orlower the
reputationof anotherentity. An entity may want to lower another
entity's reputationin order to discourageothersfrom selectingit
andexclusively useits service.Thesefalseclaimsareclearlyiden-
ti�able in the sharedhistory as inconsistencieswhereone entity
claimsatransactionoccurredandanotherclaimsit did not.To limit
this attack,we modify themax�ow algorithmso thatanentity al-
waysbelievesthe entity that is closerto him in the �o w graph.If
bothentitiesareequallydistant,thenthedisputededgein the�o w is
not critical to theevaluationandis ignored.This modi�cation pre-
ventsthosecaseswheretheattacker is makingfalseclaimsaboutan
entity thatis closerthanherto theevaluatingentity, whichprevents
her from boostingherown reputation.The remainingpossibilities
arefor the attacker to falselyclaim to have provided serviceto or
not to have received it from a victim entity that is fartherfrom the
evalulator thanher. In thesecases,an attacker canonly lower the
reputationof the victim. The effectivenessof doing this is limited
by the numberof servicesprovided andreceived by the attacker,
whichmakesexecutingthisattackexpensive.



4.3 Zero­CostIdentities
History assumesthat entitiesmaintainpersistentidentities.How-
ever, in mostP2Psystems,identitiesarezero-cost. This is desirable
for network growth asit encouragesnewcomersto join thesystem.
However, this alsoallows misbehaving usersto escapethe conse-
quencesof their actionsby switchingto new identities(i.e.,white-
washing). Whitewasherscancausethe systemto collapseif they
arenot punishedappropriately. Unfortunately, a playercannottell
if astrangeris awhitewasheror a legitimatenewcomer. Alwaysco-
operatingwith strangersencouragesnewcomersto join, but at the
sametimeencourageswhitewashingbehavior. Alwaysdefectingon
strangerspreventswhitewashing,but discouragesnewcomersfrom
joining andmayalsoinitiateunfavorablecyclesof defection.

This tensionsuggeststhatany strangerpolicy thathasa �x edprob-
ability of cooperatingwith strangerswill fail by eitherbeing too
stingy whenmoststrangersarenewcomersor too generouswhen
most strangersare whitewashers.Our solution is the “Stranger
Adaptive” strangerpolicy. The ideais to be generousto strangers
whenthey arebeinggenerousandstingywhenthey arestingy.

Let ps andcs be the numberof servicesthat strangershave pro-
videdandconsumed,respectively. Theprobabilitythataplayerus-
ing “StrangerAdaptive” helpsa strangeris ps=cs . However, we do
notwishto keepthesecountspermanently(for reasonsdescribedin
Section4.4).Also,playersmaynotknow whenstrangersdefectbe-
causedefectionsareuntraceable(asdescribedin Section2).Conse-
quently, insteadof keepingps andcs , weassumethatk = ps + cs ,
wherek is a constantandwe keepthe runningratio r = ps=cs .
Whenwe needto incrementps or cs , we generatethecurrentval-
uesof ps andcs from k andr :

cs = k=(1 + r )ps = cs � r

We thencomputethenew r asfollows:

r = (ps + 1)=cs , if thestrangerprovidedservice

r = ps=(cs + 1), if thestrangerconsumedservice.

This methodallows us to keepa runningratio that re�ects the re-
centgenerosityof strangerswithout knowing whenstrangershave
defected.
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Figures11 and 12 comparethe effectivenessof the Reciproca-
tive strategy using different policies toward strangers.Figure 11
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comparesdifferentstrangerpoliciesfor Reciprocative with shared
history, while Figure 12 is with private history. In both �gures,
the playersusing the “100% Defect” strategy changetheir iden-
tity (whitewash)after every transactionand are indistinguishable
from legitimate newcomers.The Reciprocative playersusing the
“StrangerCooperate”policy completelyfail toachievecooperation.
This strangerpolicy allows whitewashersto maximizetheir payoff
andconsequentlyprovidesa high incentive for usersto switch to
whitewashing.

In contrast,Figure11 shows that the “StrangerDefect” policy is
effective with sharedhistory. This is becausewhitewashersalways
appearto bestrangersandthereforetheReciprocative playerswill
alwaysdefecton them.This is consistentwith previouswork [13]
showing that punishingstrangersdealswith whitewashers.How-
ever, Figure12 shows that “StrangerDefect” is not effective with
privatehistory. This is becauseReciprocative requiressomeinitial
cooperationto bootstrap.In thesharedhistorycase,aReciprocative
playercanobserve thatanotherplayerhasalreadycooperatedwith
others.With privatehistory, the Reciprocative playeronly knows
aboutthe otherplayers' actionstoward her. Therefore,the initial
defectiondictatedby the“StrangerDefect”policy will leadto later
defections,which will preventReciprocative playersfrom ever co-
operatingwith eachother. In other simulationsnot shown here,
the“StrangerDefect”strangerpolicy failsevenwith sharedhistory
whenthereareno initial “100%Cooperate”players.

Figure 11 shows that with sharedhistory, the “StrangerAdap-
tive” policy performsaswell as“StrangerDefect” policy until the
turnover rateis veryhigh (10%of thepopulationturningoverafter
every transaction).In thesescenarios,“StrangerAdaptive” is using
k = 10 andeachplayerkeepsa privater . More importantly, it is
signi�cantly betterthan“StrangerDefect” policy with privatehis-
tory becauseit canbootstrapcooperation.Although the “Stranger
Defect” policy is marginally moreeffective than“StrangerAdap-
tive” at veryhigh ratesof turnover, P2Psystemsareunlikely to op-
eratetherebecauseotherservices(e.g.,routing)alsocannottolerate
veryhigh turnover.

We concludethat of the strangerpolicies that we have explored,
“Stranger Adaptive” is the most effective. By using “Stranger
Adaptive”, P2Psystemswith zero-costidentitiesanda suf�ciently
low turnover cansustaincooperationwithout a centralizedalloca-
tion of identities.



4.4 Traitors
Traitors areplayerswho acquirehigh reputationscoresby cooper-
ating for a while, and then traitorouslyturn into defectorsbefore
leaving the system.They modelboth userswho turn deliberately
to gain a higherscoreandcooperatorswhoseidentitieshave been
stolenandexploited by defectors.A strategy that maintainslong-
termhistorywithoutdiscriminatingbetweenold andrecentactions
becomeshighly vulnerableto exploitationby thesetraitors.

The top two graphsin Figure13 demonstratetheeffect of traitors
on cooperationin a systemwhereplayerskeeplong-termhistory
(never clearhistory).In thesesimulations,we run for 2000rounds
andallow cooperative playersto keeptheir identitieswhenswitch-
ing to the100%Defectorstrategy. Weusethedefaultvaluesfor the
otherparameters.Without traitors,thecooperativestrategiesthrive.
With traitors, the cooperative strategies thrive until a cooperator
turnstraitorafter 600rounds.As this“cooperator”exploitsherrep-
utationto achieveahighscore,othercooperativeplayersnoticethis
andfollow suit via learning.Cooperationeventuallycollapses.On
the otherhand,if we maintainshort-termhistory and/ordiscount-
ing ancienthistory vis-a-visrecenthistory, traitorscanbe quickly
detected,andtheoverall cooperationlevel stayshigh, asshown in
thebottomtwo graphsin Figure13.
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without traitors.

5. RELATED WORK
Previous work hasexaminedthe incentive problemas appliedto
societiesin generalandmorerecentlyto Internetapplicationsand
peer-to-peersystemsin particular. A well-known phenomenonin
this context is the“tragedyof thecommons”[18] whereresources
areunder-provisioneddueto sel�sh userswho free-rideon thesys-
tem's resources,andis especiallycommonin large networks [29]
[3].

The problemhasbeenextensively studiedadoptinga gamethe-
oretic approach.The prisoners'dilemmamodel provides a natu-
ral framework to study the effectivenessof differentstrategies in
establishingcooperationamongplayers.In a simulationenviron-
mentwith many repeatedgames,persistentidentities,andno col-
lusion, Axelrod [4] shows that the Tit-for-Tat strategy dominates.
Our modelassumesgrowth follows local learningratherthanevo-
lutionarydynamics[14], andalsoallows for morekindsof attacks.
NowakandSigmund[28] introducetheImagestrategy anddemon-

strateits ability to establishcooperationamongplayersdespitefew
repeattransactionsby the employment of sharedhistory. Players
using Imagecooperatewith playerswhoseglobal countof coop-
erationsminusdefectionsexceedssomethreshold.As a result,an
Imageplayeris eithervulnerableto partialdefectors(if thethresh-
old is settoo low) or doesnot cooperatewith otherImageplayers
(if thethresholdis settoohigh).

In recentyears,researchershave usedeconomic“mechanismde-
sign” theoryto tacklethecooperationproblemin Internetapplica-
tions.Mechanismdesignis theinverseof gametheory. It askshow
to designa gamein which thebehavior of strategic playersresults
in the socially desiredoutcome.Distributed Algorithmic Mecha-
nism Designseekssolutionswithin this framework that are both
fully distributedandcomputationallytractable[12]. [10] and[11]
areexamplesof applyingDAMD to BGProutingandmulticastcost
sharing.More recently, DAMD hasbeenalsostudiedin dynamic
environments[38]. In thiscontext, demonstratingthesuperiorityof
acooperativestrategy (asin thecaseof ourwork) is consistentwith
the objective of incentivizing the desiredbehavior amongsel�sh
players.

The uniquechallengesimposedby peer-to-peersystemsinspired
additionalbody of work [5] [37], mainly in the context of packet
forwarding in wirelessad-hocrouting [8] [27] [30] [35], and �le
sharing[15] [31]. Friedmanand Resnick[13] considerthe prob-
lem of zero-costidentitiesin online environmentsand�nd that in
suchsystemspunishingall newcomersis inevitable.Usinga theo-
reticalmodel,they demonstratethatsucha systemcanconvergeto
cooperationonly for suf�ciently low turnover rates,which our re-
sultscon�rm. [6] and[9] show thatwhitewashingandcollusioncan
havedireconsequencesfor peer-to-peersystemsandaredif�cult to
preventin a fully decentralizedsystem.

Some commercial �le sharing clients [1] [2] provide incentive
mechanismswhich areenforcedby makingit dif�cult for theuser
to modify thesourcecode.Thesemechanismscanbecircumvented
by askilleduseror by acompetingcompany releasingacompatible
clientwithouttheincentiverestrictions.Also, thesemechanismsare
still vulnerableto zero-costidentitiesandcollusion.BitTorrent[7]
usesTit-for-Tat asa methodfor resourceallocation,wherea user's
uploadratedictateshisdownloadrate.

6. CONCLUSIONS
In this paper we take a game theoretic approachto the prob-
lem of cooperationin peer-to-peernetworks.Addressingthechal-
lengesimposedby P2Psystems,including largepopulations,high
turnover, asymmetryof interestandzero-costidentities,wepropose
a family of scalableand robust incentive techniques,basedupon
theReciprocative decisionfunction,to supportcooperative behav-
ior andimproveoverall systemperformance.

We �nd that the adoptionof sharedhistory and discriminating
serverselectiontechniquescanmitigatethechallengeof few repeat
transactionsthat arisesdueto large populationsize,high turnover
andasymmetryof interest.Furthermore,cooperationcanbeestab-
lishedevenin thepresenceof zero-costidentitiesthroughtheuseof
anadaptive policy towardsstrangers.Finally, colludersandtraitors
canbekept in checkvia subjective reputationsandshort-termhis-
tory, respectively.
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