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ABSTRACT

Lack of cooperation(free riding) is one of the key problemsthat
confrontstoday's P2P systemsWhat makes this problem partic-
ularly dif cult is the unique set of challengesthat P2P systems
poselargepopulationshighturnover, asymmetnpof interestcollu-
sion,zero-costdentities,andtraitors.To tacklethesechallengesve
modelthe P2P systemusingthe GeneralizedPrisoners Dilemma
(GPD),andproposethe Reciprocatie decisionfunction asthe ba-
sisof afamily of incentvestechniquesThesetechniquesrefully
distributed andinclude: discriminatingsener selection,max ow-
basedsubjectve reputationandadaptve strangepolicies.Through
simulation,we show that thesetechniquescan drive a systemof
stratgjic usersto nearlyoptimallevels of cooperation.

Categoriesand Subject Descriptors
C.2.4 [Computer-Communication Networks]: Distributed Sys-
tems;J.4[SocialAnd Behavioral Sciencef Economics

General Terms
Design,Economics

Keywords
Incentives, peerto-peer free-riding, reputation,collusion, cheap
pseudogms, whitewash,prisonergdilemma

1. INTRODUCTION

Mary peerto-peer(P2P)systemgely on cooperatiormmongself-
interestedusers.For example,in a le-sharing system,overall
downloadlateny andfailurerateincreasevhenusersdo not share
theirresource$3]. In awirelessad-hocnetwork, overall paclet la-
teng/ andlossrateincreasevhennodesrefuseto forward paclets
onbehalfof otherq26]. Furtherexamplesare le preseration[25],
discussionboards[17], online auctions[16], and overlay routing
[6]. In mary of thesesystemsusershave naturaldisincentvesto
cooperatédbecauseooperatiorconsumegheir own resourceand
may degradetheir own performanceAs a result, eachusers at-
temptto maximize her own utility effectively lowers the overall
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Figure 1: Example of asymmetry of interest.A wants sewice from B,
B wantssewice form C, and C wantssewicefromA.

utility of the system Avoiding this “tragedyof the commons’18]
requiresincentvesfor cooperation.

We adopta game-theoretiapproactin addressinghis problem.In
particular we usea prisoners'dilemmamodelto capturethe es-
sential tensionbetweenindividual and social utility, asymmetric
payof matricesto allow asymmetrictransactiondetweenpeers,
andalearning-basefil4] populationdynamicmodelto specifythe
behaior of individual peers,which canbe changedcontinuously
While socialdilemmashave beenstudiedextensvely, P2Papplica-
tionsimposea uniquesetof challengesincluding:

Lar ge populations and high turnover: A le sharingsys-
temsuchasGnutellaandKaZaacanexceed100; 000 simul-
taneousisersandnodescanhave anaveragdife-time of the
orderof minutes[33].

Asymmetry of interest: Asymmetric transactionsof P2P
systemscreatethe possibility for asymmetryof interest.In
the examplein Figure 1, A wantsservicefrom B, B wants
servicefrom C, andC wantsservicefrom A.

Zero-costidentity: Many P2Psystemsallow peersto con-
tinuouslyswitchidentities(i.e., whitewash.

Stratgiesthatwork well in traditional prisoners'dilemmagames
suchasTit-for-Tat [4] will notfarewell in the P2Pcontet. There-
fore, we proposea family of scalableand robust incentive tech-
nigues basedupona novel Recipocativedecisionfunction, to ad-
dresghesechallengesindprovide differenttradeofs:

Discriminating Server Selection: Cooperatiorrequiresfa-
miliarity betweenrentitieseitherdirectly or indirectly. How-
ever, thelarge populationsandhigh turnover of P2Psystems
malesit lesslikely that repeatinteractionswill occurwith
a familiar entity. We shawv that by having eachpeerkeepa



private history of the actionsof otherpeerstoward her, and
usingdiscriminatingsener selection the Reciprocatie de-
cision function canscaleto large populationsand moderate
levelsof turnover.

Shared History: Scalingto higherturnover and mitigating
asymmetryof interestrequiressharedhistory. Considerthe
examplein Figurel. If everyoneprovidesservicethenthe
systemoperateptimally. However, if everyonekeepsonly

private history, no onewill provide servicebecauseéB does
notknow thatA hassenedC, etc.We shawv thatwith shared
history, B knowsthatA senedC andconsequentlyvill sene

A. Thisresultsin ahigherlevel of cooperatiorthanwith pri-

vatehistory Thecostof sharechistoryis adistributedinfras-
tructure (e.qg., distributed hashtable-basedtorage)to store
thehistory.

Max o w-basedSubjective Reputation: Sharechistorycre-
atesthe possibility for collusion.In the examplein Figure1l,
C canfalselyclaim thatA senedhim, thusdeceving B into
providing service We shav thata max ow-basedalgorithm
that computeseputationsubjectvely promotescooperation
despitecollusionamongl/3 of the population Thebasicidea
is thatB would only believe C if C hadalreadyprovidedser
vice to B. The costof the max ow algorithmis its O(V 3)
runningtime, whereV is thenumberof nodesn the system.
To eliminatethis cost,we have developeda constantmean
runningtime variation, which tradeseffectivenessfor com-
plexity of computationWe shaw thatthe max ow-basedal-
gorithm scalesbetterthan private history in the presencef
colluderswithout the centralizedtrust requiredin previous
work [9] [20].

Adaptive Stranger Policy: Zero-costidentitiesallows non-
cooperatingpeersto escapehe consequencesf not cooper
atingandeventuallydestrg cooperatiorin the systemif not
stoppedWe show thatif Reciprocatie peerstreatstrangers
(peerswith no history) usinga policy thatadaptsto the be-
havior of previous strangerspeershave little incentive to
whitewashandwhitewashingcanbe nearlyeliminatedfrom
the system.The adaptve strangerpolicy doesthis without
requiringcentralizedallocationof identities,an entryfee for
newvcomerspor rate-limiting [13] [9] [25].

Short-term History: History alsocreateghe possibilitythat
a previously well-behaed peerwith a good reputationwill
turntraitor andusehis goodreputatiorto exploit otherpeers.
The peercould be making a stratejic decisionor someone
may have hijacked her identity (e.g.,by compromisingher
host).Long-termhistory exacerbateshis problemby allow-
ing peerswith mary previoustransactionso exploit thathis-
tory for mary new transactionsWe shav thatshort-termhis-
tory preventstraitorsfrom disruptingcooperation.

Therestof thepaperis organizedasfollows. We describehemodel
in Section2 andthereciprocatve decisionfunctionin Section3. We
thenproceedo theincentvetechniquesn Sectiord. In Sectiord.1,
we describethe challengef large populationsand high turnover
and shawv the effectivenessof discriminatingsener selectionand
sharedhistory In Section4.2, we describecollusionand demon-
stratehow subjectve reputationmitigatesit. In Section4.3, we
presenthe problemof zero-cosidentitiesandshov how anadap-
tive strangerpolicy promotespersistentdentities.In Section4.4,

we shav how traitorsdisruptcooperatiorandhow short-termhis-
tory dealswith them. We discussrelatedwork in Section5 and
concluden Section6.

2. MODEL AND ASSUMPTIONS

In this section,we presenbur assumptionaboutP2Psystemsand
theirusersandintroducea modelthataimsto capturethebehaior
of usersn aP2Psystem.

2.1 Assumptions

We assumea P2P systemin which usersare stratgic, i.e., they
actrationallyto maximizetheir bene t. However, to capturesome
of the real-life unpredictabilityin the behaior of userswe allow
usergo randomlychangeheir behaior with alow probability (see
Section2.4).

For simplicity, weassum@&homogeneousystemin whichall peers
issueand satisfyrequestsat the samerate. A peercansatisfyary
requestand,unlessotherwisespeci ed, peersrequesiserviceuni-
formly atrandomfrom the populationt. Finally, we assumehatall
transactiongncur the samecostto all senersandprovide thesame
bene tto all clients.

We assumethat userscan pollute sharedhistory with falserec-

ommendationgSection4.2), switch identities at zero-cost(Sec-

tion 4.3), and spoof other users(Section4.4). We do not assume
ary centralizedrustor centralizednfrastructure.

2.2 Model

To aid the developmentandstudyof the incentive schemesin this
sectionwe presenta model of the users'behaiors. In particular

we modelthe bene tsandcostsof P2Pinteractiongthegameg and
populationdynamicscausedby mutation learning andturnover.

Ourmodelis designedo have thefollowing propertieshatcharac-
terizealarge setof P2Psystems:

SocialDilemma: Universalcooperatiorshouldresultin op-
timal overall utility, but individualswho exploit the coopera-
tion of otherswhile not cooperatinghemseles(i.e., defect-
ing) shouldbene t morethanuserswho do cooperate.

Asymmetric Transactions: A peermay want servicefrom
anotherpeerwhile not currently being able to provide the
servicethat the secondpeerwants. Transactionshouldbe
ableto have asymmetrigayofs.

Untraceable Defections: A peershouldnot be ableto de-
terminethe identity of peerswho have defectedon her This
modelsthe dif culty or expenseof determiningthata peer
couldhave providedaservice put didn't. For example,in the
Gnutella le sharingsystem[21], a peermay simply ignore
gueriesdespitepossessinghe desired le, thus preventing
thequeryingpeerfrom identifying the defectingpeer

Dynamic Population: Peersshouldbe ableto changetheir
behaior and enteror leave the systemindependentlyand
continuously

1Theexceptionis discussedn Section4.1.1
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Figure 2: Payoff matrix for the GeneralizedPrisoner'sDilemma. T, R,
P, and S stand for temptation, reward, punishmentand sucker, respec-
tively.

2.3 GeneralizedPrisoner's Dilemma
ThePrisoners Dilemma,developedby Flood, Dresherand Tucker
in 1950[22] is a non-cooperatie repeatedyamesatisfyingthe so-
cial dilemmarequirementEachgameconsistsof two playerswho
candefector cooperateDependinghow eachacts,the playersre-
ceive apayof. Theplayersusea strategy to decidehow to act.Un-
fortunately existing work eitherusesa speci ¢ asymmetrigpayof
matrix or only givesthe generaform for a symmetricone[4].

Insteadwe usethe GeneralizedPrisoners Dilemma(GPD),which
speci esthegeneraform for anasymmetrigpayof matrixthatpre-
senesthesocialdilemma.ln the GPD, oneplayeris theclientand
oneplayeris the sener in eachgame,andit is only the decision
of the sener thatis meaningfulfor determiningthe outomeof the
transactionA playercanbe a client in onegameanda sener in
anotherTheclientandsenerreceve thepayof from ageneralized
payof matrix (Figure2). R¢, S¢, Tc, andP. aretheclient's payof
andRs, Ss, Ts, andPs arethesener's payof. A GPD payof ma-
trix musthave thefollowing propertiedo createa socialdilemma:

1. Mutual cooperatiorleadsto higherpayofs than mutualde-
fection(Rs + R¢ > Ps + P¢).

2. Mutual cooperatiorieadsto higherpayofs thanone player
sucleringtheother(Rs + Rc > S¢ + Ts andRs + Re >
Ss + To).

3. Defectiondominatescooperation(at leastweakly) at thein-
dividual level for the entity who decideswhetherto cooper
ate or defect:(Ts Rs andPg Ss and(Ts > Rs or
Ps > Ss))

The last setof inequalitiesassumehat clientsdo not incur a cost
regardlesof whetherthey cooperater defect,andthereforeclients
alwayscooperateThesepropertiexorrespondo similar properties
of theclassicPrisoners Dilemmaandallow ary form of asymmet-
ric transactiorwhile still creatinga socialdilemma.

Furthermorepneor moreof thefour possibleactions(client coop-
erateanddefect,and sener cooperateanddefect)canbe untrace-
able.If one player makes an untraceableaction, the other player
doesnotknow theidentity of the rst player

For example,to modela P2Papplicationlike le sharingor over-
lay routing, we usethe speci ¢ payof matrix valuesshavn in Fig-
ure3. Thissatis estheinequalitiesspeci edabove, whereonly the
sener canchoosebetweencooperatinganddefecting.In addition,
for this particularpayof matrix, clientsareunableto tracesener
defectionsThis is the payof matrix thatwe usein our simulation
results.

Figure 3: The payoff matrix for an application like P2P le sharing or
overlay routing.

2.4 Population Dynamics

A characteristiof P2Psystemss that peerschangetheir beha-
ior andenteror leave the systemindependentlyand continuously
Severalstudieg4] [28] of repeatedPrisoners Dilemmagamesuse
anevolutionarymodel[19] [34] of populationdynamics An evolu-
tionary modelis not suitablefor P2Psystemsecausét only spec-
i es the global behaior and all changesoccur at discretetimes.
For example,it may specifythata populationof 5 “100% Cooper
ate” playersand5 “100% Defect” playersevolvesinto a population
with 3and7 playersrespectrely. It doesnotspecifywhichspeci ¢
playersswitched.Furthermoreall the switchingoccursat the end
of ageneratiorinsteadf continuouslylikein arealP2PsystemAs
aresult,evolutionarypopulationdynamicsdo notaccuratelymodel
turnover, traitors,andstrangers.

In our model,entitiestake independenandcontinuousactionsthat
changehe compositionof the population.Time consistof rounds
In eachround every playerplaysonegameasaclientandonegame
asasener. At theendof around,aplayermay: 1) mutate2) learn,
3) turnover, or 4) staythesamelf aplayermutatessheswitcheso
arandomlypickedstrat@y. If shelearns sheswitcheso a stratgy
thatshebelieveswill produceahigherscore(describedn morede-
tail below). If shemaintainsheridentity after switchingstrat@ies,
thensheis referredto asatraitor. If a playersuffersturnover, she
leavesthe systemandis replacedwith a newvcomerwho usesthe
samestratgy asthe exiting player

To learn,a playercollectslocal informationaboutthe performance
of differentstratgies. This information consistsof both her per
sonalobsenationsof stratgy performanceandthe obsenationsof
thoseplayerssheinteractswith. This modelsuserscommunicating
out-of-bandabouthow stratgjiesperform.Let s betherunningav-
erageof the performanceof a players currentstratey per round
andage bethenumberof roundsshehasbeenusingthe strateyy. A
stratgy'sratingis

Running Average(s age)
Running Av erage(age)

We usetheageandcomputetherunningaveragebeforetheratio to
preventyoungsamplegwhich aremorelikely to be outliers)from
skawing therating.At theendof around,a playerswitchego high-
estratedstratgy with a probability proportionalto the difference
in scorebetweerhercurrentstratgy andthe highestratedstrateyy.



3. RECIPROCATIVE DECISION
FUNCTION

In thissectionwe presenthenew decisionfunction,Recipocative
thatis the basisfor our incentive techniquesA decisionfunction
mapsfrom a history of a player's actionsto a decisionwhetherto
cooperateavith or defectonthatplayer A stratgy consistof ade-
cision function, private or sharechistory, a sener selectionmech-
anism,anda strangerpolicy. Our approachto incentvesis to de-
sign stratg@ieswhich maximizebothindividual andsocialbene t.
Stratgic userswill chooseo usesuchstratgiesandtherebydrive
the systemto high levels of cooperation.Two examplesof sim-
ple decisionfunctionsare“100% Cooperate’and“100% Defect”.
“100% Cooperate’modelsa nave userwho doesnot yet realize
that sheis being exploited. “100% Defect” modelsa greedyuser
who is intenton exploiting the system.n the absencef incentive
techniques;100% Defect” userswill quickly dominatethe“100%
Cooperate’lsersanddestry cooperatiorin the system.

Our requirementgfor a decisionfunction are that (1) it canuse
sharedand subjectve history, (2) it candealwith untraceablele-
fections,and(3) it is robustagpinstdifferentpatternsof defection.
Previous decisionfunctionssuchas Tit-for-Tat[4] and Image[28]
(seeSection5) donotsatisfythesecriteria.For example,Tit-for-Tat
andimagebaseheirdecisiononbothcooperationsnddefections,
thereforecannotdealwith untraceablalefections. In this section
andtheremainingsectionsve demonstratéow the Reciprocatie-
basedstratgiessatisfyall of therequirementstatedabore.

The probability thata Reciprocatie playercooperatesvith a peer
is afunctionof its normalizedgeneposity. Generositymeasureshe
bene t an entity has provided relative to the bene t it hascon-
sumedThisis importantbecausentitieswhich consumenoreser
vicesthanthey provide, evenif they provide mary serviceswill
causecooperatiorto collapse For someentityi, letp; andc bethe
services hasprovidedandconsumedrespectrely. Entity i's gen-
erosityis simply theratio of the serviceit providesto the serviceit
consumes:

(i) = pi=a: ()

Onepossibilityis to cooperatavith a probability equalto the gen-
erosity Althoughthis is effective in somecasesjn othercasesa
Reciprocatie player may consumemore than sheprovides (e.g.,
wheninitially usingthe “StrangerDefect” policy in 4.3). This will
causeReciprocatie playersto defecton eachother To preventthis
situation,a Reciprocatie playerusesits own generosityasa mea-
suring stick to judgeits peers generosity Normalizedgenerosity
measuresntityi'sgenerosityelative to entityj 'sgenerosityMore
concretelyentity i's normalizedgenerosityas perceved by entity
jis

g (i) = g(i)=9( ): )

In the remaindeof this sectionwe describeour simulationframe-
work, anduseit to demonstrat¢he bene ts of the baselineRecip-
rocative decisionfunction.

Parameter Nominalvalue | Section
PopulationSize 100 2.4
RunTime 1000rounds 24
Payoff Matrix File Sharing 2.3
Ratiousing“100% Cooperate” 1/3 3
Ratiousing“100% Defect” 1/3 3
RatiousingReciprocatie 1/3 3
Mutation Probability 0.0 2.4
LearningProbability 0.05 2.4
Turnover Probability 0.0001 2.4
Hit Rate 1.0 4.1.1

Table 1: Default simulation parameters.

3.1 Simulation Framework
Oursimulatorimplementghemodeldescribedn Section2. We use
theasymmetricle sharingpayof matrix (Figure3) with untrace-
able defectionsbhecausdt modelstransactionsn mary P2P sys-
temslike le-sharing andpaclet forwardingin adhocandoverlay
networks. Our simulationstudyis composedf differentscenarios
re ecting the challenge®of variousnon-cooperatie behaiors. Ta-
ble 1 presentshe nominalparametewvaluesusedin our simulation.
The“Ratio using” rows referto theinitial ratio of thetotal popula-
tion usinga particularstratey. In eachscenariowve vary the value
rangeof a speci c parameteto re ect a particularsituationor at-
tack.Wethenvarytheexactpropertieof theReciprocatie stratgy
to defendagainstthatsituationor attack.

3.2 BaselineResults
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Figure 4: The evolution of strategy populations over time. “T ime” the
number of elapsedrounds.“P opulation” is the number of playersusing
astrategy.

In this section,we presentthe dynamicsof the gamefor the ba-
sic scenariopresentedn Table 1 to familiarize the readerand set
a baselinefor more complicatedscenariosFigures4(a) (60 play-
ers)and (b) (120 players)shav playersswitchingto higherscor
ing stratgiesover time in two separateunsof the simulator Each
pointin thegraphrepresentthe numberof playersusinga particu-
lar stratgyy atonepointin time. Figuress(a) and(b) showv the cor
respondingneanoverall scoreperround.This measurethedegree
of cooperatiorin the system is the maximumpossible(achiezed
wheneverybodycooperatesand0 is theminimum (achiezedwhen
everybodydefects) Fromthe le sharingpayof matrix, a netof 6
meansveryoneis ableto downloada le anda0 meanghatnoone
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Figure 5: The meanoverall per round score over time.

is ableto doso.We usethismetricin all laterresultsto evaluateour
incentive techniques.

Figure5(a) shavs thatthe Reciprocatie stratey usingprivatehis-
tory causesa systemof 60 playersto corverge to a cooperation
level of 3.7, but dropsto 0.5 for 120players.Onewould expectthe
60 playersystemto reachthe optimal level of cooperation6) be-
causeall the defectorsare eliminatedfrom the system.t doesnot
becausef asymmetryof interest.For example,supposeplayerB
is usingReciprocatie with privatehistory. PlayerA mayhapperto
askfor servicefrom playerB twice in successiomithout provid-
ing serviceto playerB in theinterim. PlayerB doesnotknow of the
serviceplayerA hasprovidedto others,soplayerB will rejectser
vice to playerA, eventhoughplayerA is cooperatre. We discuss
solutionsto asymmetryof interestandthe failure of Reciprocatie
in the 120playersystemin Section4.1.

4. RECIPROCATIVE-BASED INCENTIVE
TECHNIQ UES

In this sectionwe presentour incentives techniqguesand evaluate
theirbehaior by simulation.To make theexpositionclearwe group
our techniqueshby the challengeshey addressiarge populations
andhigh turnover (Section4.1), collusions(Section4.2), zero-cost
identities(Section4.3),andtraitors(Section4.4).

4.1 LargePopulationsand High Turnover

The large populationsand high turnover of P2Psystemamalkesit

lesslikely thatrepeatinteractionswill occurwith a familiar entity.

Under theseconditions,basingdecisionsonly on private history
(recordsaboutinteractionsthe peerhasbeendirectly involved in)

is not effective. In addition, private history doesnot dealwell with

asymmetnyof interestFor example,if playerB hascooperatedavith

othersbut not with player A himselfin the past,player A hasno

indicationof playerB's generositythusmayundulydefecton him.

We proposewo mechanismso alleviate the problemof few repeat
transactionssener-selectiorandsharechistory.

4.1.1 ServerSelection

A naturalwayto increaseheprobabilityof interactingwith familiar
peersis by discriminatingsener selection However, the asymme-
try of transactionghallengeselectionmechanismsUnlike in the
prisoners dilemmapayof matrix, whereplayerscanbene t one

anothemwithin a singletransactiontransactionén GPD areasym-
metric. As aresult,a playerwho selectsher donorfor the second
timewithoutcontrikutingto herin theinterim mayfaceadefection.
In addition,dueto untraceabilityof defectionsijt is impossibleto
maintainblackliststo avoid interactionswith known defectors.

In orderto dealwith asymmetrictransactionsegvery playerholds
( x edsize)lists of bothpastdonorsandpastrecipientsandselects
a sener from one of theselists at randomwith equal probabili-
ties. This way, usersapproacttheir pastrecipientsandgive thema
chanceo reciprocate.

In scenariosvith selectve userswe omit the completeavailability
assumptiorto prevent playersfrom being clusteredinto a lot of
very smallgroups;thus,we assumehat every playercanperform
therequestedervicewith probabilityp (for theresultspresentedh
this section,p = :3). In addition,in orderto avoid biasin favor of
the selectve players,all players(including the non-discriminatie
ones)selectsenersfor games.

Figure 6 demonstratethe effectivenessof the proposedselection
mechanisnin scenariosvith large populationsizesWe x theini-

tial ratio of Reciprocatie in the population(33%) while varying
thepopulationsize (betweer24 to 1000)(Notice thatwhile in Fig-

ures4(a)and(b), the datapointsdemonstratethe evolution of the
systemover time, eachdatapoint in this gure is theresultof an
entiresimulationfor a speci ¢ scenario)The gure shavsthatthe
Reciprocatie decisionfunctionusingprivatehistoryin conjunction
with selectve behaior canscaleto large populations.

In Figure7 we x the populationsize andvary the turnover rate.
It demonstrateshat while selectve behaior is effective for low
turnover rates,asturnover getshigher selectve behaior doesnot
scale.This occursbecauseselectionis only effective aslong as
playersfrom the paststayalive for long enoughsuchthatthey can
beselectedor futuregames.

4.1.2 Shaedhistory

In order to mitigate asymmetryof interestand scaleto higher
turnoverrate thereis aneedn sharechistory Sharechistorymeans
thatevery peerkeepsrecordsaboutall of the interactiongthat oc-
cur in the system regardlessof whetherhe wasdirectly involved
in themor not. It allows playersto leverageoff of the experiences
of othersin casesf few repeattransactionslt only requiresthat
someondiasinteractedvith aparticularplayerfor theentirepopu-
lationto obsereit, thusscalesetterto large populationsaandhigh
turnovers,andalsotoleratesasymmetnyof interestSomeexamples
of sharechistoryschemesre[20] [23] [28].

Figure 7 shaws the effectivenessof sharedhistory under high
turnoverrates.n this gure, we x thepopulationsizeandvarythe
turnover rate.While selectve playerswith privatehistory canonly
toleratea moderateurnover, sharedhistory scalesto turnovers of
up to approximately0.1. This meanghat 10% of the playersleave
thesystemattheendof eachround.In Figure6 we x theturnover
andvary the populationsize. It shavs that sharedhistory causes
the systemto corverge to optimal cooperationand performance,
regardlesof the sizeof the population.

Theseresultsshav that sharedhistory addressesll three chal-
lengesof large populationshigh turnover, andasymmetryof trans-
actions.Neverthelesssharedhistory hastwo disadwantagesFirst,
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while adecentralizedmplementatiorof privatehistoryis straight-
forward,implementatiorof shared-historyequirescommunication
overheador centralization A decentralizedsharedhistory canbe

implementedfor example,on top of a DHT, usinga peerto-peer
storagesystem[36] or by disseminatingnformationto otherenti-

tiesin a similarway to routingprotocols.Secondandmorefunda-

mental sharechistoryis vulnerableto collusion.In thenext section
we proposea mechanisnthataddressethis problem.

4.2 Collusion and Other Shared History
Attacks

4.2.1 Collusion

While sharedhistoryis scalablejt is vulnerableto collusion.Col-

lusioncanbeeitherpositive (e.g.defectingentitiesclaim thatother
defectingentitiescooperatedvith them) or negative (e.g. entities
claim that other cooperatie entitiesdefectedon them). Collusion
subvertsary strategy in whicheveryonein thesystemagreeonthe
reputationof a player(objectivereputatior). An exampleof objec-
tive reputationis to usethe Reciprocatre decisionfunction with

sharedhistory to countthe total numberof cooperations player
hasgivento andreceied from all entitiesin the system;another
exampleis thelmagestratgy [28]. Theeffect of collusionis mag-

ni ed in systemswith zero-costidentities,whereuserscancreate
fake identitiesthatreportfalsestatements.

Insteadto dealwith collusion,entitiescancomputereputatiorsub-
jectively, whereplayerA weighsplayerB's opinionshasedn how
muchplayerA trustsplayerB. Our subjectve algorithmis based
onmax ow [24] [32]. Max o w is agraphtheoreticproblem which
givenadirectedgraphwith weightededgesaskswhatis thegreatest
rateatwhich “material’ canbeshippedrom thesourceto thetamet
withoutviolating any capacityconstraintsFor example,in gure 8
eachedgeis labeledwith theamountof traf ¢ thatcantravel onit.
The max ow algorithm computeshe maximumamountof traf c
thatcango from the source(s) to thetarget(t) withoutviolating the
constraintsin this example,eventhoughthereis aloop of high ca-
pacityedgesthemax ow betweerthesourceandthetargetis only
2 (the numberdn bracletsrepresenthe actual o w on eachedge
in thesolution).

Figure 8: Each edgein the graph is labeled with its capacity and the
actual ow it carries in brackets. The max ow betweenthe sourceand
the targetin the graph is 2.

Figure 9: This graph illustrates the robustnessof max o w in the pres-
enceof colluderswho report bogushigh reputation values.

We apply the max ow algorithm by constructinga graphwhose
verticesareentitiesandthe edgesarethe serviceghatentitieshave

receved from eachother This informationcanbe storedusingthe
samemethodsasthe sharechistory A max ow is thegreatestevel

of reputationthe sourcecangive to the sink withoutviolating “rep-

utation capacity” constraints As a result,nodeswho dishonestly
reporthigh reputationvalueswill notbeableto subvertthereputa-
tion system.

Figure 9 illustratesa scenarioin which all the colluders(labeled
with C) reporthigh reputationvaluesfor eachother WhennodeA
computeghe subjectve reputationof B usingthe max ow algo-
rithm, it will not be affectedby the local falsereputationvalues,
ratherthemax ow in this casewill be0. Thisis becaus@o service
hasbeenrecevedfrom ary of thecolluders.



In our algorithm,the bene t thatentity i hasreceved (indirectly)
from entityj isthemax ow fromj toi. Corverselythebene tthat
entityi hasprovidedindirectlytoj isthemax ow fromi toj. The
subjectve reputationof entityj aspercevedbyi is:

. maxf low(j toi) .
M axt low(i toj)’1 ®)
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Figure 10: Subjective shared history comparedto objective shared his-
tory and private history in the presenceof colluders.

Algorithm 1 CoNSTANTTIMEMAXFLOW Boundthe meanrunningtime
of Max ow to aconstant.

method CTM axf low(self ; src;dst)

1: self :surplus  self :sur plus + self :incr ement
f Usetherunningmeanasa predictiong
2: ifrandom() > (0:5 self :sur plus=self :mean _iter ations ) then
3:  returnN one f Not enoughsurplusto rung
4: endif
f Getthe ow andnumberof iterationsusedfrom the max av algg
5: f low; iter ations M axf low(self :G; src; dst)
6: self :surplus  self :surplus iter ations
f Keeparunningmeanof the numberof iterationsusedg
7: self :mean _iter ations self:  self :mean _iter ations + (1
self : ) iter ations
8: returnf low

Thecostof max ow isits long runningtime. Thestandarcre ow-
pushmax ow algorithmhasa worstcaserunningtime of O(V 3).
Instead,we use Algorithm 1 which hasa constantmeanrunning
time, but sometimegeturnsno ow even thoughone exists. The
essentialdeais to boundthe meannumberof nodesexamineddur-
ing the max ow computation.This boundsthe overheadbut also
boundsthe effectivenessDespitethis, the resultsbelov shav that
a max ow-basedReciprocatre decisionfunction scalesto higher
populationghanoneusingprivatehistory,

Figure 10 compareghe effectivenessof subjectve reputationto

objective reputationin the presencef colluders.In thesescenar

ios, defectorscolludeby claimingthatothercolludersthatthey en-

countergave them 100 cooperationdor that encounterAlso, the

parameter$or Algorithm 1 aresetasfollows: incr ement = 100,
= 0:9.

As in previous sectionsReciprocatie with private history results
in cooperatiorup to a point, beyondwhich it fails. The difference

hereis that objective sharedhistory fails for all populationsizes.
This is becausehe Reciprocatre playerscooperatewith the col-
ludersbecausef their high reputationsHowever, subjectve his-
tory canreachhigh levels of cooperatiorregardlessof colluders.
This is becausdhereare no high weight pathsin the cooperation
graphfrom colludersto ary non-colludersso the max ow from
a colluderto any non-colluderis 0. Therefore a subjectve Recip-
rocative playerwill concludethat that colluder hasnot provided
ary serviceto herandwill rejectserviceto the colluder Thus,the
max ow algorithmenablesReciprocatie to maintainthe scalabil-
ity of sharedhistory without being vulnerableto collusionor re-
quiring centralizedtrust (e.g., trustedpeers).Sincewe boundthe
runningtime of the max ow algorithm, cooperationdecreaseas
thepopulationsizeincreaseshut thekey pointis thatthesubjectve
Reciprocatre decisionfunction scalesto higher populationsthan
oneusingprivate history. This advantageonly increase®ver time
asCPUpoawerincreasesndmorecyclescanbedevotedto running
themax ow algorithm(by increasingheincr ement parameter).

Despitetherobustnes®f themax ow algorithmto thesimpleform
of collusiondescribedreviously, it still hasvulnerabilitiesto more
sophisticatedattacks.Oneis for an entity (the “mole”) to provide
serviceandthenlie positively aboutothercolluders.Theothercol-
luderscanthenexploit their reputatiorto receve service However,
the effectivenesf this attackrelieson the amountof servicethat
the mole provides.Sincethe mole is payingall of the costof pro-
viding serviceandreceving noneof the bene t, shehasa strong
incentive to stopcolludingandtry anotherstratgy. This forcesthe
colludersto usemechanisms$o maintaincooperatiorwithin their
group,which maydrive the costof collusionto exceedthebene t.

4.2.2 Falsereports
Anotherattackis for a defectorto lie aboutreceving or providing
serviceto anothetentity. Therearefour possibileactionsthatcanbe
lied about:providing service,not providing service receving ser
vice, andnot receving service.Falselyclaimingto receve service
is thesimplecollusionattackdescribedibove. Falselyclaimingnot
to have provided serviceprovidesno bene t to the attacler.

Falsely claiming to have provided serviceor not to have receved
it allows an attacler to boosther own reputationand/orlower the
reputationof anotherentity. An entity may wantto lower another
entity's reputationin orderto discourageothersfrom selectingit

andexclusively useits service.Thesefalseclaimsareclearlyiden-
ti able in the sharedhistory as inconsistenciesvhere one entity
claimsatransactioroccurredandanotherclaimsit did not. To limit

this attack,we modify the max ow algorithmsothatan entity al-

ways believesthe entity thatis closerto him in the ow graph.If

bothentitiesareequallydistantthenthedisputededgein the o wis

not critical to the evaluationandis ignored.This modi cation pre-
ventsthosecasesvheretheattacleris makingfalseclaimsaboutan
entity thatis closerthanherto the evaluatingentity, which prevents
herfrom boostingher own reputation.The remainingpossibilities
arefor the attacler to falselyclaim to have provided serviceto or

notto have receivedit from avictim entity thatis fartherfrom the
evalulatorthanher. In thesecasesan attacler canonly lower the
reputationof the victim. The effectivenessof doingthis is limited

by the numberof servicesprovided and recevved by the attacler,

which makesexecutingthis attackexpensve.



4.3 Zero-Costldentities

History assumeghat entities maintain persistenidentities. How-

ever, in mostP2Psystemsidentitiesarezeno-cost Thisis desirable
for network growth asit encouragesencomerso join the system.
However, this alsoallows misbeha&ing usersto escapehe conse-
quence®f their actionsby switchingto new identities(i.e., white-

washing. Whitewasherscan causethe systemto collapseif they

arenot punishedappropriatelyUnfortunately a playercannottell

if astrangeis awhitewasheror alegitimatenevcomer Alwaysco-

operatingwith strangerencouragesevcomersto join, but at the
sametime encouragewhitewashingbehaior. Alwaysdefectingon

strangergpreventswhitewashing but discouragesenvcomersfrom

joining andmay alsoinitiate unfavorablecyclesof defection.

Thistensionsuggestshatary strangepolicy thathasa x edprob-

ability of cooperatingwith strangerswill fail by eitherbeingtoo

stingy whenmoststrangersare nevcomersor too generousvhen

most strangersare whitewashers.Our solution is the “Stranger
Adaptive” strangermolicy. Theideais to be generougo strangers
whenthey arebeinggenerousndstingywhenthey arestingy.

Let ps andcs be the numberof servicesthat strangershave pro-
videdandconsumedrespectiely. The probabilitythata playerus-
ing “StrangerAdaptive” helpsa strangelis ps=¢. However, we do
notwishto keepthesecountspermanentlyfor reasonslescribedn

Sectiord.4).Also, playersmaynotknow whenstrangersiefectbe-
causalefectionsareuntraceabléasdescribedn Section2). Conse-
guently insteadof keepingps andcs, we assumehatk = ps + ¢s,

wherek is a constantandwe keepthe runningratior = ps=c.

Whenwe needto incrementps or ¢s, we generatehe currentval-

uesof ps andcs fromk andr:

G =k=(L+r)ps=c¢cs r
Wethencomputethenew r asfollows:

r = (ps + 1)=c, if thestrangeiprovidedservice

r = ps=(cs + 1), if thestrangeiconsumedervice.

This methodallows usto keepa runningratio thatre ects the re-
centgenerosityof strangersvithout knowing whenstrangersave
defected.
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Figures11 and 12 comparethe effectivenessof the Reciproca-
tive stratgy using different policies toward strangersFigure 11
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Figure 12: Different stranger policies for Reciprocative with private
history. The x-axis is the tur nover rate on a log scale.The y-axis is the
meanoverall per round score.

comparedifferentstrangerpoliciesfor Reciprocatie with shared
history, while Figure 12 is with private history In both gures,
the playersusing the “100% Defect” stratgy changetheir iden-
tity (whitewash)after every transactionand are indistinguishable
from legitimate newcomers.The Reciprocatre playersusing the
“StrangerCooperateolicy completelyfail to achieze cooperation.
This strangerpolicy allows whitewasherdo maximizetheir payof
and consequentlyprovidesa high incentie for usersto switch to
whitewashing.

In contrast,Figure 11 shavs that the “StrangerDefect” policy is
effective with sharechistory This is becausevhitewashersalways
appeatto be strangerandthereforethe Reciprocatie playerswill

alwaysdefecton them.This is consistentith previouswork [13]
shaving that punishingstrangersdealswith whitewashers How-
ever, Figure 12 shaws that “StrangerDefect” is not effective with
private history This is becausdreciprocatie requiressomeinitial

cooperationio bootstrapin thesharechistorycaseaReciprocatie
playercanobsene thatanothemlayerhasalreadycooperatedvith
others.With private history, the Reciprocatie playeronly knows
aboutthe other players' actionstoward her Therefore the initial

defectiondictatedby the“StrangerDefect” policy will leadto later
defectionswhich will preventReciprocatie playersfrom ever co-
operatingwith eachother In other simulationsnot shavn here,
the“StrangerDefect” strangepolicy fails evenwith sharechistory
whentherearenoinitial “100% Cooperate’players.

Figure 11 shaws that with sharedhistory, the “Stranger Adap-
tive” policy performsaswell as“StrangerDefect” policy until the
turnover rateis very high (10%of the populationturningover after
every transaction)In thesescenarios;StrangerAdaptive” is using
k = 10 andeachplayerkeepsa privater. More importantly it is
signi cantly betterthan“StrangerDefect” policy with private his-
tory becausét canbootstrapcooperationAlthoughthe “Stranger
Defect” policy is mamginally more effective than“StrangerAdap-
tive” atvery high ratesof turnover, P2Psystemsareunlikely to op-
eratetherebecausetherserviceqe.g. routing)alsocannotolerate
very highturnover.

We concludethat of the strangermolicies that we have explored,
“Stranger Adaptive” is the most effective. By using “Stranger
Adaptive”, P2Psystemswith zero-cosidentitiesanda sufciently
low turnover cansustaincooperatiorwithout a centralizedalloca-
tion of identities.



4.4 Traitors

Traitors areplayerswho acquirehigh reputationscoreshy cooper

ating for a while, and thentraitorouslyturn into defectorsbefore
leaving the system.They modelboth userswho turn deliberately
to gain a higherscoreand cooperatorsvhoseidentitieshave been
stolenandexploited by defectors A strategy that maintainslong-

termhistorywithout discriminatingbetweerold andrecentactions
becomesighly vulnerableto exploitation by thesetraitors.

Thetop two graphsin Figure 13 demonstratéhe effect of traitors
on cooperationn a systemwhere playerskeeplong-termhistory
(never clearhistory). In thesesimulationswe run for 2000rounds
andallow cooperatie playersto keeptheir identitieswhenswitch-
ing to the100%Defectorstratgy. We usethedefault valuesfor the
otherparameterswithouttraitors,the cooperatie stratgiesthrive.
With traitors, the cooperatre stratgies thrive until a cooperator
turnstraitorafter 600rounds As this“cooperator’exploits herrep-
utationto achieve ahigh score pthercooperatre playersnoticethis
andfollow suit via learning.Cooperatioreventually collapsesOn
the otherhand,if we maintainshort-termhistory and/ordiscount-
ing ancienthistory vis-a-visrecenthistory, traitorscanbe quickly
detectedandthe overall cooperatiorevel stayshigh, asshavn in
the bottomtwo graphsin Figure13.

No Traitors Traitors

100 T 100 T
Defector +
Cooperator
Recip. Shared -=-

Long-Term History
Population

3
<)
T
9
)
!
3
S
T

Short-Term History
Population

1K 2K 1K 2K
Time Time

Figure 13: Keeping long-term vs. short-term history both with and
without traitors.

5. RELATED WORK

Previous work hasexaminedthe incentve problemas appliedto
societiesn generalandmorerecentlyto Internetapplicationsand
peerto-peersystemsn particular A well-knovn phenomenorin
this contet is the “tragedyof the commons”[18] whereresources
areunderprovisioneddueto sel sh userswhofree-rideonthesys-
tem's resourcesandis especiallycommonin large networks [29]

[3].

The problemhasbeenextensvely studiedadoptinga gamethe-
oretic approach.The prisoners'dilemmamodel provides a natu-
ral framevork to study the effectivenessof different stratgiesin
establishingcooperationamongplayers.In a simulationerviron-
mentwith mary repeatedjames persistenidentities,andno col-
lusion, Axelrod [4] shaws that the Tit-for-Tat stratgy dominates.
Our modelassumegrowth follows local learningratherthanevo-
lutionary dynamicq14], andalsoallows for morekindsof attacks.
Nowak andSigmund[28] introducethe Imagestratgy anddemon-

strateits ability to establisicooperatioramongplayersdespitefew

repeattransactiondy the employmentof sharedhistory Players
using Imagecooperatenith playerswhoseglobal countof coop-
erationsminus defectionsexceedssomethreshold.As a result,an

Imageplayeris eithervulnerableto partialdefectorg(if thethresh-
old is settoo low) or doesnot cooperatewith otherimageplayers
(if thethresholds settoo high).

In recentyears,researcherbave usedeconomic*mechanismde-
sign” theoryto tacklethe cooperatiorproblemin Internetapplica-
tions.Mechanisndesignis theinverseof gametheory It askshow

to designa gamein which the behavior of stratgic playersresults
in the socially desiredoutcome.Distributed Algorithmic Mecha-
nism Designseekssolutionswithin this framework that are both
fully distributedand computationallytractable[12]. [10] and[11]

areexamplesof applyingDAMD to BGProutingandmulticastcost
sharing.More recently DAMD hasbeenalso studiedin dynamic
ervironmentg38]. In this contet, demonstratinghe superiorityof
acooperatie stratgy (asin thecaseof ourwork) is consistentvith

the objective of incentvizing the desiredbehaior amongsel sh

players.

The unique challengesmposedby peerto-peersystemsinspired
additionalbody of work [5] [37], mainly in the contet of paclet
forwardingin wirelessad-hocrouting [8] [27] [30] [35], and le

sharing[15] [31]. Friedmanand Resnick[13] considerthe prob-
lem of zero-costidentitiesin online ervironmentsand nd thatin
suchsystemgunishingall nencomersis inevitable. Using a theo-
reticalmodel,they demonstrat¢hatsucha systemcanconvergeto
cooperatioronly for sufciently low turnover rates,which our re-
sultscon rm. [6] and[9] shaw thatwhitewashingandcollusioncan
have dire consequencdsr peerto-peersystemsandaredif cult to
preventin afully decentralizegystem.

Some commercial le sharing clients [1] [2] provide incentve
mechanismsvhich areenforcedby makingit dif cult for theuser
to modify the sourcecode.Thesemechanismsanbecircumwented
by askilled useror by acompetingcompary releasingacompatible
clientwithouttheincentiverestrictionsAlso, thesemechanismare
still vulnerableto zero-cosidentitiesandcollusion.BitTorrent[7]
usesTit-for-Tatasa methodfor resourceallocation,wherea users
uploadratedictateshis downloadrate.

6. CONCLUSIONS

In this paperwe take a game theoretic approachto the prob-

lem of cooperatiorin peerto-peernetworks. Addressingthe chal-

lengesimposedby P2Psystemsincluding large populationshigh

turnover, asymmetnof interestandzero-costdentities we propose
a family of scalableand robust incentive techniqueshasedupon
the Reciprocatie decisionfunction, to supportcooperatre beha-

ior andimprove overall systemperformance.

We nd that the adoptionof sharedhistory and discriminating
sener selectiortechniqguesanmitigatethe challengeof few repeat
transactionghat arisesdueto large populationsize, high turnover

andasymmetryof interest.Furthermorecooperatiorcanbe estab-
lishedevenin thepresencef zero-costdentitiesthroughthe useof

anadaptve policy towardsstrangersFinally, colludersandtraitors
canbekeptin checkvia subjectve reputationsandshort-termhis-

tory, respectiely.
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