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Abstract—
The problem of digital preservation is widely acknowledged,

but the underlying assumptionsimplicit to the designof systems
that addressthis problemhavenot beenanalyzedexplicitly. We
identify two basicapproachesto addressthe problem of digital
preservation using peer-to-peer systems:conservationand con-
sensus. We highlight the designtradeoffs involved in using the
two general approaches,and we provide a framework for an-
alyzing the characteristicsof peer-to-peer preservation systems
in general. In addition, we proposea novel conservation-based
protocol for achieving preservation and weanalyzeits effective-
nesswith respectto our framework.

1. INTRODUCTION

Recently, a numberof peer-to-peerapproacheshave been
proposedto addressthe problemof preservation(e.g., [4],
[7], [11], [2], [3], [6]). In their attemptto preserve somedata
sothat it is availablein thefuture,thesesystemsfacea num-
berof challengesincludingdealingwith naturaldegradationin
storagemedia,catastrophiceventsor humanerrors,attacksby
adversariesattemtpingto changethe datapreserved, aswell
as providing incentives to other peersto help in the preser-
vation task. Thesesystemsdiffer in their approachesandthe
systems'designerscharacterizetheir approachesin different
ways:archiving, backup,digital preservation.But thesepeer-
to-peersystemssharea basicpremise:thateachpeeris inter-
estedin preservingoneor morearchival units(AUs)anduses
theaidandresourcesof otherpeersto achieve its goal.

In this paperwe provide a framework for analyzingthe
characteristicsandhighlighting the designtradeoffs of peer-
to-peerpreservation approaches.Supposethat our preserva-
tion systeminvolveseachAU of interestbeingreplicatedon
a subsetof thepeerpopulation.Considera particulararchival
unit beingreplicatedonasubsetconsistingof n peers,denoted
(p1; p2; :::; pn ). Weusepi (t) to denotethecopy of thearchival
unit heldby peerpi at time t. To simplify thescenariosome-
what,presumethat all peersenterthe systemat time t0. We
assertthattherearetwo basicapproachesto providing preser-
vation:

� CONSENSUS. The goal is for all peersin the systemto
cometo a uniform agreementover time; that is to say
that ast ! 1 , we have that 8i; j : pi (t) = pj (t). In
essence,eachpeeralwaysbelievesthattheversionof the
AU it hasmaybequestionableandis willing to usethe
aggregateopinionof thecommunityto in�uence its own

copy, even if that sometimesinvolvesreplacingthecur-
rentcopy with anew one.

� CONSERVATION. Thegoal is for eachpeerto retainin-
de�nitely theexactcopy of theAU thatit holdsinitially;
that is to saythatast ! 1 , we have that8i; t : pi (t) =
pi (t0). In essence,eachpeerbelievesthat theversionof
theAU it startswith is the“right” version,andit always
attemptsto preserve this copy, even if other peersdis-
agree.Whenit suffers a damageto its AU, it seeksthe
helpof otherpeersto recover this right version.

There is a fundamentaltrade-off betweenthesetwo ap-
proaches. If a peerhappensto have a wrong version,con-
servingthedataasit is is detrimentalto preservation,whereas
consensushelpspreserve the right versionif the otherpeers
happento supplythe right versionasthe consensusversion.
On theotherhand,if apeerhappensto have theright version,
conservingthe dataas it is helpspreserve the right version,
whereasconsensuscanpotentiallycauseit to getinfectedwith
a wrongversion(if theotherpeershappento supplya wrong
versionto it astheconsensusversion).

The rest of the paperproceedsas follows. In Section2,
we presentour framework for analyzingthe designtradeoffs
peer-to-peerpreservationsystemsmustmakeandwedescribe
the factorsthat affect the successof sucha system. In Sec-
tion 3, we describean exampleof a peer-to-peersystemthat
embodiesthe consensusapproachanddiscusswhereit falls
within our designframework. This is the well-documented
LOCKSSpeer-to-peerdigital preservationsystem[7], [9]. In
Section4,wedescribeandanalyzeSierra,anew conservation-
basedpeer-to-peerapproachto the digital preservation prob-
lem,thatis inspiredby theLOCKSSprotocol,but thatdeparts
fundamentallyfrom theconsensus-basedLOCKSSapproach.
In Section5 weconclude.

2. FRAMEWORK FOR DESIGN CONSIDERATIONS

The designchoicebetweenconservation andconsensusis
not straightforward, but involves balancingand prioritizing
various con�icting goals and choosingthe best suited ap-
proach. To aid this process,we discussbelow a list of con-
siderationsfor designinga peer-to-peerpreservation system.
Theremay be other useful considerations,but we've found
this list to beparticularlyuseful.

Trust in the source of the AU. If the original sourceof the
AU is perfectlytrustedto supplythe right versionof the AU



always,consistently, to all thesubscriberpeers(i.e.,peersthat
will hold replicasof this AU), conservationmight bea better
preservationstrategy. Ontheotherhand,if thesourcesupplies
the right versionto somesubscriberpeersanda wrong ver-
sionto someothers,consensuscouldhelp,aslongasthesub-
scriberswith theright versionoutnumberthosewith a wrong
versionand are thus able to convince thosewith the wrong
versionto replacetheirarchiveddocuments.

Trust in the meansof procuring the AU. If peersin the
systemusean unreliablemeansof obtainingthe AUs to be
archived,thenit is likely thatonly a fractionof thepeerswill
obtainthecorrectcopy at theoutset.This circumstancemay
provide anargumentin favor of a consensus-basedapproach,
sinceconservation alonewill lead to preservation of invalid
copies.

Frequencyof storage faults. If storagedegradation is
frequent becauseof the environment or particular storage
mediumchosen,then,it couldprove dif�cult to achieve con-
sensuson an AU. This is becauseif a substantialportion of
peersarein damagedstateat any point of time, thena dead-
lock situationcouldarise.Thepeersneedto geta consensus
copy to recover from their damage,and on the other hand,
the peersneedto �rst recover from their damagein orderto
achieve goodconsensus.Thus,the consensusapproachmay
not be well-suitedfor systemswith high frequenciesof stor-
agefaults.On theotherhand,a conservationapproachmight
avoid this problembecauseall it requiresto recover from a
damageis any one peerbeing able to respondwith the AU
beingconserved.

Frequencyof humanerror. If systemoperatorsare likely
to commit errors, for instance,while loading an AU to be
preservedor while manuallyrecovering theAU from a dam-
ageoccurrence,conservationcouldbedetrimentalbecausethe
systemmayendup preservinganincorrectAU, whereascon-
sensuscouldhelprecover theright AU from otherpeers.

Resource relavanceto participants: Relevance[10] is the
likelihood that a “unit of service” within a problem(in our
case,an archival unit) is interestingto many participants.
Whenresourcerelevanceis high,bothconsensusandconser-
vationcouldbene�t from therelevanceandwould beequally
suitable. However, when the resourcerelevanceis low, be-
causecooperationwould requirearti�cial or exrinsic incen-
tives to make the peer-to-peersolution viable, conservation
would bebettersuitedasit would requirelessfrequentinter-
actions(speci�cally, only duringrecovery from damage)and
smallernumberof peersparticipatingascomparedto consen-
sus.

Presenceof adversaries.Preservationsystemsmaybesub-
ject to variousattacksfrom adversaries. We focus on two
kinds of attacksthat exploit peerinteractionsin the system:
stealth-modi�cationattack andnuisanceattack. In a stealth-
modi�cation attack,theadversary'sgoalis to modify thedata
beingpreservedby a victim peer, but without beingdetected.
In anuisanceattack,theadversary'sgoalis to createnuisance
for a victim peer, for instanceby raising intrusiondetection
alarmsthatmayrequirehumanoperatorintervention.Thede-
sign of a preservation systemthat takes adversarypresence

into accountwould typically involve the following two con-
siderations:

� Tolerancefor stealth-modi�cation: Is it acceptableto the
usersof the preservation systemfor somepeersbeing
successfullyattackedbyastealth-modi�cationadversary,
andpossiblyrecoveringeventually?i.e.,Is it tolerablefor
someof thepeersto haveanincorrectAU sometimes?If
theansweris 'yes', thenbothconservationandconsensus
may be equallysuitableapproaches.But, if the system
hasvery low tolerancefor stealth-modi�cationattacks,
conservation may be appropriateasit is lessin�uenced
by (andthus, lesssusceptibleto) otherpeers.Consider
thecasein which thereis substantiallikelihoodthatad-
versariesmay have subvertedpeers,or if there is fear
thatadversarialpeersform alargepercentageof theover-
all peerpopulation.In this circumstance,consensusis a
dangerousstrategy becauseit maycauseall of thewell-
behavedpeersthathavetheright versionto receiveanin-
valid version,andthusconservationmaybeappropriate.
However, thereis alsoa downsideto usingconservation
in thatoncetheadversaryis somehow ableto carryouta
stealth-modi�cationattacksuccessfully, thevictim peer,
by de�nition, believesthatits copy is theright oneandis
thuspreventedfrom beingableto recover, evenafterthe
adversaryhasstoppedactively attackingit.

� Tolerancefor nuisances: Cantheuserstoleratefrequent
nuisances?Thefrequency of possiblenuisanceattacksis
limited by the frequency of invoking peerparticipation.
Thus,if thereis low toleranceto nuisanceattacks,then
aconservationapproachmaybepreferablebecauseeach
peerreliesonotherpeersonly whenit suffersadamage.

3. LOCKSS - AN EXAMPLE OF THE CONSENSUS
APPROACH

In this section,we considerLOCKSS, an example of a
preservation systemfollowing the consensusapproach,and
discussits designwith respectto our framework.

The LOCKSS system[7], [9] preserves online academic
journalsusinga peer-to-peerauditingmechanism.The sys-
temprovidesa preservation tool for libraries,whosebudgets
for preservation aretypically quite small [1]. Each(library)
peercrawls the websitesof publisherswho have agreedto
have their contentpreserved and downloadscopiesof pub-
lishedmaterial(e.g. academicjournals)to which the library
in questionhassubscribed.The cachedinformation is then
usedto satisfyrequestsfrom thelibrary'suserswhenthepub-
lisher'swebsiteis unavailable.

Web crawling is an unreliable process,making it dif�-
cult for peersto determinewithout manualinspectionof the
crawled material whethercompleteand correct replicasof
the AUs of interesthave beendownloaded. Peerstherefore
needsomeautomatedway to determineif their copy is cor-
rect.LOCKSSusesconsensusfor thispurpose.Peersperform
sampled-auditingof their local copiesto ensurethat it agrees
with theconsensusof peers.

TheLOCKSSdesignis basedon thefollowing characteris-
ticsand/orassumptionsin ourdesignframework:



Trust in the source of the AU and trust in the meansof
procuring the AU: low, as long asa relatively small portion
of the overall peerpopulationinitially acquiresan incorrect
AU eitherfrom thesourceor throughtheprocurementmeans.

Frequencyof storage faults: extremelylow (assumedto be
oncein 200yearsonanaverage)

Frequencyof humanerror: canbehigh
Resourcerelevanceto participants: high, aslibrariesoften

subscribeto thesameAU's from thepublishers.
Presenceof adversaries: at mostone-thirdto 40% of the

peerpopulationcouldbeadversarial;theadversaryis assumed
to have unlimited computationpower and unlimited identi-
ties.

� Tolerancefor stealth-modi�cation:medium
� Tolerancefor nuisances:low
Looking at thesecharacteristicsandassumptions,andcon-

sideringthesuitability of theapproachesdescribedin our de-
signframework, we canclearlyseewhy thesystemdesigners
have chosenthe consensusapproach.We descibebelow the
designof theconsensusprotocolof LOCKSS,anddiscussthe
factorsrelevantto our framework on theway.

Eachpeermaintainstwo lists: a friendslist anda reference
list. Thereferencelist is alist of peersthatthepeerin question
hasrecentlydiscoveredin the processof participatingin the
LOCKSSsystem.The friendslist is a list of peers(friends)
that the peerknows externally andwith whom it hasan out-
of-bandrelationshipbeforeenteringthesystem.Whena peer
joins the system,his referencelists startsout containingthe
peersonhis friendslist.

Periodically, ataratefasterthantherateof naturalbit degra-
dation,a peer(thepoller conductsanopinionpoll on anAU.
The peertakesa randomsampleof peersasa quorumfrom
its referencelist andinvites thechosenpeersasvoters into a
poll. The votersvote on the AU by sendinghashesof their
individualcopiesof theAU to thepeerinitiating thepoll. The
poller comparesthevotesit receiveswith its local copy. If an
overwhelmingmajorityof thehashesreceivedagreeswith the
poller's hash,thenthepoller concludesthat its copy is good,
(i.e., it agreeswith theconsensus)andit resetsa refreshtimer
to determinethenext timeto checkthisAU. If anoverwhelm-
ing majorityof hashesdisagree,thenthepeerfetchesa repair
by obtaininga copy of the AU from oneof the disagreeing
peersandre-evaluatingthevotesit received. Thatis, thepeer
altersits copy of the AU so that it agreeswith the consen-
sus. If thereis neitherlandslideagreementnor landslidedis-
agreement,thenthepoll is deemedinconclusiveandthepoller
raisesanalarm.

Becausenaturalstoragedegradationis assumedto bea rel-
atively infrequentoccurrence,it is unlikely that many peers
will simultaneouslybeexperiencingdegradation.If anincon-
clusive poll results,it is an indicationthatanattackmight be
in progress.LOCKSSusesalarmsasa way of performingin-
trusiondetection,sothatwhenanattackis suspected,humans
arecalleduponto examine,heal,andrestartthesystem.This
requirementof humansbeingexpectedto examine,heal,and
restartthesystemevery time analarmis raised,which could
happenoneverypoll in thetheoreticallyworstcase,is therea-

sonwhy thesystemcannottoleratefrequentnuisanceattacks.
Therefore,the designersaim for nuisanceattacksbeingonly
infrequentlypossible.

At the conclusionof a poll, the poller updatesits refer-
encelist asfollows. First, it removesthosepeersthat voted
in the poll so that the next poll is basedon a differentsam-
ple of peers.Second,the poller replenishesits referencelist
by addingnominatedpeers and peersfrom the friends list.
Nominatedpeers,or nominees, arepeersthat areintroduced
by thevoterswhenthevotersare�rst invited to participatein
thepoll. Nomineesareusedsolely for discovery purposesso
that thepoller canreplenishits referencelist. Nomineesvote
on the AU, but their votesarenot consideredin determining
the outcomeof the poll. Instead,their votesareusedto im-
plementadmissioncontrol into the referencelist. Nominees
whosevotesagreewith thepoll outcomeareaddedto theref-
erencelist.

Thebiasof friendsto nomineesaddedis calledchurn. The
contentsof thereferencelist determinetheoutcomeof future
polls. Addingmorefriendsto thereferencelist thannominees
makes the poller vulnerableto targetedattacksaimedat its
friends. Adding morenomineesthanfriendsto the reference
list increasesthepotentialfor Sybil attacks[5].

Using a combinationof defensetechniquessuchas rate-
limitation,effort-balancing,referencelist refreshesandchurn,
amongothers,theLOCKSSprotocolachievesstrong,but im-
perfect,defenseagainsta stealth-modi�cationadversary. Ex-
perimentalresultsshow that theprobability that,at any point
in time, the userat a peerwould accessa bad AU was in-
creasedby just 3.5%. However, it was also observed that
aroundone-thirdof the loyal (i.e., non-adversarial)peersend
up being attacked by a stealth-modi�cationadversarywho
startswith an initial subversionof 40% of the overall peer
poulation.AlthoughtheLOCKSSauthorshave reportedthat
successfulnuisanceattackshave beenobservedto beseldom,
they have not discussedwhatexactly happenswhenanalarm
is raisedat a peer(i.e., to whatextent theadversaryis rooted
out), andsothereal impactof nuisanceattackscannotbean-
alyzed.

4. SIERRA - AN EXAMPLE OF THE CONSERVATION
APPROACH

The key notion of the conservation approachis that each
peer, beingfully con�dent thattheversionof theAU it stores
is the right version,attemptsto conserve its own version. To
doso,thepeerignoreswhattheversionmaylook likeatother
peers,exceptwhenit suffersa “bit-rot”, i.e., a storagefailure
or someotherevent that resultsin its AU beingdamaged,at
whichpoint it looksto otherpeersfor recovery.

Given just the conservation notion, one might considera
simplesolutionfor implementingconservationsuchasstoring
theAU, alongwith asignedhashof theAU remotelyonother
peers,andrelying on this informationwhile recovering from
abit-rot. Thissolutionmaybeperfectlyacceptablein peer-to-
peerbackupapplications.However, in a LOCKSS-like appli-
cationthatwould want to exploit thehigh resourcerelevance



existing in the system(to reduceunnecessarystorageover-
head)andavoid long-termsecrets(which may be unreason-
ablefor long-termpreservationon theorderof decades),this
simplesolutionmaynotbesuitable.

WeproposeSierraasaconservation-basedalternativeto the
LOCKSSprotocol.Sierrasharessomefeatureswith LOCKSS
in that it exploits resourcerelevanceand doesnot depend
on long-termsecrets.It alsoborrows sometechniquesfrom
LOCKSSsuchascalling opinionpolls usinga sampleof the
peerpopulation.However, Sierra's primarygoaldepartsfun-
damentallyfrom that of LOCKSS.While Sierramakes use
of opinion polls (which have a consensus�a vor), it doesnot
blindly rely on theresultsof thepolls. We thusreferto Sierra
asusinga tamed-consensusapproachtowardsachieving the
conservationgoal.

Following arethecharacteristicsand/orassumptionsweuse
thatarerelevantto ourdesignframework:

Trust in the source of the AU and trust in the meansof
procuringtheAU: high1

Frequencyof storage faults: low
Frequencyof humanerror: low
Resourcerelevanceto participants: high
Presenceof adversaries: up to 60%of thepeerpopulation

couldbeadversarial;theadversaryis assumedto have unlim-
itedcomputationpowerandunlimitedidentities.

� Tolerancefor stealth-modi�cation:zero-tolerance
� Tolerancefor nuisances:low
Sinceweprioritizeallowing higherpresenceof adversaries,

andyet having zero-tolerancefor stealth-modi�cationattacks
andlow tolerancefor nuisanceattacks,weareforcedto make
the strongerassumptionof high trust in the sourceandpro-
curementmeansfor theAU.

Sincea conservation-basedsystemassumescompletecon-
�dence in thelocalAU, abit-rot occurrenceis theonly “time-
of-need” whena peermight have to rely on the otherpeers
to recover its AU. During theremainingtime, thepeerwould
be“self-suf�cient” in termsof preservingtheAU. Alongside
eachstoredAU, a peerstoresa hashof thatAU andperiodi-
cally checkstheAU againstthehashto determineif it is self-
suf�cient or in its timeof need.

In addition,we introducea hostof defensetechniquesto
help a peerconserveits AU. Peerscall polls periodicallyas
in LOCKSS.If thestoredAU andhashmatch,thenthepoller
ignorestheresultof thepoll. However, thepoller updatesits
referencelist asin the LOCKSSprotocolwith the following
change.Any voterswhosevotesdisagreewith thepoller'sAU
areremovedfrom thereferencelist andalsoblacklistedfrom
providing votesto thispoller in thefuture.

If theAU andlocalhashdonotmatchwhenthepollercalls
its next poll, it entersa “time-of-need”stateandremainsin
this statefor thenext n polls,wheren is a system-de�nedpa-
rameter. During (and only during) a time-of-needpoll, the

1Note that if we were to useour protocol in a LOCKSS-like domain
wheretheremaybeunreliableprocurementmeans,we canusea hybrid of
the consensusandconservation approaches,so that during the �rst phase,
consensusis usedto obtainastabilizedconsensuscopy, andthereafter, con-
servationis usedto preserve thestablecopy ona long-termbasis

pollerchecksto seeif any of thepeersthatarein theminority
agreewith eachother. If aminority thresholdnumberof peers
agreewith eachother, the poller raisesan alarmto notify its
localoperators.Otherwise,thepollerrepairsusingtheversion
of theAU storedby themajority. A minority alarmindicates
that either the majority or the minority is potentiallyadver-
sarial. Whenthis alarmis raised,the operatoris expectedto
examineand choosethe right one amongthe different con-
tendingversionsof theAU andthen,thepeerswho supplied
theincorrectversionswill beblacklisted.Notethatthelarger
n is, themorelikely a stealth-modi�cationattackwill bede-
tectedbecausethehigherthechancethat thepoller will �nd,
in asubsequentpoll, aminority thresholdnumberof peersthat
agreewith eachother.

In Sierra,votersonly vote if they arein the self-suf�cient
state(i.e., their storedAU and hashmatch)and declinethe
poll invitationotherwise.

4.1 Analysis

TheSierraprotocolusesthebasicunderlyingfeaturesof the
LOCKSSprotocolfor callingpollsandmanagingthepeer-to-
peernetwork, andthusto analyzeits effectstheoretically, we
startby examiningexistingtheoreticalpropertiesof LOCKSS.
Dueto lackof space,weomit thedetailsof theLOCKSSanal-
ysis[8] here.

Attaining a presencein a victim peer's referencelist is the
only meansthroughthe protocolby which an adversarycan
launchastealth-modi�cationor anuisanceattack.Wecall the
strengthof adversarialpresence,i.e., the proportionof refer-
encelist peersthat areadversarial,the adversary's foothold.
The only way for an adversaryto attainhigherfoothold in a
peer'sreferencelist is to lurk, i.e.,to act loyal (or non-malign)
by voting usingthecorrectversionof theAU andnominating
its minionsfor entranceinto thepoller's referencelist.

Consideran adversary in LOCKSS that lurks. We can
modeltheexpectednumberof malign(i.e.,adversarial)peers,
M r t , in a loyal peer's referencelist at time t, given a uni-
form distribution of adversariesthroughoutthepopulation,as
a function of time anda setof systemparameters(SeeFig-
ure1) [8]:

M r (t+1) = �
X
T2 M 2

r t +
�

1 �
Q + 2X

T

�
M r t +

CTM 0

P
(1)

whereX , theexpectednumberof nomineesin steady-state
equilibrium,is givenby:

X = Q + T

 
1 � C2

1 + C
� 1

!

(2)

However, becauseSierraintroducesblacklistingasameans
by which a peermay eradicatethosewho vote with invalid
copies from its referencelist, the recurrenceequationfor
Sierrais somewhatdifferent.Theonly opportunityfor anad-
versaryto haveits setof malignpeers(pm1; :::; pmk ) votewith
an invalid copy andstill increaseits expectedfoothold in the



symbol default description
C 0.1 churnrate(ratio)

M 0 1000 initial numberof malignpeers
Q 100 quorum# of votersneededperpoll
P 10000 total population
T 600 referencelist size

Fig. 1. Parametersfor Sierraanalysis.

referencelists of sometargetpeerpt occurswhenpt suffersa
bit-rot andentersits time-of-needstate.

Supposethat � is the thresholdfor raisingan alarmin the
eventof minority agreement.Giventhatastealth-modi�cation
adversaryseeksto win a poll and avoid detection,the ma-
lign peersmustvote with the invalid copy of the AU only if
thereexist at leastQ � � malignpeersin a givenpoll called
by pt . Otherwise,if the adversaryattacks,it endsup losing
all of its hard-earnedfootholddueto blacklisting. Therefore,
the optimal strategy for the stealth-modi�cationadversaryin
the casewherethereare lessthanQ � � malign peersin a
poll is to lurk, so that it cantry to increaseits foothold fur-
ther. Thus, the recurrenceequationdoesnot changefor the
stealth-modi�cationadversaryif weassumeanoptimaladver-
sarystrategy (andthereforenoblacklisting).

If anadversarywantsto simplycreateanuisancethatraises
analarm,thenat least� malignpeersmustvotewith a non-
majority copy of theAU. Sincetheactof creatinga nuisance
doesnot bene�t from having morethan� peersvotewith the
invalid copy, it is in thebestinterestof theadversaryto have
only � peers,(pm1; :::; pm� ) perform this task. The adver-
sarywould now losesomefootholddueto blacklistingwhen-
ever it createsa nuisance,andtherefore,therecurrenceequa-
tion changes.Next, we introducethreeother variables: F ,
themeantime betweenfailures(in termsof numberof polls)
for a particularstoragesystem,d, the likelihoodthat an ad-
versarywill chooseto createa nuisancewhenit can,andK ,
the likelihood that an adversarywill createa nuisanceeven
whenapeeris not in time-of-need.K representstheextentto
which the adversaryhasknowledgeof whena bit-rot occurs
for a particularloyal peer. If theadversaryhasperfectknowl-
edge(throughsomecovert channelor out-of-bandmeans),
thenK = 0, but we believe that in most realisticcases,K
wouldbecloserto 1. Whenever theadversarytriesto createa
nuisancefor a givenpeerpt by supplying� maliciousvotes,
pt will evict � adversarialpeersfrom its referencelist. Thus,
ournew recurrenceis representedby thefollowing equations:

M 0
r (t+1) = �

X
T2 M 2

r t + (1 �
Q + 2X

T
)M r t +

CTM 0

P
(3)

M r t = M 0
r t �

d� (1 + K (F � 1))
F

(4)

Sinceweareinterestedin powerful adversaries,weassume
for therestof ouranalysisthatanadversaryhasperfectknowl-
edgeaboutpeerssuffering bit-rotsandwill attackor createa
nuisanceonly whenapeeris in time-of-need.

4.1.1 EffectivenessagainstStealthModi�cation Attacks:
We �rst considerthe questionof what conditionscan actu-
ally lead to an adversarybeing able to carry out a stealth-
modi�cation attacksuccessfully(i.e.,withoutbeingdetected).
An attackis possibleonly if:

� Theadversaryhassomehow achievedveryhigh(closeto
100%)footholdin thevictim's referencelist – becauseit
wouldotherwisebedetectedthroughtheminority thresh-
old alarm within the n polls called during the time-of-
need.

� More importantly, the adversaryis able to sustainthat
foothold for a suf�cient numberof consecutive polls –
speci�cally, duringthen time-of-needpolls.

� The adversaryis able to somehow magicallyattackex-
actlywhenadamagehasjustoccurredat thevictim, i.e.,
shouldhave perfectknowledgeof the victim's damage
occurrences.

We now usethe mathematicalmodel discussedearlier to
show that the adversary is not able to carry out stealth-
modi�cation attackssuccessfully. Recallthat the theoptimal
adversarystrategy for stealth-modi�cationis lurking continu-
ouslyuntil it attainsenoughfoothold. We �nd thattheadver-
sary is unableto lurk andattainfootholdshigh enough(i.e.,
enoughto ensureat leastQ � � poll invitations) to be able
to carryout successfulattacks.Figure 2 shows the resultof
usingequations3 and4 with d = 0 to obtaintheequilibrium
foothold value (which is the expectednumberof malicious
peerson the referencelist of a given loyal peer)for differ-
ent initial subversionvalues.As we canseefrom this graph,
even for initial subversionsashigh as60%, the equilibrium
footholdnever reaches80%,which is thefootholdrequiredto
ensureatleastQ� � poll invitations,i.e.,at least80invitations
amongaquorumof 100invitations.
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Note that we have assumedthat the adversaryhasperfect
knowledgeof thevictim's damageoccurrences.If theadver-
saryhasnoout-of-bandmeansto acquirethisknowledge,it is
closeto impossiblefor theadversaryto beableto lurk for the
entireperiodthatthevictim peeris healthy andattackexactly
whenit suffersadamage.



4.1.2 Effectivenessagainst NuisanceAttacks: First, we
notethat in Sierra,the maximumfrequency at which an ad-
versarycan createnuisanceis limited to onceevery bit-rot
occurrenceinsteadof onceevery poll as in LOCKSS.Next,
we observe thatcreatinga nuisancecomeswith anassociated
penalty: peersvoting with an invalid copy areblacklistedby
theoperatoruponbeingnoti�ed by thealarm,andthey cannot
returnto thereferencelist. We want to show that thepenalty
associatedby blacklistingcreatessomedisincentive for nui-
sanceattacks.For thefollowing analysis,we consideradver-
sarieshaving aninitial subversionof 10%of thepeerpopula-
tion. First, thissubversionratio is enoughfor theadversaryto
beableto carryoutnuisanceattacks.Second,while anadver-
sarywith a highersubversionratio couldvery well carryout
nuisanceattacks,it doesnot losemuchfootholdbecauseit can
quickly makeup for thelossit suffers(dueto blacklisting)by
nominatingits minions.
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Fig. 3. VARYING NUISANCE PROBABILITY. Presuming10%initial sub-
versionandminority threshold� = 20.

Figure3 showswhathappenswhenwevary theprobability
in whichanadversarycreatesanuisance.Observethatevenif
anadversaryhascompleteknowledgeof whena givenpeer's
AU is damaged,it may still have substantialincentive not to
createa nuisancetoo frequently, particularlyif the MTBF is
suf�ciently shortthat theadversarydoesnot have time to re-
store its representationon the peer's referencelist between
successive failures.
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Finally, Figure4 shows the effect of varying the minority
threshold. We seethat with lower minority thresholds,the
adversaryincurs lesserpenaltyand therefore,the adversary
haslessof anincentive not to createa nuisance.On theother
hand,weknow intuitively thatincreasingthethreshold,while
contributingto abetterdefenseagainstnuisanceattacks,leads
to moreopportunitiesfor stealthmodi�cation attacks.

5. CONCLUSIONS

Preservation is not a straighforwardproblem.Peer-to-peer
systemsaimed at providing a preservation solution face a
numberof con�icting designconsiderationsthatforcedesign-
ersto make dif�cult choices.We have presenteda framework
for consideringthetradeoffs involvedin designingsuchasys-
tem. We have alsodiscussedtwo examplesystemswith re-
spectto this framework, LOCKSS and Sierra, that embody
thetwo basicapproachesto preservation: consensusandcon-
servation, respectively. We observe thatLOCKSSallows as-
sumptionsof distrustful sourceand procurementmeansfor
the AU, while achieving moderatelystrongdefenseagainst
stealth-modi�cationandnuisanceattacks.On theotherhand,
Sierraachieves much strongerdefenseagainst both attacks,
but at theexpenseof makingassumptionsof high trust in the
sourceandprocurementmeansfor theAU.
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