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Abstract—

The problem of digital presewation is widely acknowledged,
but the underlying assumptionsimplicit to the designof systems
that addressthis problem have not beenanalyzedexplicitly. We
identify two basicapproachesto addressthe problem of digital
presewration using peerto-peer systems:conservationand con-
sensus We highlight the designtradeoffs involved in using the
two general approaches,and we provide a framework for an-
alyzing the characteristics of peerto-peer presewvation systems
in general. In addition, we proposea novel consewnation-based
protocolfor achieving presewation and we analyzeits effective-
nesswith respectto our framework.

1. INTRODUCTION

Recently a numberof peerto-peerapproachesave been
proposedio addresshe problemof preservation(e.g., [4],
[7], [11], [2], [3], [6]). In their attemptto presere somedata
sothatit is availablein thefuture,thesesystemdacea num-
berof challengesncludingdealingwith naturaldegradatiornin
storagamedia,catastrophi@ventsor humanerrors,attacksby
adwersariesattemtpingto changethe datapresered, aswell
as providing incentvesto other peersto helpin the preser
vationtask. Thesesystemdiffer in their approacheandthe
systems'designersharacterizeheir approaches different
ways: archiing, backup digital preseration. But thesepeer
to-peersystemssharea basicpremise:thateachpeeris inter-
estedn preservingopneor morearchival units (AUs) anduses
theaid andresource®f otherpeersio achiese its goal.

In this paperwe provide a framework for analyzingthe
characteristicand highlighting the designtradeofs of peer
to-peerpreseration approachesSupposehat our presera-
tion systeminvolveseachAU of interestbeingreplicatedon
asubsenf the peerpopulation.Considera particulararchval
unitbeingreplicatedonasubsetonsistingof n peersdenoted
(p1; P2; i35 pPn). Weusep; (t) to denotethecopy of thearchial
unit heldby peerp; attimet. To simplify the scenaricsome-
what, presumethat all peersenterthe systemat time to. We
asserthattherearetwo basicapproacheto providing preser
vation:

CoNseNsus. Thegoalis for all peersin the systemto
cometo a uniform agreemenbver time; thatis to say
thatast ! 1, wehavethat8i;j : pi(t) = p(t). In
essencegachpeeralwaysbelievesthattheversionof the
AU it hasmay be questionableandis willing to usethe
aggragyateopinionof thecommunityto in uence its own

copy, evenif thatsometimesnvolvesreplacingthe cur
rentcopy with anew one.

CONSERVATION. Thegoalis for eachpeerto retainin-
de nitely theexactcopy of the AU thatit holdsinitially;

thatisto saythatast ! 1 , we havethat8i;t : pij(t) =

pi(to). In essencegachpeerbelievesthatthe versionof
the AU it startswith is the"right” version,andit always
attemptsto presere this copy, evenif other peersdis-
agree.Whenit suffers a damageto its AU, it seeksthe
helpof otherpeergo recover thisright version.

Thereis a fundamentaltrade-of betweenthesetwo ap-
proaches.If a peerhappengo have a wrong version,con-
servingthedataasit is is detrimentato preseration,whereas
consensuselpspresere the right versionif the otherpeers
happento supplythe right versionasthe consensusersion.
Ontheotherhand,if apeerhappengo have theright version,
conservingthe dataasit is helpspresere the right version,
whereasonsensusanpotentiallycauset to getinfectedwith
awrongversion(if the otherpeershappeno supplyawrong
versionto it astheconsensusersion).

The rest of the paperproceedsas follows. In Section2,
we presentour framework for analyzingthe designtradeofs
peerto-peerpreserationsystemsnustmake andwe describe
the factorsthat affect the succesof sucha system. In Sec-
tion 3, we describean exampleof a peerto-peersystemthat
embodieghe consensusipproachand discusswhereit falls
within our designframework. This is the well-documented
LOCKSSpeerto-peerdigital preserationsystem[7], [9]. In
Sectiord, wedescribeandanalyzeSierra,anew conseration-
basedpeerto-peerapproacho the digital preseration prob-
lem, thatis inspiredby the LOCKSSprotocol,but thatdeparts
fundamentallyfrom the consensus-basedCKSSapproach.
In Section5 we conclude.

2. FRAMEWORK FOR DESIGN CONSIDERATIONS

The designchoicebetweenconseration and consensuss
not straightforvard, but involves balancingand prioritizing
various con icting goals and choosingthe best suited ap-
proach. To aid this processwe discussbelow a list of con-
siderationdor designinga peerto-peerpreseration system.
Theremay be other useful considerationsput we've found
thislist to be particularlyuseful.

Trustin the source of the AU. If the original sourceof the
AU is perfectlytrustedto supplytheright versionof the AU



always,consistentlyto all thesubscribepeerg(i.e., peerghat
will hold replicasof this AU), conseration might be a better
preserationstrat@y. Ontheotherhand,f thesourcesupplies
the right versionto somesubscribempeersand a wrong ver-

sionto someothers consensusould help,aslong asthesub-
scriberswith the right versionouthumbethosewith a wrong
versionand are thus able to corvince thosewith the wrong
versionto replacetheir archveddocuments.

Trust in the meansof procuring the AU. If peersin the
systemusean unreliablemeansof obtainingthe AUs to be
archived, thenit is likely thatonly a fraction of the peerswill
obtainthe correctcopy at the outset. This circumstancenay
provide anargumentin favor of a consensus-basegproach,
since consenration alonewill leadto preseration of invalid
copies.

Frequencyof storage faults. If storagedegradationis
frequent becauseof the ervironment or particular storage
mediumchosenthen,it could prove dif cult to achiere con-
sensuon an AU. This is becausef a substantiaportion of
peersarein damagedstateat ary point of time, thena dead-
lock situationcould arise. The peersneedto geta consensus
copy to recover from their damage,and on the other hand,
the peersneedto rst recover from their damagen orderto
achiere goodconsensusThus,the consensusipproacimay
not be well-suitedfor systemswith high frequencieof stor
agefaults. Onthe otherhand,a conseration approachmight
avoid this problembecauseall it requiresto recover from a
damageis ary one peerbeing ableto respondwith the AU
beingconsered.

Frequencyof humanerror. If systemoperatorsare likely
to commit errors, for instance,while loading an AU to be
presered or while manuallyrecovering the AU from a dam-
ageoccurrencegonserationcouldbedetrimentabecauséhe
systemmayendup preservinganincorrectAU, whereagon-
sensusouldhelprecovertheright AU from otherpeers.

Resouce relavanceto participants Relevance[10] is the
likelihood that a “unit of service”within a problem (in our
case, an archial unit) is interestingto mary participants.
Whenresourceaelevanceis high, both consensuandconser
vation couldbene t from the relevanceandwould be equally
suitable. However, whenthe resourcerelevanceis low, be-
causecooperatiorwould requirearti cial or exrinsic incen-
tives to make the peerto-peersolution viable, conseration
would be bettersuitedasit would requirelessfrequentinter-
actions(speci cally, only during recovery from damageand
smallernumberof peersparticipatingascomparedo consen-
Sus.

Presencef advesaries.Preserationsystemsnay besub-
ject to various attacksfrom adwersaries. We focus on two
kinds of attacksthat exploit peerinteractionsin the system:
stealth-modi cationattadk andnuisanceattad. In a stealth-
modi cation attack,theadwersarys goalis to modify thedata
beingpreseredby a victim peer but without beingdetected.
In anuisanceattack theadwersarys goalis to createnuisance
for a victim peer for instanceby raisingintrusion detection
alarmsthatmayrequirehumanoperatorintervention. Thede-
sign of a preseration systemthat takes adwersarypresence

into accountwould typically involve the following two con-

siderations:
Tolerancefor stealth-modi cation Is it acceptabldo the
usersof the preseration systemfor somepeersbeing
successfulhattacledby astealth-modi catioradversary
andpossiblyrecoveringeventually?i.e., Is it tolerablefor
someof the peerdo have anincorrectAU sometimes
theanswelis 'yes', thenbothconserationandconsensus
may be equally suitableapproachesBut, if the system
hasvery low tolerancefor stealth-modi cationattacks,
conseration may be appropriateasit is lessin uenced
by (andthus, lesssusceptibleo) other peers. Consider
the casein which thereis substantialik elihoodthat ad-
versariesmay have subvertedpeers,or if thereis fear
thatadwersarialpeerdorm alargepercentagef theover-
all peerpopulation.In this circumstancegconsensuss a
dangeroustrate)y becausdt may causeall of thewell-
behaedpeerghathave theright versionto receive anin-
valid version,andthusconseration may be appropriate.
However, thereis alsoa downsideto usingconseration
in thatoncethe adwersaryis somehav ableto carryouta
stealth-modi cationattacksuccessfullythe victim peer
by de nition, believesthatits copy is theright oneandis
thuspreventedfrom beingableto recover, evenafterthe
adwersaryhasstoppedactively attackingit.
Tolerancefor nuisances Canthe userstoleratefrequent
nuisancesThefrequeng of possiblenuisancettackss
limited by the frequeng of invoking peerparticipation.
Thus,if thereis low toleranceto nuisanceattacks,then
aconserationapproactmaybepreferablebecauseach
peerrelieson otherpeersonly whenit suffersa damage.

3. LOCKSS - AN EXAMPLE OF THE CONSENSUS
APPROACH

In this section,we considerLOCKSS, an example of a
preseration systemfollowing the consensusapproach,and
discussts designwith respecto our framawork.

The LOCKSS system[7], [9] preseres online academic
journalsusing a peerto-peerauditing mechanism.The sys-
tem providesa preseration tool for libraries,whosebudgets
for preseration aretypically quite small[1]. Each(library)
peer crawls the websitesof publisherswho have agreedto
have their contentpresered and dowvnloadscopiesof pub-
lished material(e.g. academigournals)to which the library
in questionhassubscribed. The cachedinformationis then
usedto satisfyrequestsrom thelibrary's userswhenthe pub-
lisher's websiteis unavailable.

Web crawling is an unreliable process,making it dif -
cult for peersto determinewithout manualinspectionof the
cravled material whethercompleteand correctreplicas of
the AUs of interesthave beendownloaded. Peerstherefore
needsomeautomatedvay to determineif their copy is cor
rect. LOCKSSusesconsensufor this purposePeergerform
sampled-auditingf their local copiesto ensurethatit agrees
with the consensusf peers.

The LOCKSSdesignis basedn thefollowing characteris-
tics and/orassumption# our designframenork:



Trust in the source of the AU and trust in the meansof
procuring the AU: low, aslong asa relatively small portion
of the overall peerpopulationinitially acquiresan incorrect
AU eitherfrom the sourceor throughthe procuremenineans.

Frequencyof storage faults extremelylow (assumedo be
oncein 200yearson anaverage)

Frequencyf humanerror: canbehigh

Resouce relevanceto participants high, aslibrariesoften
subscribeo the sameAU's from the publishers.

Presenceof advesaries at mostone-thirdto 40% of the
peempopulationcouldbeadversarialtheadwersaryis assumed
to have unlimited computationpower and unlimited identi-
ties.

Tolerancefor stealth-modi cation:medium
Tolerancdor nuisancestow

Looking at thesecharacteristicandassumptionsandcon-
sideringthe suitability of the approachesdescribedn our de-
signframework, we canclearly seewhy the systemdesigners
have chosenthe consensuapproach.We descibebelov the
designof theconsensuprotocolof LOCKSS,anddiscusghe
factorsrelevantto our framework on theway.

Eachpeermaintainstwo lists: afriendslist andarefeence
list. Thereferencdist is alist of peerghatthepeerin question
hasrecentlydiscoveredin the processof participatingin the
LOCKSS system. The friendslist is a list of peers(friends
that the peerknows externally andwith whomit hasan out-
of-bandrelationshipbeforeenteringthe system.Whena peer
joins the system,his referencdists startsout containingthe
peerson his friendslist.

Periodically ataratefasterthantherateof naturalbit degra-
dation,a peer(the poller conductsanopinionpoll onanAU.
The peertakes a randomsampleof peersasa quorumfrom
its referencdist andinvites the chosenpeersasvoters into a
poll. The votersvote on the AU by sendinghashef their
individual copiesof the AU to the peerinitiating the poll. The
poller compareghe votesit receveswith its local copy. If an
overwhelmingmajority of the hashesecevedagreesith the
poller's hash,thenthe poller concludeghatits copy is good,
(i.e.,it agreeswith theconsensusandit resetsarefreshtimer
to determinghenext time to checkthis AU. If anoverwhelm-
ing majority of hasheslisagreethenthe peerfetchesarepair
by obtaininga copy of the AU from one of the disagreeing
peersandre-evaluatingthe votesit receved. Thatis, the peer
altersits copy of the AU so that it agreeswith the consen-
sus. If thereis neitherlandslideagreemennor landslidedis-
agreementhenthepoll is deemednconclusiveandthepoller
raisesanalarm.

Becauseaaturalstoragedegradations assumedo bearel-
atively infrequentoccurrenceijt is unlikely that mary peers
will simultaneousiype experiencingdegradation.If anincon-
clusive poll results,it is anindicationthatan attackmight be
in progressL OCKSSusesalarmsasaway of performingin-
trusiondetectionsothatwhenanattackis suspectedhumans
arecalleduponto examine,heal,andrestartthe system.This
requiremenbf humansbeingexpectedto examine,heal,and
restartthe systemevery time analarmis raised,which could
happeronevery poll in thetheoreticallyworstcasejs therea-

sonwhy the systemcannottoleratefrequentuisanceattacks.
Therefore the designersaim for nuisanceattacksbeingonly
infrequentlypossible.

At the conclusionof a poll, the poller updatesits refer
encelist asfollows. First, it removesthosepeersthat voted
in the poll so thatthe next poll is basedon a differentsam-
ple of peers. Secondthe poller replenishests referencdist
by adding nominatedpees and peersfrom the friends list.
Nominatedpeers,or nomineesare peersthat areintroduced
by the voterswhenthevotersare rst invited to participatein
the poll. Nomineesareusedsolely for discovery purposeso
thatthe poller canreplenishits referencdist. Nomineesvote
on the AU, but their votesarenot consideredn determining
the outcomeof the poll. Instead their votesare usedto im-
plementadmissioncontrol into the referencdist. Nominees
whosevotesagreewith the poll outcomeareaddedo theref-
erencdist.

The biasof friendsto nomineesaddeds calledchurn. The
contentsof thereferencdist determinethe outcomeof future
polls. Adding morefriendsto thereferencdist thannominees
malkes the poller vulnerableto tamgetedattacksaimedat its
friends. Adding morenomineeghanfriendsto thereference
list increaseshe potentialfor Sybil attackg5].

Using a combinationof defensetechniquessuchas rate-
limitation, effort-balancingreferencdist refreshesandchurn,
amongothersthe LOCKSSprotocolachiezesstrong,but im-
perfect,defenseagainsta stealth-modi cationadversary Ex-
perimentalresultsshowv thatthe probability that, at ary point
in time, the userat a peerwould accessa bad AU was in-
creasedby just 3.5%. However, it was also obsenred that
aroundone-thirdof theloyal (i.e., non-adersarial)peersend
up being attacled by a stealth-modi cationadwersarywho
startswith an initial subversionof 40% of the overall peer
poulation. Althoughthe LOCKSSauthorshave reportedthat
successfuhuisancettackshave beenobseredto be seldom,
they have not discussedvhat exactly happensvhenanalarm
is raisedat a peer(i.e., to whatextentthe adversaryis rooted
out), andsotherealimpactof nuisanceattackscannotbe an-
alyzed.

4. SIERRA - AN EXAMPLE OF THE CONSERVATION
APPROACH

The key notion of the conseration approachis that each
peer beingfully con dentthattheversionof the AU it stores
is theright version,attemptgo consere its own version. To
doso,thepeerignoreswhattheversionmaylook like at other
peersgexceptwhenit suffersa “bit-rot”, i.e., a storagefailure
or someothereventthat resultsin its AU beingdamagedat
which pointit looksto otherpeersfor recovery:.

Given just the conseration notion, one might considera
simplesolutionfor implementingconserationsuchasstoring
the AU, alongwith a signedhashof the AU remotelyon other
peers,andrelying on this informationwhile recovering from
abit-rot. Thissolutionmaybeperfectlyacceptablén peerto-
peerbackupapplications However, in a LOCKSS-like appli-
cationthatwould wantto exploit the high resourcerelevance



existing in the system(to reduceunnecessargtorageover-
head)and avoid long-termsecretgwhich may be unreason-
ablefor long-termpresenration on the orderof decades)this
simplesolutionmaynot besuitable.

We proposeSierraasaconseration-basedalternatve to the
LOCKSSprotocol.Sierrasharesomefeaturesvith LOCKSS
in that it exploits resourcerelevance and does not depend
on long-termsecrets.It alsoborravs sometechniquedrom
LOCKSSsuchascalling opinion polls usinga sampleof the
peerpopulation.However, Sierras primary goal departgun-
damentallyfrom that of LOCKSS. While Sierramalkes use
of opinion polls (which have a consensusa vor), it doesnot
blindly rely ontheresultsof the polls. We thusreferto Sierra
as using a tamed-consensuapproachtowardsachiezing the
conserationgoal.

Following arethecharacteristicand/orassumptiongve use
thatarerelevantto our designframenork:

Trust in the source of the AU and trust in the meansof
procuringthe AU: hight

Frequencyof storage faults low

Frequencyf humanerror: low

Resoucerelevanceto participants high

Presenceof advesaries up to 60% of the peerpopulation
couldbeadwersarialthe adwersaryis assumedo have unlim-
ited computatiorpower andunlimitedidentities.

Toleranceor stealth-modi cation:zero-tolerance
Tolerancdor nuisancestow

Sincewe prioritize allowing higherpresencef adwersaries,
andyet having zero-tolerancéor stealth-modi cationattacks
andlow toleranceor nuisanceattackswe areforcedto make
the strongerassumptiorof high trustin the sourceand pro-
curemenmmeandor the AU.

Sincea conseration-basedystemassumesompletecon-
dencein thelocal AU, abit-rot occurrences theonly “time-
of-need” whena peermight have to rely on the other peers
to recover its AU. During theremainingtime, the peerwould
be “self-sufcient” in termsof preservinghe AU. Alongside
eachstoredAU, a peerstoresa hashof that AU andperiodi-
cally checkshe AU againstthe hashto determinef it is self-

sufcient orin its time of need.

In addition, we introducea hostof defensetechniquedo
help a peerconservets AU. Peerscall polls periodicallyas
in LOCKSS.If thestoredAU andhashmatch,thenthepoller
ignorestheresultof the poll. However, the poller updatests
referencdist asin the LOCKSS protocolwith the following
change Any voterswhosevotesdisagreevith the poller's AU
areremoved from the referencdist andalsobladlistedfrom
providing votesto this pollerin thefuture.

If the AU andlocal hashdo not matchwhenthe poller calls
its next poll, it entersa “time-of-need” stateand remainsin
this statefor the next n polls, wheren is a system-de nedpa-
rameter During (and only during) a time-of-needpoll, the

!Note that if we were to use our protocolin a LOCKSS-like domain
wheretheremay be unreliableprocuremenmeanswe canusea hybrid of
the consensuand conseration approachesso thatduringthe rst phase,
consensuis usedto obtaina stabilizedconsensusopy, andthereaftercon-
senationis usedto presere the stablecopy on along-termbasis

poller checksto seeif ary of the peerghatarein the minority
agreewith eachother If aminority thresholdnumberof peers
agreewith eachother the poller raisesan alarmto notify its
localoperatorsOtherwisethepollerrepairsusingtheversion
of the AU storedby the majority. A minority alarmindicates
that either the majority or the minority is potentially adver
sarial. Whenthis alarmis raised,the operatoris expectedto
examine and choosethe right one amongthe different con-
tendingversionsof the AU andthen, the peerswho supplied
theincorrectversionswill beblacklisted.Notethatthe larger
n is, the morelikely a stealth-modi cationattackwill be de-
tectedbecausehe higherthe chancehatthe poller will nd,
in asubsequergoll, aminority thresholcdhumberof peerghat
agreewith eachother

In Sierra,votersonly voteif they arein the self-sufcient
state(i.e., their storedAU and hashmatch)and declinethe
poll invitation otherwise.

4.1 Analysis

TheSierraprotocoluseghebasicunderlyingfeaturesof the
LOCKSSprotocolfor calling pollsandmanaginghe peerto-
peernetwork, andthusto analyzeits effectstheoretically we
startby examiningexisting theoreticapropertiesof LOCKSS.
Dueto lack of spacewe omitthedetailsof the LOCKSSanal-
ysis[8] here.

Attaining a presencen avictim peers referencdist is the
only meansthroughthe protocol by which an adwersarycan
launchastealth-modi cationor a nuisanceattack.We call the
strengthof adwersarialpresencei.e., the proportionof refer
encelist peersthat are adwersarial,the adwersarys foothold
The only way for an adwersaryto attainhigherfootholdin a
peersreferencdististo lurk, i.e.,to actloyal (or non-malign)
by voting usingthe correctversionof the AU andnominating
its minionsfor entrancénto the poller's referencdist.

Consideran adwersaryin LOCKSS that lurks. We can
modelthe expectedhumberof malign(i.e.,adwersarial)peers,
M.¢, in aloyal peers referencelist at time t, given a uni-
form distribution of adwersarieghroughouthe population,as
a function of time and a setof systemparametergSeeFig-
urel)[8]:

X
T2

CTMg
[

Q+ 2X

M2+ 1 <

Mrt+

Mr(t1) = 1)
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equilibrium,is givenby:
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However, becaus&ierraintroducedlacklistingasameans
by which a peermay eradicatethosewho vote with invalid
copiesfrom its referencelist, the recurrenceequationfor
Sierrais someavhatdifferent. The only opportunityfor anad-
versaryto haveits setof malignpeergpma1; :::; Pmk ) Votewith
aninvalid copy andstill increasets expectedfootholdin the



symbol default description
C 0.1 churnrate(ratio)
Mg 1000 initial numberof malignpeers
Q 100 quorum# of votersneededperpoll
P 10000 total population
T 600 referencdist size

Fig. 1. Parametergor Sierraanalysis.

referencdists of sometargetpeerp; occurswhenp; suffersa
bit-rot andenterdts time-of-needstate.

Supposehat is the thresholdfor raisinganalarmin the
eventof minority agreementGiventhatastealth-modi cation
adwersaryseeksto win a poll and avoid detection,the ma-
lign peersmustvote with the invalid copy of the AU only if
thereexist at leastQ malign peersin a given poll called
by p;. Otherwise,if the adwersaryattacks,it endsup losing
all of its hard-earnedoothold dueto blacklisting. Therefore,
the optimal strateyy for the stealth-modi cationadwersaryin
the casewheretherearelessthanQ malign peersin a
poll is to lurk, sothatit cantry to increaseits foothold fur-
ther Thus,the recurrencesquationdoesnot changefor the
stealth-modi cationadwersaryif we assumeanoptimaladwer-
sarystratgy (andthereforeno blacklisting).

If anadwersarywantsto simply createanuisancdhatraises
analarm,thenatleast malign peersmustvote with a non-
majority copy of the AU. Sincethe actof creatinga nuisance
doesnot bene t from having morethan peersvote with the
invalid copy, it is in the bestinterestof the adwersaryto have
only peers,(pm1; 5 pm ) performthis task. The adwer-
sarywould now losesomefoothold dueto blacklistingwhen-
everit createsa nuisanceandtherefore the recurrenceequa-
tion changes. Next, we introducethreeothervariables: F,
the meantime betweertailures(in termsof numberof polls)
for a particularstoragesystem,d, the likelihoodthat an ad-
versarywill chooseto createa nuisancevhenit can,andK ,
the likelihood that an adwersarywill createa nuisanceeven
whenapeeris notin time-of-needK representshe extentto
which the adwersaryhasknowledgeof whena bit-rot occurs
for aparticularloyal peer If theadwersaryhasperfectknowl-
edge (through somecovert channelor out-of-bandmeans),
thenK = 0, but we believe thatin mostrealisticcasesK
would becloserto 1. Wheneer theadwersarytriesto createa
nuisanceor a given peerp; by supplying maliciousvotes,
p: will evict adwersarialpeersfrom its referencdist. Thus,
our new recurrencas representetly thefollowing equations:
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Sincewe areinterestedn powerful adwersariesyve assume
for therestof ouranalysighatanadwersaryhasperfectknowl-
edgeaboutpeerssuffering bit-rotsandwill attackor createa
nuisanceonly whena peeris in time-of-need.

1)

M= MY

4.1.1 EffectivenessgainstStealthModi cation Attads:
We rst considerthe questionof what conditionscan actu-
ally leadto an adwersarybeing able to carry out a stealth-
modi cation attacksuccessfullyi.e.,withoutbeingdetected).
An attackis possibleonly if:

Theadwersaryhassomehw achieredvery high (closeto
100%)footholdin thevictim's referencdist — becausé
would otherwisebedetectedhroughthe minority thresh-
old alarmwithin the n polls called during the time-of-
need.

More importantly the adwersaryis able to sustainthat
foothold for a sufcient numberof consecutie polls —
speci cally, duringthen time-of-needoolls.

The adwersaryis ableto someha magically attackex-
actlywhenadamagehasjust occurredat thevictim, i.e.,
shouldhave perfectknowledge of the victim's damage
occurrences.

We now usethe mathematicamodel discussedearlier to
shav that the adwersaryis not able to carry out stealth-
modi cation attackssuccessfully Recallthatthe the optimal
adwersarystratay for stealth-modi cationis lurking continu-
ouslyuntil it attainsenoughfoothold. We nd thatthe adwer-
saryis unableto lurk andattainfootholdshigh enough(i.e.,
enoughto ensureat leastQ poll invitations)to be able
to carry out successfuhttacks.Figure 2 shavs the resultof
usingequations3 and4 with d = 0 to obtainthe equilibrium
foothold value (which is the expectednumberof malicious
peerson the referencelist of a given loyal peer)for differ-
entinitial subversionvalues. As we canseefrom this graph,
even for initial subversionsas high as 60%, the equilibrium
footholdneverreache80%,whichis thefootholdrequiredto
ensureatleastQ poll invitations,i.e.,atleast80invitations
amonga quorumof 100invitations.
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Fig. 2. EQUILIBRIUM FOOTHOLD ACHIEVED WITH VARYING INITIAL
SUBVERSION. PresumingMTBF F = 10 years, nuisanceprobability d =
0, andminority threshold = 20.

Note that we have assumedhat the adwersaryhasperfect
knowledgeof thevictim's damageoccurrenceslf the adwer
saryhasno out-of-bandmeandgo acquirethis knowvledge,it is
closeto impossiblefor the adwersaryto beableto lurk for the
entireperiodthatthevictim peeris healtty andattackexactly
whenit sufersadamage.



4.1.2 Effectivenessagainst NuisanceAttaks: First, we
notethatin Sierra,the maximumfrequeng at which an ad-
versarycan createnuisanceis limited to once every bit-rot
occurrenceansteadof onceevery poll asin LOCKSS. Next,
we obsene thatcreatinga nuisancecomeswith anassociated
penalty: peersvoting with aninvalid copy areblacklistedby
theoperatouponbeingnoti ed by thealarm,andthey cannot
returnto the referencdist. We wantto shav thatthe penalty
associatedy blacklisting createssomedisincentve for nui-
sanceattacks.For the following analysiswe consideradwer-
sarieshaving aninitial subversionof 10% of the peerpopula-
tion. First, this subversionratio is enoughfor the adwersaryto
beableto carryout nuisanceattacks.Secondwhile anadwer
sarywith a highersubversionratio could very well carry out
nuisancettacksjt doesnotlosemuchfootholdbecausé can
quickly make up for thelossit suffers(dueto blacklisting)by
nominatingits minions.
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Fig.3. VARYING NUISANCE PROBABILITY. Presumingl0%initial sub-
versionandminority threshold = 20.

Figure3 shavs whathappensvhenwe vary the probability
in whichanadwersarycreatesa nuisanceObsene thatevenif
anadwersaryhascompleteknowledgeof whena givenpeers
AU is damagedit may still have substantiaincentive not to
createa nuisanceoo frequently particularlyif the MTBF is
sufciently shortthatthe adwersarydoesnot have time to re-
storeits representatioron the peers referencelist between
successie failures.
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Fig. 4. VARYING MINORITY THRESHOLD. Presumingl0%initial sub-
version and nuisanceprobability d = 1. Notethat the x-axis showsthe
minority thresholdas an absolutenumberof peess andthe quorumis 100.

Finally, Figure 4 shaws the effect of varying the minority
threshold. We seethat with lower minority thresholds the
adwersaryincurs lesserpenalty and therefore,the adwersary
haslessof anincentive notto createa nuisance On the other
hand,we know intuitively thatincreasinghethresholdwhile
contrikutingto abetterdefenseagainstnuisanceattacks)eads
to moreopportunitiesor stealthmodi cation attacks.

5. CONCLUSIONS

Preserationis not a straighforvard problem. Peerto-peer
systemsaimed at providing a preseration solution face a
numberof con icting designconsiderationghatforcedesign-
ersto male dif cult choices.We have presented framevork
for consideringhetradeofs involvedin designingsucha sys-
tem. We have alsodiscussedwo examplesystemswith re-
spectto this frameavork, LOCKSS and Sierra, that embody
thetwo basicapproachefo preseration: consensuandcon-
senation, respectiely. We obsenre that LOCKSSallows as-
sumptionsof distrustful sourceand procuremenimeansfor
the AU, while achiezing moderatelystrong defenseagainst
stealth-modi cationandnuisanceattacks.Onthe otherhand,
Sierraachiezes much strongerdefenseagainst both attacks,
but at the expenseof makingassumptionsf high trustin the
sourceandprocuremenimeandor the AU.
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