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Abstract—

This paper proposesCUP, a protocol for performing
Controlled Update Propagationto maintain cachesof meta-
data in peerto-peer networks. To moderate propagation
without imposing a global policy, CUP intr oducesthe no-
tion of individual nodeinvestment return. CUP allows each
nodeto determinewhenit haseconomicincentiveto receive
and to propagateupdates. A node participates in propa-
gation only when the benefit (investment return) it secuies
from receving and propagating updates outweighsits cost
of propagation.

We extensiely evaluate the CUP protocol in maintain-
ing cachesof metadatafor locating contentin peerto-peer
networks. We demonstratethat propagation of updatesre-
ducesthe average latency of content search queries by as
much as an order of magnitude acrossa variety of work-
loads. We proposeand evaluate the useof popularity-based
incentivesto drive a node’s propagation policy. Thesein-
clude incentivesbasedon probabilistic aswell aslog-based
modelsof investmentreturn. Using thesepolicies, we show
that CUP nodesrecover their propagation overhead by a
factor of 2 to 300, thus offering a lean but powerful proto-
col.

I. INTRODUCTION

Peerto-peer networks are self-oiganizing distributed
systemswhere participatingnodesboth provide and re-
ceive servicefrom eachotherin acooperatie effort with-
out distinguishedroles as pure clients or pure seners.
Peerto-peernetworks have recentlygainedmuch atten-
tion, primarily becauseof the greatnumberof features
they offer applicationghatarebuilt ontop of them.These
featuresinclude scalability availability, fault tolerance,
decentralizeé&dministrationandanorymity.

Along with thesedesirablefeatureshas comean ar
ray of technicalchallenges.For example,a fundamental
problemin peerto-peersystemss that of locating con-
tent. Giventhe nameor a setof keyword attributes(meta-
data)of an objectof interest,how do you locatethe ob-
ject within the peerto-peernetwork? Most peerto-peer
networks returna setof metadatan responsedo a search
query This metadataypically consistsof index entries
that point to the locationsof nodesthat sene replicasof

the contentof interest,but couldalsoincludeotherinfor-
mation suchas pricing, trust, connectionspeed,or load
informationabouttheseservingnodes.

Recent work suggeststhat metadata-basedearch
queriesfor locatingcontentcanbe a performancebottle-
neckin peerto-peersystemgl]. As aresult,designers
of peerto-peersystemssuggesicachingmetadataat in-
termediatenodesthat lie on the path taken by a search
query[2], [3], [4], [5]. We referto this asPath Cacdiing
with Expiration (PCX) becausecachedmetadataentries
typically have expirationtimesafterwhich they arecon-
sideredstaleandrequireanew search.

PCX is desirablebecausat distributesqueryload for
popularmetadatdatemsacrossmultiple nodes,it reduces
lateng, andit alleviateshot spots. However, little atten-
tion hasbeengivento how to maintaintheseintermediate
caches. The cachemaintenanceroblemis challenging
becausedhe peerto-peermodel assumeghat the global
setof valid metadatavill changeconstantlyaspeernodes
join andleave thenetwork, contents addedo anddeleted
from the network, and replicasof existing contentare
addedo alleviate bandwidthcongestiorat nodesholding
thecontent.Nodesthatcachemetadatdo sene queriesn
amoretimely fashionneedto know aboutchangego the
metadatao sene queriesbetter Keepingcachedmeta-
data up-to-datethereforerequirestracking which meta-
dataitems needto be updatedaswell astrackingwhen
interestin updating particular items at each cachehas
subsidedo avoid unnecessarypdatepropagatiorfor the
maintenancef theseitems.

In thispapeiwe proposeaprotocolfor performingCon-
trolled UpdatePropagatio{CUP) to maintaincachesof
metadatan a peerto-peemetwork. CUP asynchronously
builds cache®f metadatavhile answeringsearctgueries.
It thenpropagatesipdatesof metadatdo maintainthese
cachesTomoderatehispropagationCUPintroduceghe
notion of individual nodeinvestmenteturn Ratherthan
imposinga global propagatiorpolicy, in CUR, nodesre-
ceive andpropagateipdateonly whenthey have personal
economidncentive to do so. This occurswhentheinvest-
mentreturn(or benefit)a nodesecuredy participatingin



the propagatioroutweighghecostof the propagatiorand
thus,all overheads recovered.

A nodeproactvely recevesupdategor metadatatems
from a neighboronly if the nodehasregisteredinterest
with the neighbor A nodethat proactiely receves an
updatefor a metadatatem savesitself from handlinga
follow-up query for the sameitem that, without the ap-
plicationof theupdate would otherwisemissatthenode.
Handlingamissinvolvesgeneratingietwork traffic to for-
wardthequeryonto ones neighbor(sandto receve are-
sponse.Therefore from a nodes perspectie, areceved
updateis justifiedif the updatesavesthe nodefrom the
costof handlingqueries. A nodewill only have interestin
receving updatesslongasit continuedo receve queries
for thatitem.

In CUP, eachnode usesits own incentve-basedpol-
icy to determinewhento cut off its incoming supply of
updatesfor an item. This way the propagationof up-
datesis moderatedand doesnot flood the network. We
introducesereral popularity-basedncentives to drive a
nodes decisionsto receive metadataupdates. The first
classof policiesis probabilisticwherea nodecomputes
the probability thata receved updateis justified usingan
estimateof the numberof nodesthatdependon this node
for answergo queriesfor the item. The secondclassis
“log-based, wherethe nodecomparegheratio of query
arrivals to updatearrivals in a sliding window of update
arrivals. Thesepolicies favor the receiptof updatesfor
popularitemssincethesetemsgenerateueriesmostof-
ten.

Similarly, nodesdecideindividually whento propagate
updatesto interestedneighbors. This is necessarbe-
causea node may not always be able or willing to for-
ward updatesto interestedneighbors. In fact, a nodes
ability or willingnessto propagataipdatesnay vary with
its workload. CUP addressethis by introducinganadap-
tive mechanisneachnodeusedo regulatetherateof out-
goingupdatesA salientfeatureof CUPIs thatevenwhen
a nodes capacityto pushupdatesbecomeszero, nodes
dependenbnthenodefor updatedall back to the caseof
PCXandincur no overhead.

We compareCUPagainsPCXundertypicalworkloads
that have beenobsered in measurementsf real peer
to-peernetworks. We shav that CUP reducesthe aver
agequerylateny by asmuchasan orderof magnitude.
CUP propagatioroverheads morethancompensatetbr
by its savingsin cachemisses.The costof saszed misses
canbetwo to 300 timesthe costof updategpushed.Fi-
nally, sincenodesmale propagationdecisionsindepen-
dently and without coordinationfrom othernodes,CUP
is simpleto implementwhichis crucialfor a systemwith

potentially thousandsf participants like a peerto-peer
network.

Therestof thepaperis organizedasfollows: Sectionll
describesn detailthe CUPprotocol.Sectionlll describes
the costmodelwe useto evaluateCUP and presentsx-
perimentalevidenceof the benefitsof CUR. SectionlV
discusseselatedwork and SectionV concludeshe pa-
pet

I[I. CUP ProTOCOL DESIGN

We give a brief overview of CUP over structuredoeer
to-peernetworks and provide somebackgroundnforma-
tion and terminologywe usethroughoutthe paper We
thendescribehe component®f the CUP protocolin de-
tail.

A. CUP Overviav

CUP is not tied to ary particular searchmechanism
and thereforecan be appliedin both networks that per
form structuredsearchaswell asnetworks that perform
unstructuredsearch. In structuredsearch,queriesfol-
low awell-definedpathfrom the queryingnodeto anau-
thority nodethatholdstheindex entriespertainingto the
query[4], [6], [5], [7]; in unstructuredearchguerieshap-
hazardlytravel throughthe network via flooding or ran-
domwalksin searchof index entrieg[2], [8].

In the interestof space,n this paperwe describeand
evaluatehow CUP worksto maintaincacheof index en-
tries in structuredpeerto-peernetworks. Details of the
CUP algorithmsfor structuredandunstructuredetworks
canbe foundin thesisformat[9]. The basicideais that
everynodein thepeerto-peemetwork maintaingwo log-
ical channelsper neighbor: a query channeland an up-
datechannel.Thequerychannels usedto forwardsearch
queriedor objectsof interestto theneighbotthatis closest
to theauthoritynodeholdingthe entriesfor thoseobjects.
The updatechannelis usedto forward query responses
asynchronouslyo a neighborandto updateindex entries
thatarecachecdatthe neighbor

Queriesfor anitem travel “up” the query channelsof
nodesalong the path toward the authority nodefor that
item. Updatestravel “down” the updatechannelsalong
the reversepath taken by a query Figure 1 shaws this
process. The processof queryingfor items and updat-
ing cachedindex entriespertainingto thoseitemsforms
a CUP tree, similar to an application-l@el multicasttree
whereverticesare peernodesinterestedn receving up-
datedfor cachedndex entries.

The query channelenables‘query coalescing”. If a
noderecevestwo or more queriesfor anitem for which
it doesnot have a freshresponsethe node pushesonly
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Fig. 1. CUP Query& UpdateChannels.A; and A» areauthority
nodesfor someobjects. A queryarriving atnode N, for anitem for
which A, is the authorityis pushedonto query channel@ ~, to V.
If N; hasa cachedunexpired entry for the item, it returnsit to N,
throughUn, . Otherwise,it forwardsthe querytowardsA:. Any up-
datefor anitemoriginatingfrom authoritynode A, flows downstream
to V1 which may forward it onto NV, throughUy,. The analogous
processholdsfor queriesat N; for itemsfor which A, is oneof the
authoritynodes.

oneinstanceof the queryfor thatitem up its querychan-
nel. Thisapproactcanhave significantsavingsin traffic,
becauséurstsof queriesfor anitem are coalescednto
asinglerequest.Secondgcoalescingnultiple queriesfor
the sameitem solvesthe “openconnection”problemsuf-
fered by somepeerto-peersystems. The asynchronous
natureof the querychannerelievesnodesfrom having to
maintainmary separateopenconnectionsvhile waiting
for queryresponsesinsteadall responseseturnthrough
theupdatechannel. Throughsimplebookleeping(setting
aninterestbit) the noderegistersthe interestof its neigh-
borssoit knows which of its neighbordo pushthe query
responseo whenit arrives.

The cascadedoropagationof updatesfrom authority
nodesdown thereversepathsof searchquerieshasmary
advantages.First, updatesextendthe lifetime of cached
entriesallowing intermediatenodesto continueserving
queriesfrom their cacheswithout re-issuingnew queries.
It hasbeenshavn thatup to fifty percentof contenthits
at cachesare instanceswhere the contentis valid but
staleandthereforecannotbe usedwithout first beingre-
validated[10]. Theseoccurrencesare called freshness
misses Secondanodethatproactvely pushesipdatego
interestecheighborseducests load of queriesgenerated
by thoseneighbors. Third, the further dovn an update
getspushed the shorterthe distancesubsequengueries
needto travel to reacha freshcachedanswer As aresult,
queryresponsdateny is reduced. Finally, updatescan
help prevent errorshy invalidating outdatedentries. For

example,anupdateto deletea freshbut invalid index en-
try preventsa nodefrom erroneouslyansweringgueries
usingthe entrybeforeit expires.

B. BadkgroundTerminolayy

The following terms help give some backgroundon
how structuredeerto-peemetworksperformtheirindex-
ing andlookupoperationsThesehelpclarify thedescrip-
tion of CUP over structuredhetworks.

Node Thisis anodein the peerto-peemetwork. Each
nodeperiodically exchangeskeep-alve” messagewith
its neighborsto confirm their existenceand to trigger
recovery mechanismsshould one of the neighborsfail.
Every node also maintainsthe two logical channelsper
neighborasdescribedn Figurel.

Global Index. A fundamentaloperationin a peerto-
peernetwork is thatof locatingcontent.The basicideain
structuredpoeerto-peernetworksis thata hashingscheme
mapskeys (hamef contenffiles or keywords)ontoavir-
tual coordinatespaceusinga uniform hashfunction that
evenly distributesthe keys to the space. The coordinate
spacesenes as a global index that storesindex entries
which are (key, value) pairs. The valuein anindex en-
try is apointer(typically anIP addressjo thelocationof
anodethatstoresa replicaof the contentassociatedvith
theentry's key. Therecanbe sereralindex entriesfor the
samekey, onefor eachreplicaof the content.

Authority Node EachnodeN in a structuredpeerto-
peersystemis dynamically allocateda subspaceof the
coordinatespace(i.e., a partition of theglobalindex) and
all index entriesmappedinto its subspacere owned by
N. We referto N asthe authority node of theseentries.
Replicasof contentwhosekey corresponds$o an author
ity nodeN sendbirth messageso N to announcethey
arewilling to sene the content. Dependingon the appli-
cationsupportedreplicasmight periodicallysendrefresh
message® indicatethey arestill servinga pieceof con-
tent. They might alsosenddeletionmessagethatexplic-
itly indicatethey arenolongerservingthe content.These
deletionmessagesotify the authoritynodeto deletethe
correspondingndex entryfrom its local index directory

Localindex directory Thisis thesubsebf globalindex
entriesownedby anode.

Seach Query A searchquery postedat a nodeN is
arequestto locatea replicafor key K. The responsdo
sucha searchqueryis a setof index entriesthat point to
replicasthatsene the contentassociatedvith K.

Seach/Routing Mechanism In structurednetworks,
whena nodeissuesa queryfor key K, the querywill be
routedalonga well-definedpathwith a boundednumber
of hopsfrom the queryingnodeto the authoritynodefor
K. The routing mechanisnis designedso that eachnode



onthepathhashe« usingthe samehashfunctionto de-
terministicallychooseawhich of its neighborswill seneas
thenext hop. The CUP protocolis awareof but neitheraf-
fectsnoris affectedby theunderlyingroutingmechanism.

QueryPath for Key K: This is the patha searchquery
for key K takes.Eachhoponthequerypathisin thedirec-
tion of the authoritynodethatownsK. If anintermediate
nodeon this pathhasunexpired entriescachedthe path
endsat the intermediatenode;otherwisethe pathendsat
theauthoritynode.Thereverseof this pathis the Rererse
QueryPath for key K. This pathis usedto deliver query
responseandupdates.

Cadhedindex entries This is the setof index entries
cachedby anodeN in the processf passingup queries
andpropagatinglovn updatesor keys for which N is not
theauthority Thesetof cachedndex entriesandthelocal
index directoryaredisjoint sets.

Lifetimeof index entries Eachindex entrycachedata
nodehasassociatedvith it a lifetime during which it is
consideredreshandafterwhichit is consideredxpired.

PCXwith coalescing Recently researcherbave sug-
gestedcachingmetadatalongthereversequerypath[2],
[3], [4], [5]. Whenqueriesarecoalescedve referto this
asPCX with coalescing.For the remainderof the paper
whenwe usetheterm“PCX” we meanPCXwith coalesc-

ing.

C. CUPUpdateTypes

We classify updatesinto threecatayories: deletesre-
freshes,and appends. Deletes,refreshes,and appends
originatefrom the replicasof a pieceof contentandare
directedtowardtheauthoritynodethatownstheindex en-
triesfor thatcontent.

Deletesaredirectivesto remove a cachedndex entry
Deletescanbetriggeredby two events: 1) areplicasends
a messagéndicatingit no longersenesa pieceof con-
tentto the authoritynodethatownstheindex entry point-
ing to thatreplica. 2) the authoritynodenoticesa replica
hasstoppedsending‘keep-alve” messageandassumes
the replicahasfailed. In eithercase,the authority node
deleteghecorrespondingndex entryfrom its local index
directory and propagateghe deleteto interestedneigh-
bors.

Refreshesare directve messageshat extend the life-
timesof cachedindex entries. Refresheghatarrive at a
cachedo notpreventerrorsasdeletesdo, but helpprevent
freshnessmisses. Finally, appendsare directivesto add
index entriesfor new replicasof content. Theseupdates
helpalleviatethedemandor contentfrom theexisting set
of replicassincethey addto the numberof replicasfrom
which clientscandownloadcontent.

D. CUP NodeBookleeping

At eachnode,index entriesaregroupedogetheiby key.
For eachkey K, the node storesa “Pending-Response
flag thatindicateswhetherthe nodeis waiting to receve
a responsdo a query for K, and an interestbit vector
Eachbit in thevectorcorrespond$o aneighborandis set
or cleardependingon whetherthat neighboris or is not
interestedn receving updatedor K.

Eachnodetracksthe popularity or requestfrequeny
of eachnon-localkey K for which it receves queries.
The popularity measuregor a key K canbe the number
of queriesfor K a noderecevesbetweerarrivals of con-
secutve updatesfor K or a rate of queriesin a sliding
window of time. On anupdatearrival for K, a nodeuses
its popularitymeasurdo re-e/aluatewhetherit is benefi-
cial to continuecachingandreceving updatedor K. We
elaborateon this cut-off decisionin Sectionlll-D.

Node bookleepingin CUP involves no network over
headanda few megabytesfor hundredsof thousand®f
entries. With increasingCPU speedsand memorysizes,
this bookleepingis negligible whenwe considerthe re-
ductionin querylateny achieved.

E. HandlingQueriesin CUP

Upon receiptof a queryfor a key K, thereare three
basiccasego consider In eachof the casesthe nodeup-
datedts popularitymeasurdor K andsetstheappropriate
bit in the interestbit vectorfor K if the queryoriginates
from a neighbor Otherwise,if the queryis from alocal
client, the node maintainsthe connectionuntil it canre-
turn a freshanswerto theclient. To simplify the protocol
descriptionwe usethephrasepushthequery”to indicate
that a node pushesa query upstreantoward the author
ity node.We usethe phrase‘pushtheupdate”to indicate
thatanodepushesanupdatedovnstreamin the direction
of thereversequerypath.

Casel: FreshEntries for key K are cached. The
nodeusesits cachedentriesfor K to pushtheresponsdo
the queryingneighboror local client.

Case2: KeyK is not in cache. The nodeaddsK to
its cacheandmarksit with a Pending-Respondiag. The
flag’s purposeis to coalesceburstsof queriesfor K into
onequery A subsequengueryfor K will be suppressed
sincethenodeis alreadyawaitingtheresponsdor thefirst
queryof theburst. Querycoalescingesultsin significant
network savings, for both PCX and CUPR In someof the
workloadswe evaluate coalescedjueriescanform up to
90 percentof thetotal numberof querieghatmiss.

With every querypush,atimeris setsothatif thequery
responsés delayedthe nodepushesup anotherquery

Case3: All cachedentries for key K have expired.
The node must obtain the fresh index entriesfor K. If



the Pending-Respondtag is set,the nodedoesnot need
to pushthe query; otherwise,the nodesetsthe flag and
pusheghequery

F. HandlingUpdatesn CUP

A key featureof CUP is that a nodedoesnot forward
an updatefor K to its neighborsunlessthoseneighbors
have registeredinterestin K. Therefore ,with somelight
bookleeping,CUP doesnot pushunwantedupdates.

Upon receiptof an updatefor key K thereare three
casego consider

Casel: Pending-Responsdlag is set. This means
thatthe updates aqueryresponsearryinga setof index
entriesin responsdo a query The nodestoresthe index
entriesin its cachegclearsthe Pending-Respondéag, and
pushedhe updateto neighborsvhoseinterestbits areset
andto local clientconnection®penatthenode.

Case2: Pending-Responseflag is clear. If all the
interestbits for K are clear the nodedecideswhetherit
wantsto continuereceving updatesor K. Thenodebases
its decisionon K’s popularitymeasureEachnodeusests
own policy for decidingwhetherthe popularityof akey is
high enoughto warrantreceving furtherupdatedor it. If
the nodedecidesK’s popularityis low, it pushesa Clear
Bit control messagédo the senderof the updateto notify
it thatis no longerinterestedn K's updates.Otherwise,
if the popularityis high or someof theneighbors interest
bits are set, the nodeappliesthe updateto its cacheand
pushegheupdateto thoseneighbors.

Note that a greedyor selfishnode can choosenot to
pushupdatesfor a key K to interestedneighbors. This
forcesdownstreanmodedo fall backto PCX for K. How-
ever, by choosingto cut off downstreampropagationa
noderunsthe risk of receving subsequentjueriesfrom
its neighborswvhich would costit more,sinceit mustboth
receve andrespondo thesequeries.Therefore although
eachnodehasthe choiceof stoppingthe updatepropaga-
tion atary time, it is in its bestinterestto pushupdatedor
whichthereareinterestecheighbors.

Case3: Incoming update has expired. This could
occurwhenthe network pathhaslong delaysandthe up-
datedoesnotarrive in time. The nodedoesnot applythe
updateanddoesnot pushit dovnstream.If the Pending-
Responséagis setthenthe nodere-issuesanothemuery
for K andpushest upstream.

G. HandlingClearBit Messagesin CUP

A Clear-Bit controlmessagés pushedoy anodeto in-
dicateto its neighborthatit is no longerinterestedn re-
ceving updatedor a particularkey from thatneighbor

Whena noderecevesa ClearBit messagdor key K,
it clearsthe interestbit for the neighborfrom which the

messag&vassent.If thenodes popularitymeasurdor K
is low andall of its interestbits are clear the nodealso
pushesa ClearBit messagdor K. This propagationof
ClearBit messagetowardthe authoritynodefor K con-
tinuesuntil anodeis reachedvherethe popularityof K is
high or whereat leastoneinterestbit is set.

ClearBit messagesanbe piggybaclkedontoqueriesor
updatesntendedfor theneighboy or if thereareno pend-
ing queriesor updatesthey canbe pushedseparately

H. AdaptiveContmwol of UpdatePushin CUP

Ideally every nodewould propagatell updatego inter
estedheighbordo save itself from having to handlefuture
downstreammisses. However, from time to time, nodes
arelikely to be limited in their capacityto pushupdates
downstream.Therefore we introduceanadaptve control
mechanisnthata nodeusesto regulatetherateof pushed
updates.

We assumeachnodeN hasa capacityU for pushing
updateshatvarieswith N’sworkloadand/ometwork con-
nectiity. N dividesU amongits outgoingupdatechan-
nels suchthat eachchannelgetsa sharethat is propor
tionalto thelengthof its queue.This allocationmaintains
queuef roughly equalsize. The queuesareguaranteed
to beboundedby the expirationtimesof the entriesin the
queues.So evenif a nodehasits updatechannelscom-
pletelyshutdown for along period,all entrieswill expire
andberemoredfrom thequeues.

Under a limited capacityand while updatesare wait-
ing in the queuesgachnodecanre-orderthe updatesn
its outgoingupdatechannelsby pushingaheadupdates
that are likely to have greaterimpact. For example, a
node can re-orderrefreshesand appendsso that entries
thatarecloserto expiring aregiven higherpriority. Such
entriesaremorelikely to causdreshnessnisseswhichin
turntriggernew searchgueriescausingmorework for the
node.

Thestratgy for re-orderingdepend®ntheapplication.
For example,if searchquerylateny andaccurag are of
the mostimportance pnecanpushupdatesn the follow-
ing order: deletes refreshesand appends.In an appli-
cationsubjectto flash cronvds that queryfor a particular
item[11], appendsnightbegivenhigherpriority overthe
otherupdates.This would help distribute the demandor
contentfasteracrossalargersetof replicas.For all strate-
gies,duringthere-orderingary expiredupdatesareelim-
inated.

I. NodeArrivals andDepartuesin CUP

The peerto-peer model assumesthat participating
nodeswill continuouslyjoin andleave the network. CUP



mustbe ableto handleboth nodearrivals anddepartures N’s, by eliminatingduplicateentriesandpatchingthein-

seamlessly

Arri vals. Whenanewn nodeN entersa structuredoeer
to-peernetwork, it becomegesponsibldor a portion of
anothemodeM'’s shareof the globalindex andbecomes
theauthoritynodefor thoseindex entriesmappednto that
portion. N, M, and all surroundingaffectednodes(old
neighborsof M) updatethe booklkeepingstructureshey
maintainfor indexing androutingpurposesThisis anec-
essarypart of maintainingthe connectvity of ary struc-
tured peerto-peernetwork whenthe setof nodesin the
network changes.

For CUR theissuesat handareupdatingtheinterestbit
vectorsof theaffectednodesanddecidingwhatto dowith
theindex entriesstoredat M. This mayrequirebit vector
translation.For example,if a nodethatpreviously hadM
asits neighbornow hasN asits neighboy the nodemust
make thebit ID thatpointedto M now pointto N.

To dealwith its storedindex entries,M could simply
not handover ary of its entriesto N. This would cause
entriesat someof M’s previous neighborsto expire and
subsequemjueriesrom thosenodeswould establismew
updatepropagationgrom N. Alternatively, M could give
a copy of its storedindex entriesto N. Both N and M
would thengo througheachentry andpatchtheir bit vec-
tors. Bothsolutionsareviable. Thefirst solutionrequires
no bit translationbut temporarilylosesthe CUP update
benefitsand behaes like PCX for the untransferrecen-
tries. Thesecondsolutiongetsthe CUP benefitsfor the
transferrecentries attheexpenseof transferringhemand
performingthe bit vector patching. The metadataandbit

vectorsfor thousand®f index entriescanbe compressed

into a few kilobytes and canbe piggybacled onto mes-
sagedhatarealreadybeingexchangedo reconfigurethe
topology Oncethetransferoccursthebit vectorpatching
is anin-memory local operationthat with todays CPU
andmemorycapacitiegakesonly afew secondgor afew
million entries.

Departures. Node departuresan be either graceful
(planned)or ungracefuldueto sudderfailure of anode).
In either casethe peerto-peerindex mechanisndictates
that a neighboringnodeM take over the departingnode
N’s portion of the globalindex. To supportCUR, thein-
terestbit vectorsof all affectednodesmustbe patchedo
reflectN’s departure.

If N leavesgracefully N canchoosenotto handover
to M its index entries. Any entriesat surroundingnodes
thatweredependenvnN to beupdatedwill simply expire
andsubsequenguerieswill establishnew updatepropa-
gations.Again, alternatvely N may give M its setof en-
tries. M mustthenmegeits own setof index entrieswith

terestbit vectorsasnecessaryif N's departurés dueto a
failure,therecanbenohand-wer of entriesandall entries
in theaffectedneighboringnodeswill expire asin PCX.

I11. EVALUATION

The main goal of CUP is to continuouslyhanestthe
benefitsof PCX. In doing so, thereare two key perfor
mancequestionsto address. First, by how much does
CUP reducethe averagequery lateny? Second,how
much overheaddoesCUP incur in providing this reduc-
tion?

We first definethe notion of a CUP tree. We usethis
definitionto presenta costmodelbasedon economicin-
centve usedby eachnodeto determinewhento cut off
the propagatiorof updatedor a particularkey. We give
a simple analysisof how the cost per queryis reduced
(or eliminated)throughCUPR. We thendescribeour exper
imentalresultscomparingthe performanceof CUP with
thatof PCX.

A. CUP Trees

Figure 2 shawvs a snapshobf CUP in progressfor a
network with sevenpeernodes.Theleft half of eachnode
shaws the setof keys for which the nodeis the authority
Theright half shavs thesetof keysfor whichthenodehas
cachedndex entriesasa resultof handlingqueries.For
example,nodeC ownsK1 andK2 andhascachedentries
for K3, K4, andK5.

The processof querying for a key K and updating
cachedndex entriegpertainingo K formsatreewhichwe
referto astheReal CUP Tree Thistree,denotedR(A,K),
is similar to anapplication-lgel multicasttreeandhasas
its root the authoritynodeA for K. The exactstructureof
R(A,K) dependonthe actualworkloadof queriesfor K.
Thebrancheof thetreeareformedby the pathstraveled
by queriesfrom othernodesin the network. For exam-
ple, in Figure2, the tree R(C,K1) hasgrown branch{F,
D, C} astheresultof aqueryfor K1 at nodeF. Updates
for K1 originateat the root (authoritynode)C andtravel
downthetreetointerestechodesA, D, E, andF. Theentire
workloadof queriesfor all keys resultsin a collectionof
criss-crossingReal CUP Treeswith overlappingoranches.

We definethe SpanningCUP Treefor key K, S(A,K)
asthe tree that containsall possiblequery pathsfor K.
Thisis thetreethatwould begeneratedby issuingaquery
for K from every nodein the peerto-peernetwork. For
example,in Figure2, S(C,K1)is rootedat C (level 0), has
nodesA, B, D, E atlevel 1, andnodes- andG atlevel 2.
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B. CostModel

ConsideranodeN within spanningree S(A,K) thatis
at distanceD from A. We definethe costper queryfor
K atN asthe numberof hopsin the peerto-peemetwork
that must be traversedto returnan answerto N. When
a queryfor K is postedat N for the first time, it travels
toward A. If noneof the nodesbetweernN andA have a
freshresponsecachedthe costof the queryatN is 2D:
D hopsup andD hopsfor theresponséo travel down. If
a nodeon the querypathhasa freshanswercached the
costis lessthan2D. Subsequengueriesfor K at N that
occurwithin the lifetime of the entriesnow cachedat N
have a costof zero. As a result,cachingat intermediate
nodescansignificantlylower averagequerylateng.

We cangaugethe performanceof CUP by calculating
the percentagef updatesCUP propagateshatare“justi-

of onequeryper secondat nodesin S(N,K) andT = 6,
thentheprobabilitythatanupdatearriving atN is justified
isl—e M =1—¢ 16 = 99

Thebenefitof ajustified CUP updategoesbeyondjust
recovery of its cost. For eachhop a justified updateu
is pusheddown to theroot N of subtreeS(N,K), exactly
onehopis sared sincewithout»’s propagationentriesin
all nodesof S(N,K) will expire andthe first subsequent
guerylandingatanodeN; in S(N,K) within 7" time units
will causetwo hops,from N to its parentandback. This
halvesthe numberof hopstraveledbetweerN andits par
entwhichin turnreducegjuerylateng. In factall subse
quentqueriegpostedsomavherein S(N,K) within 7' time
unitswill benefitfrom N receving u. Thecumulatve ben-
efit an updateu bringsto subtreeS(N,K) increasesvhen
N is closerto the authority nodesincethereis a higher
probabilitythatquerieswill be postedwithin S(N,K). We
define“investmentreturn” as the cumulatve savings in
hopsachieved by pushinga justified updateto node N.
The experimentsshav thatthe returnis large even when
CUP’sreductionin lateny is modestandis substantially
large whenthelateng reductionis high.

C. ExperimentSetupandMetrics

We evaluateCUP by comparingit with PCX with coa-
lescing. We performour simulationexperimentsusinga
wide rangeof parameterdasedon measurementsf real
peerto-peerworkloads[12], [13], [8], [14].

For our experimentswe simulateacontent-addressabl
network (CAN) [4] using the Stanford Narsessimula-
tor [15]. Again,we stresghat CUPis independenof the
specificsearchmechanisnusedby the peerto-peernet-

fied”, i.e., thosewhosecostis recoreredby a subsequent work andcanbe usedasa cachemaintenanc@rotocolin

query Updatesfor popularkeys arelikely to be justified
moreoftenthanupdatedor lesspopularkeys.

A refreshupdates justifiedif aqueryarrivessometime
betweenthe previous expiration of the cachedentry and
the new expiration time suppliedby the refreshupdate.
An appendupdateis justifiedif atleastonequeryarrives
betweenthe time the appendis performedandthe time
of its expiration. Finally, a deletionupdateis justified if
at leastone query arrives betweenthe time the deletion
is performedand the expiration time of the entry to be
deleted.

For eachupdate let T' be the critical time interval de-
scribedabove during which a querymustarrive in order
for the updateto be justified. Considera nodeN at dis-
tanceD from A in R(A,K). An updatepropagatediown to
N isjustifiedif atleastonequeryis postedwithin T time
unitsatary of the nodesof the spanningsubtreeS(N,K).
For example,if we assume Poissomueryarrival rate A

ary peerto-peemetwork.

Asin previousstudiege.qg.,[4], [5], [16], [1], [17], [6]),
we measureCUP performancen termsof the numberof
hopstraversedin the overlay network. Miss costis theto-
tal numberof hopsincurredby all misses,.e. freshness
andfirst-time misses.CUP overheads the total number
of hopstraveledby all updatessentdownstreamplus the
total numberof hopstraveled by all clearbit messages
upstream.(We assumeclearbit messagearenot piggy-
bacled onto updates. This somevhat inflatesthe over-
headmeasure.)lotal costis the sumof the misscostand
all overheadhopsincurred. Note thatin PCX, the total
costis equalto the misscost Average querylatencyis
the averagenumberof hopsa querymusttravel to reach
a freshanswerplus the numberof hopsthe answemust
travel downstreanto reachthe nodewherethe querywas
posted. For coalescedjueries,we countthe numberof
hopseachcoalescedjuerywaits until the answerarrives.



Thus, the averagelateny is over all queries,including
hits, coalesceanissesandnon-coalescechisses.

We computeinvestmenteturn(IR) asthe overall ratio
of saved misscostto overheadncurredby CUP:

IR — MissCostpox — MissCostcyp

OverheadCostcyp

Thus,aslongasIR is greatethanor equalto 1, CUPfully
recoversits cost.

The simulation takes as input the number of nodes
in the overlay peerto-peernetwork, the numberof keys
owned per node, the distribution of queriesfor keys, the
distribution of query interarrival times, the number of
replicasperkey, thelifetime of index entriesin thesystem,
andthefractionof anentry’s lifetime remainingat which
refreshedor the entry are pushedout from the authority
node. We presentexperimentsfor n = 2% nodeswherek
rangedrom 7 to 14. After awarm-upperiodfor allowing
the peerto-peernetwork to connect,the measuregsimu-
lation time is 3000secondsWe presentesultsfor exper
imentswith index entrylifetimesof five minutesto reflect
the dynamicnatureof peerto-peernetworks whereit is
prudentto assumenodesmight only sene contentfor a
few minutesatatime [13]. Refreshe®f index entriesoc-
curoneminutebeforeexpiration. Sinceboth Poissorand
Paretoqueryinter-arrival distributionshave beenobsened
in peerto-peerervironmenty8], [12], we presenexperi-
mentsfor bothdistributions. Nodesarerandomlyselected
to postqueries. We also performedexperimentswhere
queriesarepostedat particular‘hot spots”in the network
andfound similar results. These, aswell asotherresults
whichwe omitin theinterestof spacecanbefoundin the
full versionof this paper[18].

We presentsix setsof experiments. First, we com-
paretheeffecton CUPperformancef differentincentive-
basedcut-off policies and comparethe performanceof
thesepoliciesto thatof PCX. Secondusingthe bestcut-
off policy of thefirst experimentwe studyhow CUP per
forms aswe scalethe network. Third, we studythe ef-
fect on CUP performanceof varying the topology of the
network by increasingthe averagenodedegree,thusde-
creasingthe diameterof the network. Fourth, we study
the effect on CUP performanceof limiting the outgoing
updatecapacitiesof nodes. Fifth, we study hov CUP
performswhenqueriesarrive in bursts,asobsenred with
Paretointer-arrivals. Thesdive experimentshav theper
key benefitsof CUPaccordingo thequeryratesobsened
by eachkey. In thelast experiment,we shawv the overall
benefitsof CUP whenkeys arequeriedfor accordingio a
Zipf-lik e distribution.

D. Varyingthe Cut-Of Policies

As discussedn Sectionlll-B, the propagatiornof up-
datesis beneficialonly if the updatesarejustified; when
anodes incentive to receve updatedor a particularkey
fades,continuingupdatepropagatiorto thatnodesimply
wastesnetwork bandwidth. Therefore,eachnodeneeds
an independentind decentralizedvay of controlling its
intake of updates.

We basea nodes incentve to receve updatesor akey
onthepopularityof thekey atthenode. Themorepopular
akey is, themoreincentve thereis to receve updatedor
thatkey, becausehe morelikely updatedor thatkey will
bejustified. For akey K, the popularityis the numberof
queriesanodehasrecevedfor K sincethelastupdatefor
K arrived at the node. (Note thatthe popularitymetricis
node-dependemindcouldbedefinedin anothemway such
aswith amoving averageof queryarrivalsfor K.)

We examinetwo typesof thresholdsagainstwhich to
testa key’s popularitywhenmakingthe cut-of decision:
probability-base@ndlog-based.

A probability-basedhresholdusesthe distanceof a
node N from the authority node A to approximatethe
probability that an updatepushedto N is justified. Per
our costmodelof sectionlll-B, thefurtherN is from A,
the lesslikely an updateat N will be justified. We ex-
aminetwo suchthresholdsalinearoneanda logarithmic
one.With alinearthresholdjf anupdatefor key K arrives
atanodeatdistanceD andthe nodehasreceied at least
aD queriesfor K sincethe lastupdatefor someconstant
a > 0, thenK is consideregopularandthe nodecontin-
uesto receve updatedor K. Otherwise the nodecutsoff
its intake of updatedor K by pushingup a clearbit mes-
sage. The logarithmic popularity thresholdis similar. A
key K is popularif thenodehasreceved a1g(D) queries
sincethe last update. The logarithmicthresholdis more
lenientthanthe linearin thatit increasest a slower rate
aswe move away from theroot.

A log-basedhresholds onethatis basedntherecent
history of the lastn updatearrivals atthenode. If within
n updatesthe node has not receved ary queries,then
the key is not popularandthe nodepusheaup a clearbit
messageA specificexampleof alog-basedolicy is the
“second-chanceolicy”, n = 2. Whenanupdatearrives,
if noquerieshave arrived sincethe lastupdate the policy
givesthekey a“secondchance’andwaitsfor thenext up-
date.If atthenext updatestill noqueriedor K have been
receved,thenodepushes clearbit messageT hephilos-
ophybehindthis policy is thatpushingthesetwo updates
down from the nodes parentcoststhe sameasonequery
missoccurringat the node,sincea querymissincursone
hop up to the parentandonehop down. This meanghat



just one query arriving at the nodebetweenthe first up-
dateandthe expiration of the secondupdateis enoughto
recover their propagatiorcost.

Tablel comparePCX with CUP usingthe linearand
logarithmicpolicesfor variousa values,with CUP using
secondchance andwith a versionof CUP thatdoesnot
useary cut-off policy but insteadoushesupdatesuntil the
optimal pushlevel is reached.To determinethe optimal
pushlevel we make CUP propagataipdatedo all query-
ing nodeghatareat mostp hopsfrom the authoritynode.
By varyingthe pushlevel p, we determinghelevel which
achiezesminimumtotal cost. Thisis shavn by therow la-
beled“optimal pushlevel” andusedasa baselineagainst
whichto compare?CX andCUP with the cut-of policies
described.

In Tablel we shav the cut-off policy resultsfor a net-
work of 1024nodesandPoisson\ ratesof 1, 10,100and
1000queriegpersecondln eachtableentry, thefirstnum-
beris the total costandthe numberin parentheses the
total costnormalizedby thetotal costfor PCX. First,we
seethatregardlesof the cut-off policy used,CUPoutper
forms PCX. Secondfor thelower queryratesthe perfor
manceof the linearandthelogarithmicpoliciesis greatly
affected by the choice of parameterx, whereasfor the
higherqueryratesthechoiceof «a is lessdramatic.These
resultsshav thatchoosinga priori an « valuefor thelin-
earandlogarithmicpoliciesthatwill performwell across
all workloadsis difficult.

For the higher query rates, the log-basedsecond-
chancepolicy performscomparablyto the probability-
basedpolicies,andfor thelower queryratesoutperforms
the probability-basedgbolicies. In fact,acrossll rates the
second-chancpolicy achieves a total costvery nearthe
optimal pushlevel total cost. In all remainingexperi-
ments,we usesecond-chancasthe cut-of policy.

E. Scalingthe Network

In this sectionwe study CUP performanceaswe scale
thesizeof the network.

Tablell comparesCUP andPCX for network sizesbe-
tween2” = 128 and2'* = 16384 nodesfor a Poissom
rateof 1 querypersecond.Thefirst row shavs the CUP
misscostasa fraction of the PCX misscost. The second
andthird rows shawv the averagequerylateng in hopsfor
PCXandCUPrespectrely. Thenumberin parentheseis
the standarddeviation. As canbeobsered, CUPreduces
averagequerylateng respectrely by 9.77,and17.81,and
26.39hopsfor the4096,8192,and16384nodenetworks.
This is a substantiareductionin averagequery latengy
thatimproves with increasingnetwork size. Comparing
thestandardieviationsof CUPandPCXwe seethatCUP
alsohaslessvariability aroundits averagequerylateng.
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Fig.3. IR vs.netsize.(Log-scaleaxes.)

The fourth row in Tablell shaovs the IR peroverhead
pushperformedoy CUP. We obsenre a growth in therate
of returnwith 16.14,24.85,and 35.98for the lastthree
network sizes.Thesenumbersarequite strong,consider
ing thatthe overheads completelyrecorered.

Figure3 shavs the IR of CUP versusnetwork sizefor
Poissorwith A =1, 10,100,and1000queriesgpersecond.
Fromthe figure we seethatfor a particularnetwork size,
if we increasethe queryratethe IR increasesandfor a
particularqueryrate,if we increasethe network size,the
IR alsoincreases.This demonstratethat CUP scalesto
higherqueryratesandhighernetwork sizes.

F. Varying the NetworkTopolayy

In general differentpeerto-peernetworks exhibit dif-
ferent topologiesand thus different network diameters.
The particulartopology createddependson the protocol
the peernodesuseto join the network andto keepit con-
nected. TheCAN designis basedn ad-dimensionato-
ordinatespacewith our experimentgshusfar having been
for d = 2. Increasinghe numberof dimensiongesultsin
a topologywherenodeshave higherdegreeandthe net-
work hassmallerdiameter Smallerdiametermeansthat
the averagepath length of a query on a missis shorter
for bothPCX andCUR, which impliesthatthe benefitsof
CUP may be lesspronounced.On the otherhand, CUP
totalupdatecostalsodecreasesincetherewill beshorter
distancedor updatedo travel. As aresult,we find that
CUP continuesto provide significantsavingsin termsof
bothoverall total cost,lateng reductionandIR perover
headpush.

In this setof experimentsve studytheeffectof increas-
ing the numberof CAN dimensionson a network with
1024 nodes. The dimensionschosenfor this experiment
are2, 3,5, and10. Thesedimensionsesultin network di-
ameterof 24,12, 8, and8 respectrely. (For anetwork of
1024 nodes,increasingbeyond five dimensionsdoesnot



TABLE |

TOTAL COST PER KEY PER QUERY RATE FOR VARYING CUT-OFF POLICIES.

Policy

1 g/s Total Cost

10 g/s Total Cost

100 g/s Total Cost

1000 g/s Total Cost

PCX

61568(1.00)

154502(1.00)

476420(1.00)

22968691.00)

Linear a = 0.25

55475(0.90)

72022(0.47)

49341(0.10)

196650(0.09)

Linear a = 0.10

41281(0.67)

34311(0.22)

47132(0.10)

196650(0.09)

Logarithmic,a = 0.5

31658(0.51)

27311(0.18)

47785(0.10)

196797(0.09)

Logarithmic,a = 0.25

30683(0.50)

24695(0.16)

48330(0.10)

196797(0.09)

Second-chance

16958(0.28)

23702(0.15)

48330(0.10)

196797(0.09)

Optimal pushlevel

15746(0.26)

23696(0.15)

45325(0.095)

153309(0.07)

TABLE I

PER-KEY COMPARISON OF CUP WITH PCX FOR VARYING NETWORK SIZES, POISSON ARRIVALS OF 1 QUERY/SECOND.
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Fig. 4. IR vs.queryrate,varyingdimensions(Log-scaleaxes.)

reducethe network diameterary further) Thequeriesar

rive accordingto a Poissonprocesswith A rateof 1, 10,

100,and1000queriespersecond.Figure4 shavs the IR

versusthe queryratefor eachdimension.Fromthefigure
we seethatthe curvesfor dimensionss and 10 arevery

similar becausdhey have equalnetwork diameters.We

alsoseethat dimension2 achiezesthe highestIR across
all queryrates,andthattheIR decreasewith dimension.
However, evenfor the higherdimensiong5 and10), the

IR peroverheachopis atleast2.1 peroverheachopfor 1

g/sandincreaseso 36.6peroverheachopfor 1000q/s.

G. Varying OutgoingUpdateCapacity

Our experimentsthusfar shav that CUP outperforms
PCXunderconditionswhereall nodeshave full outgoing
updatecapacity A nodewith full outgoingcapacityis a
nodethat can and doespropagateall updatesfor which
there are interestedneighbors. In reality, an individual

nodes outgoingcapacitywill vary with its workload,net-
work connectiity, andwillingnessto propagataupdates.

Network Size 128 256 512 1024 2048 4096 8192 16384
CUP/PCXMissCost 0.10 0.10 0.15 0.17 0.19 0.22 0.20 0.21
PCXAvgLat(Std-D&) | 1.51(2.77) | 2.67(3.96) | 4.49(5.92) | 6.74(8.25) | 11.01(12.11) | 17.47(17.49) | 29.29(27.79) | 45.56(40.31)
CUPAvgLat(Std-Der) | 0.21(1.10) | 0.46(1.60) | 1.25(3.19) | 2.17(4.37) | 4.18(7.13) | 7.70(11.28) | 11.48(15.08) | 19.17(23.75)
IRICUPOvhdHop 4.15 4388 6.29 7.83 11.43 16.14 24.85 35.98
T In this sectionwe studythe effecton CUP performancef
39 reducingthe outgoingupdatecapacityof nodes.
2-4 - g

We presentan experimentrun on a network of 1024
nodes. In this experiment,after a five minute warm up
period, we randomly selecttwenty percentof the nodes
andreducetheir outgoing capacityto a fraction of their
full capacity Thesenodesoperateat reduceccapacityfor
tenminutesafterwhichthey returnto full capacity After
anotherfive minutesfor stabilization we randomlyselect
anothersetof twentypercenbf thenodesandreduceheir
capacityfor ten minutes. We proceedthis way for the
entire 3000 secondsluring which queriesare posted,so
capacitylossoccursthreetimesduringthe simulation.

Figure5 shavs theratio of CUPtotal costto PCX total
costversuscapacityc for this experimentandfor four dif-
ferentPoissomueryrates)\. The capacityc rangesrom
0, implying that no updatesare propagatedio 1, where
nodeshave full outgoingcapacity ¢ = .25 meanghata
nodeis only capable/willingof pushingoutone-fourththe
updatest receves.

Notethatevenwhenonefifth of thenodesdo not prop-
agateary updatesthetotal costincurredby CUPis about
half thatof PCX. As the outgoingcapacityincreasesthe
total cost decreasesmoothly until ¢ 1 where CUP
achievesits full potential. A key obseration from these
experimentsis that CUP’s performancedegradesgrace-
fully asthecapacityc decreasesThisis becauseeduction
in updatepropagatioralsoresultsin reductionof its asso-
ciatedoverhead. Thereforethecapacityreductiorshould
be seenasa missedopportunityfor higherreturnsrather
thanasanoverall loss. Clearlythough,CUP achievesits
full potentialwhenall nodeshare maximumpropagation
capacity
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TABLE Il
PER-KEY, PER-QUERY RATE COMPARISON OF CUP WITH PCX FOR PARETO ARRIVALS.

Average Rate (q/s) 1 1 10 10 100 100 1000 1000
Pareto rate (a) 1.25 1.1 1.25 1.1 1.25 1.1 1.25 11
CUP/PCXMissCost 0.24 0.14 0.08 0.07 0.07 0.09 0.08 0.08
PCXAvgLat(Std-De) | 7.77(9.28) | 6.99(9.43) | 3.84(8.41) | 4.01(8.75) | 1.75(5.88) | 1.61(5.53) | 1.00(4.02) | 1.10(4.16)
CUPAvgLat(Std-Dev) | 3.16(5.75) | 1.71(4.44) | 0.42(3.03) | 0.37(2.80) | 0.13(1.66) | 0.15(1.71) | 0.08(1.17) | 0.09(1.24)
IR/CUPOvhdHop 6.41 7.49 13.09 16.03 43.25 53.57 223.97 293.30

1 q/s/key —_—
10 g/s/key ----x---
100 g/s/key --x---

08 1000 g/s/key --&-- |

0.6

Total Cost Ratio

0.4 0.6 0.8

Update Propagation Capacity

02
Fig.5. Totalcostratiovs. updatepropagatiorcapacity

H. ParetoQueryArrivals

Recentwork hasobsered that in some peerto-peer
networks,queryinter-arrivals exhibit burstines®on several
time scales[12], making the Paretodistribution a good
candidatefor modelingtheseinter-arrival times. There-
fore, in this sectionwe compareCUP with PCX under
Paretointer-arrivals.

The Paretodistribution hastwo parametergssociated
with it: theshapeparametery > 0 andthe scaleparame-
ter k > 0. The cumulative distribution function of inter
arrival time durationsis F(z) = 1 — ((win))a. This dis-
tribution is heavy-tailed with unboundedvariancewhen
a < 2. Fora > 1, theaveragenumberof queryarrivals
pertime unit is equalto @ For o <= 1, the expec-
tationof aninterarrival durationis unboundedndthere-
fore the averagenumberof queryarrivals pertime unit is
0.

We ran experimentsfor arangeof o and« valuesbut
can only presentrepresentate resultshere. Table IlI
comparesCUP with PCX for « equalto 1.25and1.1re-
spectvely for a network of 1024nodes.We setthe value
of k in eachrun sothatthe averagerateof arrivals (Cald]
equalsl, 10, 100,and 1000 queriesper secondo match
the A rateof the Poissorexperimentsn previoussections.

As o decreasesoward 1, query interarrvals become
morebursty Queriesarrive in morefrequentandmorein-
tensebursts,followed by idle periodsof varying lengths.
If anidle periodoccasionallyfalls in the heary-tail por

tion of the Paretodistribution (i.e., it is a very long idle

period),thensecondchanceCUP propagatiorcostcould
beunrecwerable sincethenext querymayarrive long af-

terthecachedentryhasexpired. However, CUPdoeswell

underbursty conditionsbecauseavhenit is ableto refresh
a cachebeforea burst of queries,it savesa large penalty
which by faroutweighsary unrecaoeredoverheadhatoc-
cursduringthe occasionalyery long idle period. There-
fore, refreshingthe cachein time providesgreaterbene-
fits with increasingburstiness.The tableresultsconfirm
this. In goingfrom a = 1.25 to @ = 1.1, we seethatthe
averagequerylateny reductionCUP achievzes generally
improvesandthelR increasesor all queryrates.

I. Zipf-like Key Distributions

A recentstudy has shavn that queriesfor multiple
keys in a peerto-peernetwork follow a Zipf-like distri-
bution, with a small portion of the keys gettingthe most
queries[14]. Thatis, the numberof queriesreceved by
thei’th mostpopularkey is proportionako Zia for constant
.

In this sectionwe compareCUP with PCX in a net-
work of 1024nodeswhereeachnodeownsonekey. The
query distribution amongthe 1024 keys follows a Zipf-
like distribution with parameterr = 1.2. TablelV shavs
resultsfor Poissonarrivals wherethe overall A ratesare
100, 1000, 10000,and 100000queriesper second. (We
also ran experimentswith « = 0.80 and 2.40 and with
Paretoarrivals,andtheresultsweresimilar)

Fromthetablewe seethat CUP outperformsPCX with
IR rangingfrom 6.57 to 30.02. The lateny reduction
rangesfrom 3.2 (for 100 g/s) to an order of magnitude
reduction(for 100000q/s, lateny droppedfrom 1.53to
0.13). The Zipf-lik e distribution causesomeof the keys
to getalarge percentag®f the queries leaving othersto
beasledfor quiterarely Forrarekeys, cachingdoesnot
helpsincethe entry expiresby thetime thekey is queried
for again,and the query rate for thesekeys is not high
enoughto recover the updatepropagation.However, the
IR for thevery hotkeysis high enoughto by far offsetthe
unrecweredcostof theunpopularkeys. As aresult, CUP
achievesan overall IR of atleast6.57for 100 g/sandas
muchas30.02for 100000g/s.



TABLE IV
CROSs-KEY COMPARISON OF CUP WITH PCX, FOR POISSON
ARRIVALS AND ZIPF-LIKE KEY DISTRIBUTION

Overall AvgRate, q/s 100 1000 10000 100000
CUP/PCXMissCost 0.45 0.23 0.10 0.08
PCXAvgLat (o) 10.6(9.9) | 6.9(8.9) | 3.4(7.5) | 1.53(5.47)
CUPAvgLat (o) 7.4(85) | 2.6(5.2) | 0.4(2.7) | 0.13(1.67)
IR 6.57 8.52 10.98 30.02

IV. RELATED WORK

We describerelatedwork specificallyin the peerto-
peerliterature, followed by relatedwork in the systems
literaturein general.

A. RelatedPeerto-PeerWork

To our knowledge, CUP is the first protocolaimedat
maintaining cachesof index entriesto improve search
queriedn peerto-peemetworks. While designersf peer
to-peersystemsadwocatecachingndex entriesto improve
performancd?2], [4], [5], [6], [7], there hasbeenlittle
follow-up work studyingwhenandwhereto cacheentries
andhow to maintainthesecachedentriesin apeerto-peer
system.

Cox et al. [19] study providing DNS serviceover a
peerto-peermetwork asanalternatve to traditionalDNS.
They cachendex entrieswhichareDNS mappingsalong
searchquery paths. Similarly, the TerraDir Distributed
Directory cachingschemd3] hasnodesalongthe search
query path cachepointersto othernodespreviously tra-
versedby the query In eachof theseexamples,cached
index entrieshave expirationtimesandarenot refreshed
or maintaineduntil a missor failure occurs.

Path cachingof contentin peerto-peersystemsasre-
ceivedmoreattention.Freenef20], CFS[21], PAST[16],
andLv etal. [8] eachperformpathcaching,or cachingof
contentalongthe searchpath of a query Thesestudies
do notfocuson cachemaintenancehut ratherdependon
expiration or cachesize constraintsto implicitly prevent
theuseof stalecontent.

CUP trees are similar to application-lgel multicast
trees, particularly thosebuilt on peerto-peernetworks.
Theseinclude Scribe[17] built on top of Pastry[6] and
Bayeaux[22] built on top of Tapestry[7]. Scribeis a
publish-subscribeénfrastructurewhere subscribersnter
estedin a topic join its correspondingmulticastgroup.
Scribecreatesa multicasttree rootedat the rendez-ous
point of eachmulticastgroup. Publisherssenda message
to the rendez-wus point which then transmitsthe mes-
sageto the entiregroupby sendingit down the multicast
tree. The multicasttreeis formed by joining the Pastry
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routesfrom eachsubscribenodeto therendez-ouspoint.
Scribe could benefitfrom CUP ideasto provide update
propagatiorfor cachemaintenancén Pastry

B. RelatedDistributedCacding Work

DNS|[23], [24] isthelargestandbestknown distributed
directoryservicefor theInternet.Nameseners,like CUP
nodesgcanbeviewedasdistributedcacheghatholdindex
entries(DNS name-to-IPaddressamappings)with Time-
to-Live (TTL) fieldsindicatinghow long they shouldbe
consideredvalid. The maintenanceof DNS cacheshas
typically beenpull-driven wherenamesenerseitherpull
a freshversionof a stalecachedmappingin responsdo
a client request,or proactvely, in anticipationof a re-
quest[25]. CUP maintainscachesthrougha proactive
push-driverapproachwhereupdatesarepushedo all in-
terestechodesin the overlay network. DNS is generally
intendedo supportslonly-changingmappingswith TTLs
ontheorderof hours(e.g.,24 hours)[25], whereasCUPis
gearedowardmaintainingcache®f metadatdhatchange
frequently ontheorderof minutes.

Distributed cachingtechniquesave beenlooked at in
the context of distributed file systems[26], [27], [28],
[29], [30], [31], wherethe focusis on achiering cache
coherenceamongstgroups of participatingfile writers
that have cachedfiles and communicateover a local-
areanetwork. CUP is designedfor peerto-peerervi-
ronmentswheretheremay be thousand®f participating
nodesspreacdacrosghe Internet,andwhereupdatedor a
particularmetadatatem aretypically generatedy only
onepeernode.

Distributed cachingtechniqueshave also beenlooked
atin the context of web caching. Many previous studies
have focusedon cachereplacemenpolicies sincecache
sizebecomes finite sourcewhencachingcontentfor po-
tentially thousandsof clients[32], [33]. In CUPR, cache
sizeis notanissuesincemetadataresmall.

Many scheme$iave beenproposedor themaintenance
of cachedweb content. Someproposepush-basedhval-
idation schemesvherea web sener/proxy notifies prox-
ies/clientswhen cachedobjectsare modified [27], [34],
pull-basedralidationschemesyheretheproxy/clientval-
idateswith the sener/proxy cachedobjectsthat have ex-
pired [10], and hybrid schemeswherethe sener piggy-
backsvalidationson responseto requestgor relatedob-
jects [35], [36], [37]. CUP differs from previous web
maintenanceschemesdy using push-drven propagation
thatis drivenby theindividual economidncentie of par
ticipatingnodes.

Cooperatre cachinghasbeenproposedo allow groups
of participatingcachesto exchangecachedweb content



amongsthemseles. Theoverall goalis to bring a partic-
ularwebobjectto thecachethatis closesto theclientsre-
questinghatwebobject.Previousproposalsncludehier
archicalcacheschemege.g.,[38], [39], [40], [41]), hash-
basedschemeg39], [42], directory-basedchemeg43],
[44], [45], and multicast-basedchemed46], [47]. Of
these cooperatre caching studies, those most related
to CUP are work on refreshmentpolicies for cascaded
cachesby Edith Cohenet al. [41] andwork on distribut-
ing locationhints acrossa hierarchyof cachesy Tewari
etal. [45].

CohenandKaplanstudythe effect that agingthrough
cascadedcacheshas on the miss rates of web client
cacheg41l]. For eachobjectan intermediatecachere-
freshedts copy of the objectwhenits ageexceedsa frac-
tion v of the lifetime duration. The intermediatecache
doesnot pushthis refreshto the client cachejnsteadthe
client cachewaitsuntil its own copy hasexpiredat which
pointit fetchesthe intermediatecaches copy with there-
maining lifetime. For somesequencesf requestsat the
clientcacheandsomev's, theclientcachecansufer from
a highermissratethanif theintermediatecacheonly re-
freshedon expiration. A CUP treecould be viewed asa
serienf cascadedachesn thateachnodedepend®nthe
previousnodein thetreefor updateso anindex entry The
key differenceis thatin CUR, refreshesare pusheddown
the entiretree of interestednodes. Therefore,whenaer
a parentcachegetsa refreshso doesthe interestedchild
node.In suchsituationswe find the missrateat the child
nodeactuallyimproves.

Tewarietal. [45] cachdocationhintsin additionto web
contentatweb cachesn awebcachehierarchy Location
hintsareusedby requestindeafcachegdo accesgopiesof
webcontentdirectly from remotecachesoldingthecon-
tent, ratherthanwaiting for the contentto travel through
the root and down to them. Propagatiorof hint updates
is considerednexpensve, andoccursproactvely andin-
dependentlyof the requestpatternof the web objectthe
hint representsCUP emphasizesecovering propagation
overhead.CUP makesthe propagatiordecisionby com-
paringthe costof propagating particularupdatewith the
benefit(investmenteturn)theupdatewill bringto thetree
belowv the node. CUP only propagatesipdatesthat are
likely to benefitsubsequerqueriesin the subtreebelow.

V. CONCLUSIONS

CUP providesa generalpurposeframeavork for main-
taining cachesof metadatain peerto-peer networks,
where continuousupdatesare expected,yet nodesmust
have personaleconomicincentive to participatein the
maintenance. CUP is a completeprotocol with query
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channeldor coalescindurstsof queriesandupdatechan-
nelsfor asynchronoudelivery of queryresponseandup-

datesof cachedmnetadataTo moderatgropagatiorwith-

outimposinga global policy, CUP introducesthe notion
of investmenteturn for motivating eachnodeto partici-

patein the updatepropagatiorandpoliciesfor estimating
whenthebenefitceaseso outweighthe overhead For the
caseof locatingcontentin apeerto-peemetwork, wefind

that CUP securesan investmentreturnof 2 to 300times
the propagationcost and significantly reducesquery la-

tengy.

We have leveragedthe CUP protocolto deliver meta-
data required for effective load-balancingof content
downloadsacrosanultiple replicanodedq9]. As with reg-
ular searchesthe economicincentive-basednodelhelps
to moderateand control the amountof metadataupdate
propagationin a highly dynamicenvironmentwhereload
informationchangesrery rapidly. Futurework includes
the useof CUPto enhancenanagementf dynamiccon-
tentreplication,publish-subscribapplicationsandprice
negotiationandauctioningof serviceamongshodesn a
peerto-peermetwork.
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