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Abstract—
This paper proposesCUP, a protocol for performing

Controlled UpdatePropagationto maintain cachesof meta-
data in peer-to-peer networks. To moderate propagation
without imposing a global policy, CUP intr oducesthe no-
tion of individual node investment return. CUP allows each
nodeto determinewhenit haseconomicincentiveto receive
and to propagateupdates. A node participates in propa-
gation only when the benefit (investment return) it secures
fr om receiving and propagatingupdatesoutweighsits cost
of propagation.

We extensively evaluate the CUP protocol in maintain-
ing cachesof metadata for locating content in peer-to-peer
networks. We demonstratethat propagationof updatesre-
ducesthe average latency of content search queries by as
much as an order of magnitude acrossa variety of work-
loads. We proposeand evaluate the useof popularity-based
incentives to dri ve a node’s propagation policy. Thesein-
clude incentivesbasedon probabilistic aswell as log-based
modelsof investmentreturn. Using thesepolicies,we show
that CUP nodesrecover their propagation overhead by a
factor of 2 to 300, thus offering a lean but powerful proto-
col.

I . INTRODUCTION

Peer-to-peer networks are self-organizing distributed
systemswhereparticipatingnodesboth provide and re-
ceiveservicesfromeachotherin acooperativeeffort with-
out distinguishedroles as pure clients or pure servers.
Peer-to-peernetworks have recentlygainedmuch atten-
tion, primarily becauseof the greatnumberof features
they offer applicationsthatarebuilt ontopof them.These
featuresinclude scalability, availability, fault tolerance,
decentralizedadministration,andanonymity.

Along with thesedesirablefeatureshas come an ar-
ray of technicalchallenges.For example,a fundamental
problemin peer-to-peersystemsis that of locating con-
tent.Giventhenameor asetof keywordattributes(meta-
data)of an objectof interest,how do you locatethe ob-
ject within the peer-to-peernetwork? Most peer-to-peer
networks returna setof metadatain responseto a search
query. This metadatatypically consistsof index entries
that point to the locationsof nodesthat serve replicasof

thecontentof interest,but couldalsoincludeotherinfor-
mationsuchas pricing, trust, connectionspeed,or load
informationabouttheseservingnodes.

Recent work suggeststhat metadata-basedsearch
queriesfor locatingcontentcanbea performancebottle-
neck in peer-to-peersystems[1]. As a result,designers
of peer-to-peersystemssuggestcachingmetadataat in-
termediatenodesthat lie on the path taken by a search
query[2], [3], [4], [5]. We refer to this asPath Caching
with Expiration (PCX) becausecachedmetadataentries
typically have expiration timesafter which they arecon-
sideredstaleandrequireanew search.

PCX is desirablebecauseit distributesquery load for
popularmetadataitemsacrossmultiple nodes,it reduces
latency, andit alleviateshot spots.However, little atten-
tion hasbeengivento how to maintaintheseintermediate
caches. The cachemaintenanceproblemis challenging
becausethe peer-to-peermodel assumesthat the global
setof valid metadatawill changeconstantlyaspeernodes
join andleavethenetwork, contentis addedto anddeleted
from the network, and replicasof existing contentare
addedto alleviatebandwidthcongestionat nodesholding
thecontent.Nodesthatcachemetadatato servequeriesin
a moretimely fashionneedto know aboutchangesto the
metadatato serve queriesbetter. Keepingcachedmeta-
dataup-to-datethereforerequirestracking which meta-
dataitemsneedto be updated,aswell astrackingwhen
interest in updatingparticular items at eachcachehas
subsidedto avoid unnecessaryupdatepropagationfor the
maintenanceof theseitems.

In thispaperweproposeaprotocolfor performingCon-
trolled UpdatePropagation(CUP) to maintaincachesof
metadatain a peer-to-peernetwork. CUPasynchronously
buildscachesof metadatawhile answeringsearchqueries.
It thenpropagatesupdatesof metadatato maintainthese
caches.Tomoderatethispropagation,CUPintroducesthe
notionof individual nodeinvestmentreturn. Ratherthan
imposinga global propagationpolicy, in CUP, nodesre-
ceiveandpropagateupdatesonly whenthey havepersonal
economicincentive to doso.Thisoccurswhentheinvest-
mentreturn(or benefit)anodesecuresby participatingin
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thepropagationoutweighsthecostof thepropagationand
thus,all� overheadis recovered.

A nodeproactively receivesupdatesfor metadataitems
from a neighboronly if the nodehasregisteredinterest
with the neighbor. A nodethat proactively receives an
updatefor a metadataitem saves itself from handlinga
follow-up query for the sameitem that, without the ap-
plicationof theupdate,wouldotherwisemissat thenode.
Handlingamissinvolvesgeneratingnetwork traffic to for-
wardthequeryonto one’sneighbor(s)andto receiveare-
sponse.Therefore,from a node’s perspective, a received
updateis justified if the updatesaves the nodefrom the
costof handlingqueries.A nodewill only have interestin
receiving updatesaslongasit continuesto receivequeries
for thatitem.

In CUP, eachnodeusesits own incentive-basedpol-
icy to determinewhen to cut off its incomingsupplyof
updatesfor an item. This way the propagationof up-
datesis moderatedanddoesnot flood the network. We
introduceseveral popularity-basedincentives to drive a
node’s decisionsto receive metadataupdates. The first
classof policies is probabilisticwherea nodecomputes
theprobabilitythata receivedupdateis justifiedusingan
estimateof thenumberof nodesthatdependon this node
for answersto queriesfor the item. The secondclassis
“log-based,” wherethenodecomparesthe ratio of query
arrivals to updatearrivals in a sliding window of update
arrivals. Thesepolicies favor the receiptof updatesfor
popularitemssincetheseitemsgeneratequeriesmostof-
ten.

Similarly, nodesdecideindividually whento propagate
updatesto interestedneighbors. This is necessarybe-
causea nodemay not always be able or willing to for-
ward updatesto interestedneighbors. In fact, a node’s
ability or willingnessto propagateupdatesmayvary with
its workload.CUPaddressesthisby introducinganadap-
tivemechanismeachnodeusesto regulatetherateof out-
goingupdates.A salientfeatureof CUPis thatevenwhen
a node’s capacityto pushupdatesbecomeszero, nodes
dependentonthenodefor updatesfall back to thecaseof
PCXandincur no overhead.

WecompareCUPagainstPCXundertypicalworkloads
that have beenobserved in measurementsof real peer-
to-peernetworks. We show that CUP reducesthe aver-
agequery latency by asmuchasan orderof magnitude.
CUPpropagationoverheadis morethancompensatedfor
by its savings in cachemisses.Thecostof saved misses
canbe two to 300 timesthe costof updatespushed.Fi-
nally, sincenodesmake propagationdecisionsindepen-
dently andwithout coordinationfrom othernodes,CUP
is simpleto implement,which is crucialfor asystemwith

potentially thousandsof participants,like a peer-to-peer
network.

Therestof thepaperis organizedasfollows: SectionII
describesin detailtheCUPprotocol.SectionIII describes
the costmodelwe useto evaluateCUP andpresentsex-
perimentalevidenceof the benefitsof CUP. SectionIV
discussesrelatedwork andSectionV concludesthe pa-
per.

I I . CUP PROTOCOL DESIGN

We give a brief overview of CUPover structuredpeer-
to-peernetworksandprovide somebackgroundinforma-
tion and terminologywe usethroughoutthe paper. We
thendescribethecomponentsof theCUPprotocolin de-
tail.

A. CUP Overview

CUP is not tied to any particular searchmechanism
and thereforecan be appliedin both networks that per-
form structuredsearchaswell asnetworks that perform
unstructuredsearch. In structuredsearch,queriesfol-
low a well-definedpathfrom thequeryingnodeto anau-
thority nodethatholdsthe index entriespertainingto the
query[4], [6], [5], [7]; in unstructuredsearch,querieshap-
hazardlytravel throughthe network via flooding or ran-
domwalksin searchof index entries[2], [8].

In the interestof space,in this paperwe describeand
evaluatehow CUPworksto maintaincachesof index en-
tries in structuredpeer-to-peernetworks. Details of the
CUPalgorithmsfor structuredandunstructurednetworks
canbe found in thesisformat [9]. The basicideais that
everynodein thepeer-to-peernetwork maintainstwo log-
ical channelsper neighbor: a querychannelandan up-
datechannel.Thequerychannelis usedto forwardsearch
queriesfor objectsof interestto theneighborthatis closest
to theauthoritynodeholdingtheentriesfor thoseobjects.
The updatechannelis usedto forward query responses
asynchronouslyto a neighborandto updateindex entries
thatarecachedat theneighbor.

Queriesfor an item travel “up” the querychannelsof
nodesalong the path toward the authority nodefor that
item. Updatestravel “down” the updatechannelsalong
the reversepath taken by a query. Figure 1 shows this
process. The processof queryingfor items and updat-
ing cachedindex entriespertainingto thoseitemsforms
a CUP tree,similar to an application-level multicasttree
whereverticesarepeernodesinterestedin receiving up-
datesfor cachedindex entries.

The query channelenables“query coalescing”. If a
nodereceivestwo or morequeriesfor an item for which
it doesnot have a fresh response,the nodepushesonly
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Fig. 1. CUP Query& UpdateChannels. ��� and �
	 areauthority
nodesfor someobjects. A queryarriving at node � 	 for anitem for
which � � is the authority is pushedonto querychannel��
�� to � � .
If � � hasa cachedunexpired entry for the item, it returnsit to � 	
through � 
�� . Otherwise,it forwardsthequerytowards ��� . Any up-
datefor anitemoriginatingfrom authoritynode� � flowsdownstream
to � � which may forward it onto � 	 through ��
�� . The analogous
processholdsfor queriesat ��� for itemsfor which �
	 is oneof the
authoritynodes.

oneinstanceof thequeryfor that item up its querychan-
nel. Thisapproachcanhave significantsavingsin traffic,
becauseburstsof queriesfor an item arecoalescedinto
a singlerequest.Second,coalescingmultiple queriesfor
thesameitem solvesthe“openconnection”problemsuf-
fered by somepeer-to-peersystems.The asynchronous
natureof thequerychannelrelievesnodesfrom having to
maintainmany separateopenconnectionswhile waiting
for queryresponses;insteadall responsesreturnthrough
theupdatechannel.Throughsimplebookkeeping(setting
aninterestbit) thenoderegisterstheinterestof its neigh-
borssoit knows which of its neighborsto pushthequery
responseto whenit arrives.

The cascadedpropagationof updatesfrom authority
nodesdown thereversepathsof searchquerieshasmany
advantages.First, updatesextendthe lifetime of cached
entriesallowing intermediatenodesto continueserving
queriesfrom their cacheswithout re-issuingnew queries.
It hasbeenshown that up to fifty percentof contenthits
at cachesare instanceswhere the content is valid but
staleandthereforecannotbe usedwithout first beingre-
validated[10]. Theseoccurrencesare called freshness
misses. Second,anodethatproactively pushesupdatesto
interestedneighborsreducesits loadof queriesgenerated
by thoseneighbors. Third, the further down an update
getspushed,the shorterthe distancesubsequentqueries
needto travel to reacha freshcachedanswer. As a result,
query responselatency is reduced. Finally, updatescan
help prevent errorsby invalidatingoutdatedentries. For

example,anupdateto deletea freshbut invalid index en-
try preventsa nodefrom erroneouslyansweringqueries
usingtheentrybeforeit expires.

B. BackgroundTerminology

The following terms help give somebackgroundon
how structuredpeer-to-peernetworksperformtheir index-
ing andlookupoperations.Thesehelpclarify thedescrip-
tion of CUPoverstructurednetworks.

Node: This is anodein thepeer-to-peernetwork. Each
nodeperiodicallyexchanges“keep-alive” messageswith
its neighborsto confirm their existenceand to trigger
recovery mechanismsshould one of the neighborsfail.
Every nodealso maintainsthe two logical channelsper
neighborasdescribedin Figure1.

Global Index: A fundamentaloperationin a peer-to-
peernetwork is thatof locatingcontent.Thebasicideain
structuredpeer-to-peernetworksis thatahashingscheme
mapskeys(namesof contentfilesor keywords)ontoavir-
tual coordinatespaceusinga uniform hashfunction that
evenly distributesthe keys to the space.The coordinate
spaceserves as a global index that storesindex entries
which are (key, value)pairs. The value in an index en-
try is a pointer(typically anIP address)to thelocationof
a nodethatstoresa replicaof thecontentassociatedwith
theentry’s key. Therecanbeseveral index entriesfor the
samekey, onefor eachreplicaof thecontent.

Authority Node: EachnodeN in a structuredpeer-to-
peersystemis dynamicallyallocateda subspaceof the
coordinatespace(i.e.,a partitionof theglobal index) and
all index entriesmappedinto its subspaceareownedby
N. We refer to N as the authoritynodeof theseentries.
Replicasof contentwhosekey correspondsto anauthor-
ity nodeN sendbirth messagesto N to announcethey
arewilling to serve thecontent.Dependingon theappli-
cationsupported,replicasmight periodicallysendrefresh
messagesto indicatethey arestill servinga pieceof con-
tent. They might alsosenddeletionmessagesthatexplic-
itly indicatethey areno longerservingthecontent.These
deletionmessagesnotify theauthoritynodeto deletethe
correspondingindex entryfrom its local index directory.

Local index directory: Thisis thesubsetof globalindex
entriesownedby anode.

Search Query: A searchquery postedat a nodeN is
a requestto locatea replica for key K. The responseto
sucha searchqueryis a setof index entriesthatpoint to
replicasthatserve thecontentassociatedwith K.

Search/Routing Mechanism: In structurednetworks,
whena nodeissuesa queryfor key K, the querywill be
routedalonga well-definedpathwith a boundednumber
of hopsfrom thequeryingnodeto theauthoritynodefor
K. The routingmechanismis designedso thateachnode
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on thepathhashesK usingthesamehashfunctionto de-
terministically� choosewhichof its neighborswill serveas
thenext hop.TheCUPprotocolis awareof but neitheraf-
fectsnoris affectedby theunderlyingroutingmechanism.

QueryPath for Key K: This is thepatha searchquery
for key K takes.Eachhoponthequerypathis in thedirec-
tion of theauthoritynodethatownsK. If an intermediate
nodeon this pathhasunexpired entriescached,the path
endsat the intermediatenode;otherwisethepathendsat
theauthoritynode.Thereverseof thispathis theReverse
QueryPath for key K. This pathis usedto deliver query
responsesandupdates.

Cached index entries: This is the setof index entries
cachedby a nodeN in theprocessof passingup queries
andpropagatingdown updatesfor keys for whichN is not
theauthority. Thesetof cachedindex entriesandthelocal
index directoryaredisjoint sets.

Lifetimeof index entries: Eachindex entrycachedat a
nodehasassociatedwith it a lifetime during which it is
consideredfreshandafterwhich it is consideredexpired.

PCX with coalescing: Recently, researchershave sug-
gestedcachingmetadataalongthereversequerypath[2],
[3], [4], [5]. Whenqueriesarecoalescedwe refer to this
asPCX with coalescing.For the remainderof thepaper,
whenweusetheterm“PCX” wemeanPCXwith coalesc-
ing.

C. CUPUpdateTypes

We classifyupdatesinto threecategories: deletes,re-
freshes,and appends. Deletes,refreshes,and appends
originatefrom the replicasof a pieceof contentandare
directedtowardtheauthoritynodethatownstheindex en-
triesfor thatcontent.

Deletesaredirectives to remove a cachedindex entry.
Deletescanbetriggeredby two events:1) a replicasends
a messageindicating it no longerservesa pieceof con-
tentto theauthoritynodethatownstheindex entrypoint-
ing to that replica.2) theauthoritynodenoticesa replica
hasstoppedsending“keep-alive” messagesandassumes
the replicahasfailed. In eithercase,the authoritynode
deletesthecorrespondingindex entryfrom its local index
directory and propagatesthe deleteto interestedneigh-
bors.

Refreshesaredirective messagesthat extend the life-
timesof cachedindex entries. Refreshesthat arrive at a
cachedonotpreventerrorsasdeletesdo,but helpprevent
freshnessmisses. Finally, appendsaredirectives to add
index entriesfor new replicasof content. Theseupdates
helpalleviatethedemandfor contentfrom theexistingset
of replicassincethey addto thenumberof replicasfrom
whichclientscandownloadcontent.

D. CUPNodeBookkeeping

At eachnode,index entriesaregroupedtogetherbykey.
For eachkey K, the nodestoresa “Pending-Response”
flag that indicateswhetherthenodeis waiting to receive
a responseto a query for K, and an interestbit vector.
Eachbit in thevectorcorrespondsto aneighborandis set
or cleardependingon whetherthat neighboris or is not
interestedin receiving updatesfor K.

Eachnodetracksthe popularity or requestfrequency
of eachnon-local key K for which it receives queries.
The popularity measurefor a key K can be the number
of queriesfor K a nodereceivesbetweenarrivalsof con-
secutive updatesfor K or a rate of queriesin a sliding
window of time. On anupdatearrival for K, a nodeuses
its popularitymeasureto re-evaluatewhetherit is benefi-
cial to continuecachingandreceiving updatesfor K. We
elaborateon thiscut-off decisionin SectionIII-D.

Nodebookkeepingin CUP involvesno network over-
headanda few megabytesfor hundredsof thousandsof
entries. With increasingCPU speedsandmemorysizes,
this bookkeepingis negligible whenwe considerthe re-
ductionin querylatency achieved.

E. HandlingQueriesin CUP

Upon receiptof a query for a key K, thereare three
basiccasesto consider. In eachof thecases,thenodeup-
datesits popularitymeasurefor K andsetstheappropriate
bit in the interestbit vectorfor K if the queryoriginates
from a neighbor. Otherwise,if the queryis from a local
client, the nodemaintainsthe connectionuntil it canre-
turn a freshanswerto theclient. To simplify theprotocol
descriptionweusethephrase“pushthequery” to indicate
that a nodepushesa queryupstreamtoward the author-
ity node.Weusethephrase“pushtheupdate”to indicate
thata nodepushesanupdatedownstreamin thedirection
of thereversequerypath.

Case1: Fresh Entries for key K are cached. The
nodeusesits cachedentriesfor K to pushtheresponseto
thequeryingneighboror local client.

Case2: Key K is not in cache. The nodeaddsK to
its cacheandmarksit with a Pending-Responseflag. The
flag’s purposeis to coalesceburstsof queriesfor K into
onequery. A subsequentqueryfor K will besuppressed
sincethenodeis alreadyawaitingtheresponsefor thefirst
queryof theburst. Querycoalescingresultsin significant
network savings, for both PCX andCUP. In someof the
workloadswe evaluate,coalescedqueriescanform up to
90percentof thetotalnumberof queriesthatmiss.

With everyquerypush,a timeris setsothatif thequery
responseis delayed,thenodepushesupanotherquery.

Case3: All cachedentries for key K have expired.
The node must obtain the fresh index entriesfor K. If
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thePending-Responseflag is set,thenodedoesnot need
to push� the query; otherwise,the nodesetsthe flag and
pushesthequery.

F. HandlingUpdatesin CUP

A key featureof CUP is that a nodedoesnot forward
an updatefor K to its neighborsunlessthoseneighbors
have registeredinterestin K. Therefore,with somelight
bookkeeping,CUPdoesnotpushunwantedupdates.

Upon receiptof an updatefor key K thereare three
casesto consider.

Case1: Pending-Responseflag is set. This means
thattheupdateis a queryresponsecarryingasetof index
entriesin responseto a query. Thenodestoresthe index
entriesin its cache,clearsthePending-Responseflag,and
pushestheupdateto neighborswhoseinterestbits areset
andto local client connectionsopenat thenode.

Case2: Pending-Responseflag is clear. If all the
interestbits for K areclear, the nodedecideswhetherit
wantsto continuereceiving updatesfor K. Thenodebases
its decisiononK’spopularitymeasure.Eachnodeusesits
own policy for decidingwhetherthepopularityof akey is
high enoughto warrantreceiving furtherupdatesfor it. If
thenodedecidesK’s popularityis low, it pushesa Clear-
Bit control messageto thesenderof theupdateto notify
it that is no longerinterestedin K’s updates.Otherwise,
if thepopularityis highor someof theneighbor’s interest
bits areset, the nodeappliesthe updateto its cacheand
pushestheupdateto thoseneighbors.

Note that a greedyor selfishnodecan choosenot to
pushupdatesfor a key K to interestedneighbors. This
forcesdownstreamnodesto fall backto PCXfor K. How-
ever, by choosingto cut off downstreampropagation,a
noderuns the risk of receiving subsequentqueriesfrom
its neighborswhichwouldcostit more,sinceit mustboth
receive andrespondto thesequeries.Therefore,although
eachnodehasthechoiceof stoppingtheupdatepropaga-
tion atany time,it is in its bestinterestto pushupdatesfor
which thereareinterestedneighbors.

Case3: Incoming update has expired. This could
occurwhenthenetwork pathhaslong delaysandtheup-
datedoesnot arrive in time. Thenodedoesnot applythe
updateanddoesnot pushit downstream.If thePending-
Responseflag is setthenthenodere-issuesanotherquery
for K andpushesit upstream.

G. HandlingClear-Bit Messagesin CUP

A Clear-Bit controlmessageis pushedby anodeto in-
dicateto its neighborthat it is no longerinterestedin re-
ceiving updatesfor aparticularkey from thatneighbor.

Whena nodereceivesa Clear-Bit messagefor key K,
it clearsthe interestbit for the neighborfrom which the

messagewassent.If thenode’s popularitymeasurefor K
is low andall of its interestbits areclear, the nodealso
pushesa Clear-Bit messagefor K. This propagationof
Clear-Bit messagestowardtheauthoritynodefor K con-
tinuesuntil anodeis reachedwherethepopularityof K is
highor whereat leastoneinterestbit is set.

Clear-Bit messagescanbepiggybackedontoqueriesor
updatesintendedfor theneighbor, or if therearenopend-
ing queriesor updates,they canbepushedseparately.

H. AdaptiveControl of UpdatePushin CUP

Ideallyeverynodewouldpropagateall updatesto inter-
estedneighborsto save itself from having to handlefuture
downstreammisses.However, from time to time, nodes
arelikely to be limited in their capacityto pushupdates
downstream.Therefore,we introduceanadaptive control
mechanismthatanodeusesto regulatetherateof pushed
updates.

We assumeeachnodeN hasa capacityU for pushing
updatesthatvarieswith N’sworkloadand/ornetwork con-
nectivity. N dividesU amongits outgoingupdatechan-
nels suchthat eachchannelgetsa sharethat is propor-
tional to thelengthof its queue.Thisallocationmaintains
queuesof roughlyequalsize. Thequeuesareguaranteed
to beboundedby theexpirationtimesof theentriesin the
queues.So even if a nodehasits updatechannelscom-
pletelyshutdown for a longperiod,all entrieswill expire
andberemovedfrom thequeues.

Undera limited capacityand while updatesarewait-
ing in the queues,eachnodecanre-orderthe updatesin
its outgoingupdatechannelsby pushingaheadupdates
that are likely to have greaterimpact. For example, a
nodecan re-orderrefreshesand appendsso that entries
thatarecloserto expiring aregivenhigherpriority. Such
entriesaremorelikely to causefreshnessmisseswhich in
turntriggernew searchqueries,causingmorework for the
node.

Thestrategy for re-orderingdependsontheapplication.
For example,if searchquerylatency andaccuracy areof
themostimportance,onecanpushupdatesin thefollow-
ing order: deletes,refreshes,andappends.In an appli-
cationsubjectto flashcrowds that queryfor a particular
item[11], appendsmightbegivenhigherpriority over the
otherupdates.This would helpdistribute thedemandfor
contentfasteracrossa largersetof replicas.For all strate-
gies,duringthere-orderingany expiredupdatesareelim-
inated.

I. NodeArrivals andDeparturesin CUP

The peer-to-peer model assumesthat participating
nodeswill continuouslyjoin andleave thenetwork. CUP
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mustbe ableto handlebothnodearrivals anddepartures
seamlessly.

Arri vals. Whenanew nodeN entersastructuredpeer-
to-peernetwork, it becomesresponsiblefor a portion of
anothernodeM’s shareof theglobal index andbecomes
theauthoritynodefor thoseindex entriesmappedinto that
portion. N, M, and all surroundingaffectednodes(old
neighborsof M) updatethe bookkeepingstructuresthey
maintainfor indexing androutingpurposes.This is anec-
essarypart of maintainingthe connectivity of any struc-
turedpeer-to-peernetwork when the setof nodesin the
network changes.

For CUP, theissuesathandareupdatingtheinterestbit
vectorsof theaffectednodesanddecidingwhatto dowith
theindex entriesstoredat M. This mayrequirebit vector
translation.For example,if a nodethatpreviously hadM
asits neighbornow hasN asits neighbor, thenodemust
make thebit ID thatpointedto M now point to N.

To dealwith its storedindex entries,M could simply
not handover any of its entriesto N. This would cause
entriesat someof M’s previous neighborsto expire and
subsequentqueriesfrom thosenodeswouldestablishnew
updatepropagationsfrom N. Alternatively, M couldgive
a copy of its storedindex entriesto N. Both N and M
would thengo througheachentryandpatchtheir bit vec-
tors. Bothsolutionsareviable.Thefirst solutionrequires
no bit translationbut temporarily losesthe CUP update
benefitsandbehaves like PCX for the untransferreden-
tries. ThesecondsolutiongetstheCUPbenefitsfor the
transferredentries,at theexpenseof transferringthemand
performingthebit vectorpatching.Themetadataandbit
vectorsfor thousandsof index entriescanbecompressed
into a few kilobytesand canbe piggybacked onto mes-
sagesthatarealreadybeingexchangedto reconfigurethe
topology. Oncethetransferoccurs,thebit vectorpatching
is an in-memory, local operationthat with today’s CPU
andmemorycapacitiestakesonly afew secondsfor a few
million entries.

Departures. Node departurescan be either graceful
(planned)or ungraceful(dueto suddenfailureof anode).
In eithercasethe peer-to-peerindex mechanismdictates
that a neighboringnodeM take over the departingnode
N’s portion of theglobal index. To supportCUP, the in-
terestbit vectorsof all affectednodesmustbepatchedto
reflectN’sdeparture.

If N leavesgracefully, N canchoosenot to handover
to M its index entries. Any entriesat surroundingnodes
thatweredependentonN to beupdatedwill simplyexpire
andsubsequentquerieswill establishnew updatepropa-
gations.Again, alternatively N maygive M its setof en-
tries.M mustthenmergeits own setof index entrieswith

N’s, by eliminatingduplicateentriesandpatchingthe in-
terestbit vectorsasnecessary. If N’s departureis dueto a
failure,therecanbenohand-overof entriesandall entries
in theaffectedneighboringnodeswill expire asin PCX.

II I . EVALUATION

The main goal of CUP is to continuouslyharvest the
benefitsof PCX. In doing so, thereare two key perfor-
mancequestionsto address. First, by how much does
CUP reducethe averagequery latency? Second,how
muchoverheaddoesCUP incur in providing this reduc-
tion?

We first definethe notion of a CUP tree. We usethis
definition to presenta costmodelbasedon economicin-
centive usedby eachnodeto determinewhento cut off
the propagationof updatesfor a particularkey. We give
a simple analysisof how the cost per query is reduced
(or eliminated)throughCUP. Wethendescribeourexper-
imentalresultscomparingthe performanceof CUP with
thatof PCX.

A. CUP Trees

Figure 2 shows a snapshotof CUP in progressfor a
network with sevenpeernodes.Theleft half of eachnode
shows thesetof keys for which thenodeis theauthority.
Theright half showsthesetof keysfor whichthenodehas
cachedindex entriesasa resultof handlingqueries.For
example,nodeC ownsK1 andK2 andhascachedentries
for K3, K4, andK5.

The processof querying for a key K and updating
cachedindex entriespertainingtoK formsatreewhichwe
referto astheRealCUPTree. This tree,denotedR(A,K),
is similar to anapplication-level multicasttreeandhasas
its root theauthoritynodeA for K. Theexactstructureof
R(A,K) dependson theactualworkloadof queriesfor K.
Thebranchesof thetreeareformedby thepathstraveled
by queriesfrom othernodesin the network. For exam-
ple, in Figure2, the treeR(C,K1) hasgrown branch � F,
D, C � asthe resultof a queryfor K1 at nodeF. Updates
for K1 originateat theroot (authoritynode)C andtravel
down thetreeto interestednodesA, D, E,andF. Theentire
workloadof queriesfor all keys resultsin a collectionof
criss-crossingRealCUPTreeswith overlappingbranches.

We definethe SpanningCUP Tree for key K, S(A,K)
as the tree that containsall possiblequery pathsfor K.
This is thetreethatwouldbegeneratedby issuingaquery
for K from every nodein the peer-to-peernetwork. For
example,in Figure2, S(C,K1)is rootedatC (level 0), has
nodesA, B, D, E at level 1, andnodesF andG at level 2.
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Fig. 2. CUPTrees

B. CostModel

Considera nodeN within spanningtreeS(A,K) that is
at distance� from A. We definethe costper query for
K at N asthenumberof hopsin thepeer-to-peernetwork
that must be traversedto return an answerto N. When
a query for K is postedat N for the first time, it travels
toward A. If noneof the nodesbetweenN andA have a
freshresponsecached,the costof the queryat N is ��� :
� hopsup and � hopsfor theresponseto travel down. If
a nodeon the querypathhasa freshanswercached,the
costis lessthan ��� . Subsequentqueriesfor K at N that
occurwithin the lifetime of the entriesnow cachedat N
have a costof zero. As a result,cachingat intermediate
nodescansignificantlyloweraveragequerylatency.

We cangaugetheperformanceof CUP by calculating
thepercentageof updatesCUPpropagatesthatare“justi-
fied”, i.e., thosewhosecostis recoveredby a subsequent
query. Updatesfor popularkeys arelikely to be justified
moreoftenthanupdatesfor lesspopularkeys.

A refreshupdateis justifiedif aqueryarrivessometime
betweenthe previous expiration of the cachedentry and
the new expiration time suppliedby the refreshupdate.
An appendupdateis justifiedif at leastonequeryarrives
betweenthe time the appendis performedand the time
of its expiration. Finally, a deletionupdateis justified if
at leastone queryarrives betweenthe time the deletion
is performedand the expiration time of the entry to be
deleted.

For eachupdate,let � be thecritical time interval de-
scribedabove during which a querymustarrive in order
for the updateto be justified. Considera nodeN at dis-
tanceD from A in R(A,K). An updatepropagateddown to
N is justifiedif at leastonequeryis postedwithin � time
unitsat any of thenodesof thespanningsubtreeS(N,K).
For example,if we assumea Poissonqueryarrival rate �

of onequeryper secondat nodesin S(N,K) and � �"! ,
thentheprobabilitythatanupdatearriving atN is justified
is #%$'&�(*),+-�.#/$0&�(214365/�87:9;9 .

Thebenefitof a justifiedCUPupdategoesbeyondjust
recovery of its cost. For eachhop a justified update <
is pusheddown to the root N of subtreeS(N,K), exactly
onehopis savedsincewithout < ’s propagation,entriesin
all nodesof S(N,K) will expire and the first subsequent
querylandingat a node=?> in S(N,K) within � time units
will causetwo hops,from N to its parentandback. This
halvesthenumberof hopstraveledbetweenN andits par-
entwhich in turn reducesquerylatency. In factall subse-
quentqueriespostedsomewherein S(N,K) within � time
unitswill benefitfrom N receiving < . Thecumulativeben-
efit anupdate< bringsto subtreeS(N,K) increaseswhen
N is closerto the authoritynodesincethereis a higher
probabilitythatquerieswill bepostedwithin S(N,K). We
define“investmentreturn” as the cumulative savings in
hopsachieved by pushinga justified updateto nodeN.
Theexperimentsshow that the returnis large even when
CUP’s reductionin latency is modestandis substantially
largewhenthelatency reductionis high.

C. ExperimentSetupandMetrics

We evaluateCUPby comparingit with PCX with coa-
lescing. We performour simulationexperimentsusinga
wide rangeof parametersbasedon measurementsof real
peer-to-peerworkloads[12], [13], [8], [14].

Forourexperiments,wesimulateacontent-addressable
network (CAN) [4] using the StanfordNarsessimula-
tor [15]. Again,we stressthatCUPis independentof the
specificsearchmechanismusedby the peer-to-peernet-
work andcanbeusedasa cachemaintenanceprotocolin
any peer-to-peernetwork.

As in previousstudies(e.g.,[4], [5], [16], [1], [17], [6]),
we measureCUPperformancein termsof thenumberof
hopstraversedin theoverlaynetwork. Misscostis theto-
tal numberof hopsincurredby all misses,i.e. freshness
andfirst-time misses.CUP overheadis the total number
of hopstraveledby all updatessentdownstreamplus the
total numberof hops traveled by all clear-bit messages
upstream.(We assumeclear-bit messagesarenot piggy-
backed onto updates. This somewhat inflatesthe over-
headmeasure.)Total cost is thesumof themisscostand
all overheadhopsincurred. Note that in PCX, the total
cost is equalto the misscost. Average query latency is
theaveragenumberof hopsa querymusttravel to reach
a freshanswerplus thenumberof hopstheanswermust
travel downstreamto reachthenodewherethequerywas
posted. For coalescedqueries,we count the numberof
hopseachcoalescedquerywaitsuntil theanswerarrives.
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Thus, the averagelatency is over all queries,including
hits,coalesced@ missesandnon-coalescedmisses.

We computeinvestmentreturn(IR) astheoverall ratio
of savedmisscostto overheadincurredby CUP:

ACB �EDGF4HIH
JLK
HNM6OQPSR $ DGF4HIH

JLK
HTMUPQVSOWYX &[Z]\*&T^`_ JaK HNMUPQVSO

Thus,aslongasIR is greaterthanor equalto 1,CUPfully
recoversits cost.

The simulation takes as input the number of nodes
in the overlay peer-to-peernetwork, the numberof keys
ownedper node,the distribution of queriesfor keys, the
distribution of query inter-arrival times, the numberof
replicasperkey, thelifetime of index entriesin thesystem,
andthefractionof anentry’s lifetime remainingat which
refreshesfor the entry arepushedout from the authority
node. We presentexperimentsfor n = ��b nodeswherek
rangesfrom 7 to 14. After awarm-upperiodfor allowing
thepeer-to-peernetwork to connect,themeasuredsimu-
lation time is 3000seconds.Wepresentresultsfor exper-
imentswith index entrylifetimesof fiveminutesto reflect
the dynamicnatureof peer-to-peernetworks whereit is
prudentto assumenodesmight only serve contentfor a
few minutesata time [13]. Refreshesof index entriesoc-
cur oneminutebeforeexpiration.SincebothPoissonand
Paretoqueryinter-arrival distributionshavebeenobserved
in peer-to-peerenvironments[8], [12], we presentexperi-
mentsfor bothdistributions.Nodesarerandomlyselected
to post queries. We also performedexperimentswhere
queriesarepostedatparticular“hot spots”in thenetwork
andfoundsimilar results.These,aswell asotherresults
whichweomit in theinterestof space,canbefoundin the
full versionof thispaper[18].

We presentsix setsof experiments. First, we com-
paretheeffectonCUPperformanceof differentincentive-
basedcut-off policies and comparethe performanceof
thesepoliciesto thatof PCX. Second,usingthebestcut-
off policy of thefirst experiment,we studyhow CUPper-
forms aswe scalethe network. Third, we study the ef-
fect on CUP performanceof varying the topologyof the
network by increasingthe averagenodedegree,thusde-
creasingthe diameterof the network. Fourth, we study
the effect on CUP performanceof limiting the outgoing
updatecapacitiesof nodes. Fifth, we study how CUP
performswhenqueriesarrive in bursts,asobserved with
Paretointer-arrivals.Thesefiveexperimentsshow theper-
key benefitsof CUPaccordingto thequeryratesobserved
by eachkey. In the lastexperiment,we show theoverall
benefitsof CUPwhenkeys arequeriedfor accordingto a
Zipf-like distribution.

D. Varying theCut-Off Policies

As discussedin SectionIII-B, the propagationof up-
datesis beneficialonly if the updatesarejustified; when
a node’s incentive to receive updatesfor a particularkey
fades,continuingupdatepropagationto thatnodesimply
wastesnetwork bandwidth. Therefore,eachnodeneeds
an independentand decentralizedway of controlling its
intake of updates.

Webasea node’s incentive to receive updatesfor a key
onthepopularityof thekey atthenode.Themorepopular
akey is, themoreincentive thereis to receive updatesfor
thatkey, becausethemorelikely updatesfor thatkey will
be justified. For a key K, thepopularityis thenumberof
queriesanodehasreceivedfor K sincethelastupdatefor
K arrivedat thenode. (Note that thepopularitymetric is
node-dependentandcouldbedefinedin anotherwaysuch
aswith amoving averageof queryarrivalsfor K.)

We examinetwo typesof thresholdsagainstwhich to
testa key’s popularitywhenmakingthecut-off decision:
probability-basedandlog-based.

A probability-basedthresholdusesthe distanceof a
node N from the authority node A to approximatethe
probability that an updatepushedto N is justified. Per
our costmodelof sectionIII-B, the furtherN is from A,
the lesslikely an updateat N will be justified. We ex-
aminetwo suchthresholds,a linearoneanda logarithmic
one.With alinearthreshold,if anupdatefor key K arrives
at a nodeat distance� andthenodehasreceivedat leastc � queriesfor K sincethe lastupdatefor someconstantcedgf , thenK is consideredpopularandthenodecontin-
uesto receive updatesfor K. Otherwise,thenodecutsoff
its intake of updatesfor K by pushingup a clear-bit mes-
sage.The logarithmicpopularitythresholdis similar. A
key K is popularif thenodehasreceived c?hjilk �nm queries
sincethe last update.The logarithmicthresholdis more
lenientthanthe linear in that it increasesat a slower rate
aswe moveaway from theroot.

A log-basedthresholdis onethatis basedon therecent
historyof thelastn updatearrivalsat thenode. If within
n updates,the nodehasnot received any queries,then
thekey is not popularandthenodepushesup a clear-bit
message.A specificexampleof a log-basedpolicy is the
“second-chancepolicy”, o'�.� . Whenanupdatearrives,
if no querieshave arrivedsincethelastupdate,thepolicy
givesthekey a“secondchance”andwaitsfor thenext up-
date.If at thenext update,still noqueriesfor K havebeen
received,thenodepushesaclear-bit message.Thephilos-
ophybehindthis policy is thatpushingthesetwo updates
down from thenode’s parentcoststhesameasonequery
missoccurringat thenode,sincea querymissincursone
hopup to theparentandonehopdown. This meansthat
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just onequeryarriving at the nodebetweenthe first up-
dateandp theexpirationof thesecondupdateis enoughto
recover their propagationcost.

TableI comparesPCX with CUP usingthe linear and
logarithmicpolicesfor various c values,with CUPusing
secondchance,andwith a versionof CUP that doesnot
useany cut-off policy but insteadpushesupdatesuntil the
optimal pushlevel is reached.To determinethe optimal
pushlevel we make CUPpropagateupdatesto all query-
ing nodesthatareatmostq hopsfrom theauthoritynode.
By varyingthepushlevel q , wedeterminethelevel which
achievesminimumtotalcost.This is shown by therow la-
beled“optimal pushlevel” andusedasa baselineagainst
which to comparePCXandCUPwith thecut-off policies
described.

In TableI we show thecut-off policy resultsfor a net-
work of 1024nodesandPoisson� ratesof 1, 10,100and
1000queriespersecond.In eachtableentry, thefirstnum-
ber is the total costandthenumberin parenthesesis the
total costnormalizedby thetotal costfor PCX. First,we
seethatregardlessof thecut-off policy used,CUPoutper-
formsPCX.Second,for thelower queryrates,theperfor-
manceof thelinearandthelogarithmicpoliciesis greatly
affectedby the choiceof parameterc , whereasfor the
higherqueryrates,thechoiceof c is lessdramatic.These
resultsshow thatchoosinga priori an c valuefor thelin-
earandlogarithmicpoliciesthatwill performwell across
all workloadsis difficult.

For the higher query rates, the log-basedsecond-
chancepolicy performscomparablyto the probability-
basedpolicies,andfor thelower queryratesoutperforms
theprobability-basedpolicies.In fact,acrossall rates,the
second-chancepolicy achievesa total costvery nearthe
optimal pushlevel total cost. In all remainingexperi-
ments,weusesecond-chanceasthecut-off policy.

E. ScalingtheNetwork

In this sectionwe studyCUPperformanceaswe scale
thesizeof thenetwork.

TableII comparesCUPandPCX for network sizesbe-
tween �;r?� #N�;s and �`1utv�"#N!;w;sIx nodesfor a Poisson�
rateof 1 querypersecond.Thefirst row shows theCUP
misscostasa fractionof thePCX misscost.Thesecond
andthird rowsshow theaveragequerylatency in hopsfor
PCXandCUPrespectively. Thenumberin parenthesesis
thestandarddeviation. As canbeobserved,CUPreduces
averagequerylatency respectively by 9.77,and17.81,and
26.39hopsfor the4096,8192,and16384nodenetworks.
This is a substantialreductionin averagequery latency
that improves with increasingnetwork size. Comparing
thestandarddeviationsof CUPandPCXweseethatCUP
alsohaslessvariability aroundits averagequerylatency.
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The fourth row in TableII shows the IR per overhead
pushperformedby CUP. We observe a growth in therate
of returnwith 16.14,24.85,and35.98for the last three
network sizes.Thesenumbersarequitestrong,consider-
ing thattheoverheadis completelyrecovered.

Figure3 shows theIR of CUPversusnetwork sizefor
Poissonwith � = 1, 10,100,and1000queriespersecond.
Fromthefigurewe seethat for a particularnetwork size,
if we increasethe queryrate the IR increases,and for a
particularqueryrate,if we increasethenetwork size,the
IR alsoincreases.This demonstratesthat CUP scalesto
higherqueryratesandhighernetwork sizes.

F. Varying theNetworkTopology

In general,differentpeer-to-peernetworks exhibit dif-
ferent topologiesand thus different network diameters.
The particulartopologycreateddependson the protocol
thepeernodesuseto join thenetwork andto keepit con-
nected. TheCAN designis basedonad-dimensionalco-
ordinatespace,with ourexperimentsthusfarhaving been
for _z�{� . Increasingthenumberof dimensionsresultsin
a topologywherenodeshave higherdegreeandthe net-
work hassmallerdiameter. Smallerdiametermeansthat
the averagepath length of a query on a miss is shorter
for bothPCXandCUP, which impliesthatthebenefitsof
CUP may be lesspronounced.On the otherhand,CUP
totalupdatecostalsodecreasessincetherewill beshorter
distancesfor updatesto travel. As a result,we find that
CUPcontinuesto provide significantsavings in termsof
bothoverall totalcost,latency reduction,andIR perover-
headpush.

In thissetof experimentswestudytheeffectof increas-
ing the numberof CAN dimensionson a network with
1024nodes.The dimensionschosenfor this experiment
are2, 3,5, and10. Thesedimensionsresultin network di-
ametersof 24,12,8, and8 respectively. (For anetwork of
1024nodes,increasingbeyond five dimensionsdoesnot
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TABLE I
TOTAL COST PER KEY PER QUERY RATE FOR VARYING CUT-OFF POLICIES.

Policy 1 q/s Total Cost 10 q/s Total Cost 100 q/s Total Cost 1000 q/s Total Cost
PCX 61568(1.00) 154502(1.00) 476420(1.00) 2296869(1.00)
Linear, |%}v~�� �U� 55475(0.90) 72022(0.47) 49341(0.10) 196650(0.09)
Linear, |%}v~�� 1 ~ 41281(0.67) 34311(0.22) 47132(0.10) 196650(0.09)
Logarithmic, |%}?~�� � 31658(0.51) 27311(0.18) 47785(0.10) 196797(0.09)
Logarithmic, |%}?~�� �U� 30683(0.50) 24695(0.16) 48330(0.10) 196797(0.09)
Second-chance 16958(0.28) 23702(0.15) 48330(0.10) 196797(0.09)
Optimalpushlevel 15746(0.26) 23696(0.15) 45325(0.095) 153309(0.07)

TABLE II
PER-KEY COMPARISON OF CUP WITH PCX FOR VARYING NETWORK SIZES, POISSON ARRIVALS OF 1 QUERY/SECOND.

Network Size 128 256 512 1024 2048 4096 8192 16384
CUP/PCXMissCost 0.10 0.10 0.15 0.17 0.19 0.22 0.20 0.21
PCX AvgLat(Std-Dev) 1.51(2.77) 2.67(3.96) 4.49(5.92) 6.74(8.25) 11.01(12.11) 17.47(17.49) 29.29(27.79) 45.56(40.31)
CUPAvgLat (Std-Dev) 0.21(1.10) 0.46(1.60) 1.25(3.19) 2.17(4.37) 4.18(7.13) 7.70(11.28) 11.48(15.08) 19.17(23.75)
IR/CUPOvhdHop 4.15 4.88 6.29 7.83 11.43 16.14 24.85 35.98
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reducethenetwork diameterany further.) Thequeriesar-
rive accordingto a Poissonprocesswith � rateof 1, 10,
100,and1000queriespersecond.Figure4 shows theIR
versusthequeryratefor eachdimension.Fromthefigure
we seethat the curvesfor dimensions5 and10 arevery
similar becausethey have equalnetwork diameters.We
alsoseethat dimension2 achieves the highestIR across
all queryrates,andthat theIR decreaseswith dimension.
However, even for thehigherdimensions(5 and10), the
IR peroverheadhopis at least2.1peroverheadhopfor 1
q/sandincreasesto 36.6peroverheadhopfor 1000q/s.

G. VaryingOutgoingUpdateCapacity

Our experimentsthusfar show that CUP outperforms
PCX underconditionswhereall nodeshave full outgoing
updatecapacity. A nodewith full outgoingcapacityis a
nodethat canand doespropagateall updatesfor which
thereare interestedneighbors. In reality, an individual
node’s outgoingcapacitywill varywith its workload,net-
work connectivity, andwillingnessto propagateupdates.

In thissectionwestudytheeffectonCUPperformanceof
reducingtheoutgoingupdatecapacityof nodes.

We presentan experimentrun on a network of 1024
nodes. In this experiment,after a five minute warm up
period,we randomlyselecttwenty percentof the nodes
andreducetheir outgoingcapacityto a fraction of their
full capacity. Thesenodesoperateat reducedcapacityfor
tenminutesafterwhich they returnto full capacity. After
anotherfiveminutesfor stabilization,we randomlyselect
anothersetof twentypercentof thenodesandreducetheir
capacityfor ten minutes. We proceedthis way for the
entire3000secondsduring which queriesareposted,so
capacitylossoccursthreetimesduringthesimulation.

Figure5 shows theratioof CUPtotal costto PCXtotal
costversuscapacity� for thisexperimentandfor four dif-
ferentPoissonqueryrates � . Thecapacity� rangesfrom
0, implying that no updatesarepropagated,to 1, where
nodeshave full outgoingcapacity. ����7:�;� meansthat a
nodeis only capable/willingof pushingoutone-fourththe
updatesit receives.

Notethatevenwhenonefifth of thenodesdonotprop-
agateany updates,thetotalcostincurredby CUPis about
half thatof PCX. As theoutgoingcapacityincreases,the
total cost decreasessmoothly until �{� # whereCUP
achievesits full potential. A key observation from these
experimentsis that CUP’s performancedegradesgrace-
fully asthecapacity� decreases.Thisisbecausereduction
in updatepropagationalsoresultsin reductionof its asso-
ciatedoverhead.Therefore,thecapacityreductionshould
beseenasa missedopportunityfor higherreturnsrather
thanasanoverall loss. Clearly though,CUPachievesits
full potentialwhenall nodeshave maximumpropagation
capacity.
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TABLE III
PER-KEY, PER-QUERY RATE COMPARISON OF CUP WITH PCX FOR PARETO ARRIVALS.

Average Rate (q/s) 1 1 10 10 100 100 1000 1000
Pareto rate (a) 1.25 1.1 1.25 1.1 1.25 1.1 1.25 1.1
CUP/PCXMissCost 0.24 0.14 0.08 0.07 0.07 0.09 0.08 0.08
PCX AvgLat(Std-Dev) 7.77(9.28) 6.99(9.43) 3.84(8.41) 4.01(8.75) 1.75(5.88) 1.61(5.53) 1.00(4.02) 1.10(4.16)
CUPAvgLat (Std-Dev) 3.16(5.75) 1.71(4.44) 0.42(3.03) 0.37(2.80) 0.13(1.66) 0.15(1.71) 0.08(1.17) 0.09(1.24)
IR/CUPOvhdHop 6.41 7.49 13.09 16.03 43.25 53.57 223.97 293.30
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H. ParetoQueryArrivals

Recentwork has observed that in somepeer-to-peer
networks,queryinter-arrivalsexhibit burstinessonseveral
time scales[12], making the Paretodistribution a good
candidatefor modelingtheseinter-arrival times. There-
fore, in this sectionwe compareCUP with PCX under
Paretointer-arrivals.

The Paretodistribution hastwo parametersassociated
with it: theshapeparameterc���f andthescaleparame-
ter � �.f . Thecumulative distribution functionof inter-
arrival time durationsis � k�� m��E#�$ k�����T� �T� m | 7 This dis-
tribution is heavy-tailed with unboundedvariancewhenc{� � . For c{� # , theaveragenumberof queryarrivals
per time unit is equalto

� | (21 �� . For c�� ��# , theexpec-
tationof aninter-arrival durationis unboundedandthere-
fore theaveragenumberof queryarrivalspertime unit is
0.

We ran experimentsfor a rangeof c and � valuesbut
can only presentrepresentative resultshere. Table III
comparesCUPwith PCX for c equalto 1.25and1.1 re-
spectively for a network of 1024nodes.We setthevalue
of � in eachrun sothat theaveragerateof arrivals

� | (21 ��
equals1, 10, 100,and1000queriespersecondto match
the � rateof thePoissonexperimentsin previoussections.

As c decreasestoward 1, query interarrivals become
morebursty. Queriesarrive in morefrequentandmorein-
tensebursts,followed by idle periodsof varying lengths.
If an idle periodoccasionallyfalls in the heavy-tail por-

tion of the Paretodistribution (i.e., it is a very long idle
period),thensecondchanceCUPpropagationcostcould
beunrecoverable,sincethenext querymayarrive longaf-
terthecachedentryhasexpired.However, CUPdoeswell
underburstyconditionsbecausewhenit is ableto refresh
a cachebeforea burstof queries,it savesa large penalty
whichby faroutweighsany unrecoveredoverheadthatoc-
cursduring theoccasional,very long idle period. There-
fore, refreshingthe cachein time providesgreaterbene-
fits with increasingburstiness.The tableresultsconfirm
this. In goingfrom c ��#�7:�;� to c ��#�7�# , we seethat the
averagequerylatency reductionCUP achievesgenerally
improvesandtheIR increasesfor all queryrates.

I. Zipf-like Key Distributions

A recent study has shown that queriesfor multiple
keys in a peer-to-peernetwork follow a Zipf-like distri-
bution, with a small portion of the keys gettingthemost
queries[14]. That is, the numberof queriesreceived by
thei’ th mostpopularkey is proportionalto 1>�� for constantc .

In this sectionwe compareCUP with PCX in a net-
work of 1024nodes,whereeachnodeownsonekey. The
querydistribution amongthe 1024 keys follows a Zipf-
like distribution with parameterc ��#�7:� . TableIV shows
resultsfor Poissonarrivals wherethe overall � ratesare
100, 1000,10000,and100000queriesper second.(We
also ran experimentswith c = 0.80 and 2.40 and with
Paretoarrivals,andtheresultsweresimilar.)

FromthetableweseethatCUPoutperformsPCXwith
IR ranging from 6.57 to 30.02. The latency reduction
rangesfrom 3.2 (for 100 q/s) to an order of magnitude
reduction(for 100000q/s, latency droppedfrom 1.53 to
0.13). TheZipf-like distribution causessomeof thekeys
to geta large percentageof thequeries,leaving othersto
beaskedfor quiterarely. For rarekeys, cachingdoesnot
helpsincetheentryexpiresby thetime thekey is queried
for again,and the query rate for thesekeys is not high
enoughto recover theupdatepropagation.However, the
IR for theveryhotkeys is highenoughto by faroffsetthe
unrecoveredcostof theunpopularkeys. As a result,CUP
achievesan overall IR of at least6.57for 100q/s andas
muchas30.02for 100000q/s.
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TABLE IV
CROSS-KEY COMPARISON OF CUP WITH PCX, FOR POISSON

ARRIVALS AND ZIPF-L IKE KEY DISTRIBUTION

Overall AvgRate, q/s 100 1000 10000 100000
CUP/PCXMissCost 0.45 0.23 0.10 0.08
PCX AvgLat (   ) 10.6(9.9) 6.9(8.9) 3.4(7.5) 1.53(5.47)
CUPAvgLat (   ) 7.4(8.5) 2.6(5.2) 0.4(2.7) 0.13(1.67)
IR 6.57 8.52 10.98 30.02

IV. RELATED WORK

We describerelatedwork specifically in the peer-to-
peerliterature,followed by relatedwork in the systems
literaturein general.

A. RelatedPeer-to-PeerWork

To our knowledge,CUP is the first protocolaimedat
maintainingcachesof index entries to improve search
queriesin peer-to-peernetworks.While designersof peer-
to-peersystemsadvocatecachingindex entriesto improve
performance[2], [4], [5], [6], [7], therehasbeenlittle
follow-upwork studyingwhenandwhereto cacheentries
andhow to maintainthesecachedentriesin apeer-to-peer
system.

Cox et al. [19] study providing DNS serviceover a
peer-to-peernetwork asanalternative to traditionalDNS.
They cacheindex entries,whichareDNSmappings,along
searchquery paths. Similarly, the TerraDir Distributed
Directorycachingscheme[3] hasnodesalongthesearch
querypathcachepointersto othernodespreviously tra-
versedby the query. In eachof theseexamples,cached
index entrieshave expiration timesandarenot refreshed
or maintaineduntil amissor failureoccurs.

Pathcachingof contentin peer-to-peersystemshasre-
ceivedmoreattention.Freenet[20], CFS[21], PAST [16],
andLv etal. [8] eachperformpathcaching,or cachingof
contentalong the searchpathof a query. Thesestudies
do not focuson cachemaintenance,but ratherdependon
expiration or cachesizeconstraintsto implicitly prevent
theuseof stalecontent.

CUP trees are similar to application-level multicast
trees,particularly thosebuilt on peer-to-peernetworks.
TheseincludeScribe[17] built on top of Pastry [6] and
Bayeaux[22] built on top of Tapestry[7]. Scribe is a
publish-subscribeinfrastructurewheresubscribersinter-
estedin a topic join its correspondingmulticastgroup.
Scribecreatesa multicasttreerootedat the rendez-vous
point of eachmulticastgroup.Publisherssenda message
to the rendez-vous point which then transmitsthe mes-
sageto theentiregroupby sendingit down themulticast
tree. The multicasttree is formedby joining the Pastry

routesfromeachsubscribernodeto therendez-vouspoint.
Scribecould benefit from CUP ideasto provide update
propagationfor cachemaintenancein Pastry.

B. RelatedDistributedCachingWork

DNS[23], [24] is thelargestandbestknown distributed
directoryservicefor theInternet.Nameservers,likeCUP
nodes,canbeviewedasdistributedcachesthatholdindex
entries(DNS name-to-IPaddressmappings)with Time-
to-Live (TTL) fields indicatinghow long they shouldbe
consideredvalid. The maintenanceof DNS cacheshas
typically beenpull-driven, wherenameserverseitherpull
a freshversionof a stalecachedmappingin responseto
a client request,or proactively, in anticipationof a re-
quest[25]. CUP maintainscachesthrougha proactive
push-drivenapproach,whereupdatesarepushedto all in-
terestednodesin theoverlay network. DNS is generally
intendedto supportslowly-changingmappingswith TTLs
ontheorderof hours(e.g.,24hours)[25], whereasCUPis
gearedtowardmaintainingcachesof metadatathatchange
frequently, on theorderof minutes.

Distributedcachingtechniqueshave beenlooked at in
the context of distributed file systems[26], [27], [28],
[29], [30], [31], wherethe focus is on achieving cache
coherenceamongstgroups of participating file writers
that have cachedfiles and communicateover a local-
areanetwork. CUP is designedfor peer-to-peer envi-
ronments,wheretheremaybethousandsof participating
nodesspreadacrosstheInternet,andwhereupdatesfor a
particularmetadataitem aretypically generatedby only
onepeernode.

Distributedcachingtechniqueshave alsobeenlooked
at in thecontext of web caching.Many previous studies
have focusedon cachereplacementpoliciessincecache
sizebecomesafinite sourcewhencachingcontentfor po-
tentially thousandsof clients [32], [33]. In CUP, cache
sizeis notanissuesincemetadataaresmall.

Many schemeshavebeenproposedfor themaintenance
of cachedwebcontent.Someproposepush-basedinval-
idationschemeswherea webserver/proxynotifiesprox-
ies/clientswhen cachedobjectsare modified [27], [34],
pull-basedvalidationschemes,wheretheproxy/clientval-
idateswith theserver/proxycachedobjectsthathave ex-
pired [10], andhybrid schemes,wherethe server piggy-
backsvalidationson responsesto requestsfor relatedob-
jects [35], [36], [37]. CUP differs from previous web
maintenanceschemesby using push-driven propagation
thatis drivenby theindividualeconomicincentive of par-
ticipatingnodes.

Cooperativecachinghasbeenproposedto allow groups
of participatingcachesto exchangecachedweb content
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amongstthemselves.Theoverall goalis to bring apartic-
ularweb¡ objectto thecachethatis closestto theclientsre-
questingthatwebobject.Previousproposalsincludehier-
archicalcacheschemes(e.g.,[38], [39], [40], [41]), hash-
basedschemes[39], [42], directory-basedschemes[43],
[44], [45], and multicast-basedschemes[46], [47]. Of
these cooperative caching studies, those most related
to CUP are work on refreshmentpolicies for cascaded
cachesby Edith Cohenet al. [41] andwork on distribut-
ing locationhintsacrossa hierarchyof cachesby Tewari
etal. [45].

CohenandKaplanstudythe effect that agingthrough
cascadedcacheshas on the miss rates of web client
caches[41]. For eachobject an intermediatecachere-
freshesits copy of theobjectwhenits ageexceedsa frac-
tion v of the lifetime duration. The intermediatecache
doesnot pushthis refreshto theclient cache;instead,the
client cachewaitsuntil its own copy hasexpiredat which
point it fetchestheintermediatecache’s copy with there-
maininglifetime. For somesequencesof requestsat the
clientcacheandsomev’s, theclientcachecansuffer from
a highermissratethanif the intermediatecacheonly re-
freshedon expiration. A CUP treecould be viewed asa
seriesof cascadedcachesin thateachnodedependsonthe
previousnodein thetreefor updatestoanindex entry. The
key differenceis that in CUP, refreshesarepusheddown
the entire treeof interestednodes. Therefore,whenever
a parentcachegetsa refreshso doesthe interestedchild
node.In suchsituations,we find themissrateat thechild
nodeactuallyimproves.

Tewarietal. [45] cachelocationhintsin additionto web
contentatwebcachesin awebcachehierarchy. Location
hintsareusedby requestingleafcachestoaccesscopiesof
webcontentdirectly from remotecachesholdingthecon-
tent, ratherthanwaiting for thecontentto travel through
the root anddown to them. Propagationof hint updates
is consideredinexpensive, andoccursproactively andin-
dependentlyof the requestpatternof the web object the
hint represents.CUPemphasizesrecoveringpropagation
overhead.CUPmakesthepropagationdecisionby com-
paringthecostof propagatingaparticularupdatewith the
benefit(investmentreturn)theupdatewill bringto thetree
below the node. CUP only propagatesupdatesthat are
likely to benefitsubsequentqueriesin thesubtreebelow.

V. CONCLUSIONS

CUP providesa generalpurposeframework for main-
taining cachesof metadatain peer-to-peer networks,
wherecontinuousupdatesareexpected,yet nodesmust
have personaleconomicincentive to participatein the
maintenance. CUP is a completeprotocol with query

channelsfor coalescingburstsof queriesandupdatechan-
nelsfor asynchronousdeliveryof queryresponsesandup-
datesof cachedmetadata.To moderatepropagationwith-
out imposinga globalpolicy, CUP introducesthe notion
of investmentreturn for motivating eachnodeto partici-
patein theupdatepropagationandpoliciesfor estimating
whenthebenefitceasesto outweightheoverhead.For the
caseof locatingcontentin apeer-to-peernetwork, wefind
that CUP securesan investmentreturnof 2 to 300 times
the propagationcost and significantly reducesquery la-
tency.

We have leveragedthe CUP protocol to deliver meta-
data required for effective load-balancingof content
downloadsacrossmultiple replicanodes[9]. As with reg-
ular searches,theeconomicincentive-basedmodelhelps
to moderateandcontrol the amountof metadataupdate
propagationin a highly dynamicenvironmentwhereload
informationchangesvery rapidly. Futurework includes
theuseof CUPto enhancemanagementof dynamiccon-
tentreplication,publish-subscribeapplications,andprice
negotiationandauctioningof servicesamongstnodesin a
peer-to-peernetwork.
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