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Abstract

We introducea new sublinearspacedatastructure—theCount-Min Sketch— for summa-
rizing datastreamsQOur sketchallows fundamentatjueriesin datastreamsummarization
suchaspoint,range andinnerproductquerieso beapproximatelyansweredery quickly;
in addition,it canbe appliedto solve severalimportantproblemsin datastreamssuchas
nding quantilesfrequenttems,etc. Thetime andspacéroundswve showfor usingtheCM
sketchto solvetheseproblemssigni cantly improvethosepreviouslyknown— typically
from 1="? to 1="'in factor

1 Intr oduction

We consideravectora, whichis presentedan animplicit, incrementafashion.This vectorhasdi-

mensionn, andits currentstateattime ¢ is a(t) = [a1(t),...ai(t),... ,a,(t)]. Initially, a is the
zerovector a;(0) = 0 for all i. Updatego individual entriesof thevectorarepresenteésastream
of pairs.Thetth updateis (i, ¢;), meaninghata;, (t) = a;,(t 1) + ¢;, andao(t) = ap(t 1) for

all i%6- i,. At anytime ¢, aquerycallsfor computingcertainfunctionsof intereston a(t).

This setupis the data streamscenariahathasemegedrecently Algorithmsfor computingfunc-
tionswithin the datastreamcontextneedto satisfythe following desiderataFirst, the spaceused
by the algorithmshouldbe small,at mostpoly-logarithmicin n, the spacerequiredto represent
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explicitly. Sincethe spacds sublinearin dataandinput size,the datastructuresusedby the algo-
rithmsto representheinput datastreamis merelya summarybaka sketchor synopsig17])Pof

it; becausef thiscompressionalmostno functionthatoneneedso computeona canbedonepre-
cisely, sosomeapproximatioris provablyneededSecondprocessing@nupdateshouldbefastand
simple;likewise,answeringqueriesof a giventype shouldbe fastandhaveusableaccuracyguar
anteesTypically, accuracyguaranteewill bemadein termsof a pair of userspeci®edcparameters,
¢ andj, meaningthattheerrorin answeringa queryis within afactorof  with probability 5. The
spaceandupdatetime will consequentlglependone andd; ourgoalwill belimit thisdependence
asmuchasis possible.

Many applicationghatdealwith massivedata suchasinternettraf®c analysisandmonitoringcon-
tentsof massivedatabasesnotivatethis one-passlatastreamsetup . Therehasbeenafrenzyof ac-
tivity recentlyin the Algorithm, Databas@ndNetworkingcommunitieson suchdatastreanprob-
lems,with multiple surveys tutorials,workshopsandresearchpapers See[12,3,28]for detailed
descriptionof the motivationsdriving this area.

In recentyears,severaldifferentsketcheshavebeenproposedn the datastreamcontextthatal-
low a numberof simpleaggregatiorfunctionsto be approximatedQuantitiesfor which ef®cient
sketcheshavebeendesignedncludethe L, and L, normsof vectors[2,14,23],the numberof
distinctitemsin a sequencégie numberof non-zeroentriesin a(t)) [15,18,6],join andself-join
sizesof relations(representablasinnerproductsof vectorsa(t), b(t)) [2,1], item andrangesum
guerieg[20,5]. Thesesketchesareof interestnot simply becausehey canbe usedto directly ap-
proximatequantitiesof interestbut alsobecaus¢heyhavebeenusedconsiderablyas“black box”
devicesn orderto computemoresophisticateéggregateandcomplexquantitiesquantileq21],
wavelet420], histogram$29,19],databasaggregateandmulti-wayjoin sizeq10], etc. Sketches
thusfar designedaretypically linearfunctionsof theirinput,andcanberepresentedsprojections
of anunderlyingvectorrepresentinghe datawith certainrandomlychosenprojectionmatrices.
Thismeanghatit is easyto computecertainfunctionson datathatis distributedoversites by cast-
ing themascomputation®n their sketchesSo, theyaresuitedfor distributedapplicationgoo.

While sketcheshaveprovedpowerful,theyhavethefollowing drawbacks.

Althoughsketchesisesmallspacethespaceusedtypically hasa(1/¢2) multiplicativefactor
Thisis discouragingpecause = 0.1 or 0.01 is quitereasonabl@andalreadythis factorproves
expensivan spaceandconsequentlyoften,in perupdateprocessingandfunctioncomputation
timesaswell.

Many sketchconstructionsequiretime linearin the sizeof the sketchto processachupdateto
the underlyingdata[2,21]. Sketchesaretypically a few kilobytesup to a megabyteor so,and
processindghis muchdatafor everyupdateseverelimits the updatespeed.
Sketchesaretypically constructedusing hashfunctionswith strongindependencguarantees,
suchasp-wiseindependencf], which canbe complicatedo evaluateparticularlyfor a hard-
wareimplementationOneof thefundamentatjuestionss to whatextentsuchsophisticatedn-
dependencpropertiesaareneeded.

Manysketcheslescribedn theliteraturearegoodfor onesingle pre-speci®eeggregateompu-
tation.Giventhatin datastreamapplicationsonetypically monitorsmultiple aggregatesnthe



samestream this calls for usingmanydifferenttypesof sketcheswhich is a prohibitive over
head.

Known analyse®f sketchedidelarge multiplicative constantsnsidebig-Ohnotation.

Giventhatthe areaof datastreamss beingmotivatedby extremelyhigh performancemonitoring
applicationsbegsee[12] for responséime requirements$or datastreamalgorithmsthatmonitor
IP packesstreamsbthesdrawbacksiltimatelylimit theuseof manyknowndatastreamalgorithms
within suitableapplications.

We will addressll thesessuedy proposinga newsketchconstructionwhich we call the Count-
Min, or CM, sketch.This sketchhasthe advantagethat: (1) spaceusedis proportionalto 1 /¢; (2)
theupdateimeis signi®cantlysublineaiin thesizeof thesketch;(3) it requiresonly pairwiseinde-
pendentashfunctionsthataresimpleto constructi4) this sketchcanbeusedfor severalifferent
gueriesandmultipleapplicationsand(5) all theconstantaremadeexplicitandaresmall. Thus,for
theapplicationsve discusspur constructionstrictly improvethespaceéboundsof previousresults
from 1/¢? to 1/e andthetime boundsfrom 1/22 to 1, whichis signi®cant.

Recentlya(1/£2) spacdower boundwasshownfor anumberof datastreamproblemsapproxi-
matingfrequencymomentst, (t) = Y. (a;(t))*, estimatinghenumberof distinctitems,andcom-
puting the Hammingdistancebetweentwo strings[30]. 2 It is aninterestingcontrastthat for a
numberof similar seemingproblemg®nding HeavyHittersandQuantilesn themostgeneratata
streanmodel)we areableto give anO(%) upperbound.ConceptuallyCM Sketchalsorepresents
progressinceit showsthatpairwiseindependenhashfunctionssuf®cefor manyof thefundamen-
tal datastreamapplicationsFromatechnicalpoint of view, CM Sketchandits analysesrequite
simple.We believethatthis approachmovessomeof thefundamentatlatastreamalgorithmsfrom
thetheoreticarealmto the practical.

Ourresultshavesometechnicalnuances:

Theaccuracyestimatedor individual queriesdependon the L; normof a(t) in contrasto the
previousvorksthatdependnthe L, norm.Thisis aconsequenceaf workingwith simplecounts.
Theresultingestimatesreoftennotastight onindividualqueriessinceL, normis nevergreater
thanthe L, norm.But neverthelesqyur estimategor individual queriessuf®ceto giveimproved
bounddor theapplicationsherewhereit is desiredo stateresultsin termsof L.

Most prior sketchconstructionselied on embeddingnto smalldimensiondo estimatenorms.
Forexample[2] reliesonembeddingnspiredby theJohnson-Lindenstraugemmal24] for es-
timating L, norms But accurateestimatiorof the L, normof astreamequiresﬂ(g%) spacq30].
Currently all datastreanelgorithmsthatrely onsuchmethodshatestimatel.,, normsuseQ(1/£2)
space Oneof the observationghat underlieour work is while embeddingnto small spaceis
neededor smallspacealgorithmsit is notnecessaryhatthemethodsaccuratelyestimatel., or
in factany L,, norm,for mostqueriesandapplicationsn datastreamsOur CM Sketchdoesnot
helpestimatel, normof theinput, howeverit accuratelyestimateshe querieghatareneeded,

2 Thisboundhasvirtually beermetfor Distinctitemsby resultsin [4], wherecleveruseof hashingmproves

previousboundsof O( '0892” log$) to O((4 + logn) log ).




which suf®cesfor our datastreamapplications.

Most datastreamalgorithmanalyseshusfar havefollowed theoutlinefrom [2] whereoneuses
ChebyshewandChernof boundsn successiomo boostprobability of succesaswell astheac-
curacy This procesgontributego the complexitybounds Our analysigs simpler, relying only

onthe Markovinequality Perhapsurprisingly in this way we gettighter, cleanetbounds.

Theremainderof this paperis asfollows: in Section2 we discusghe queriesof our interest.We
describeour Count-Min sketchconstructiomrandhow it answersqueriesof interestin Sections3

and4 respectivelyandapplyit to anumberof problemsto improvethe bestknowncomplexityin

Section5. In eachcasewe stateour boundsanddirectly comparet with the bestknownprevious
results.

All previouslyknownsketchetiavemanysimilarities.Our CM SketcHiesin thesameramework,
and®ndsinspirationfrom theseprevioussketchesSection6 compare®urresultsto pastwork, and
showshow all relevantsketchexanbe comparedn termsof a smallnumberof parametersThis
shouldproveusefulto readersn contrastinghevastnumberof resultsthathaveemegedrecently
in thisarea.Conclusionsarein Section?.

2 Preliminaries

We consideravectora, whichis presentedn animplicit, incrementafashion.This vectorhasdi-
mensionn, andits currentstateattimet is a(t) = [ay(t), ... a;(t), ... a,(t)]. Forconveniencewe
shallusuallydropt andreferonly to thecurrentstateof thevector Initially, a is thezerovector O,
soa;(0) is 0 for all i. Updatedo individual entriesof the vectorarepresentedsa streamof pairs.
Thetth updateis (i, ¢;), meaningthat

a;,(t) =a;,(t 1)+
CLiO(t) = CLZ'O(t 1) 206: it

In somecasesg;swill bestrictly positive,meaninghatentriesonly increasein othercasesg;sare
allowedto benegativealso.Theformeris knownasthecashregistercaseandthelattertheturnstile
case[28]. Therearetwo importantvariationsof the turnstile caseto consider:whethera;s may
becomenegative pr whetherthe applicationgeneratinghe updategguaranteeghatthis will never
bethecaseWereferto the®rstof theseasthegeneralcaseandthesecondisthenon-negativease.
Many applicationghatusesketcheso computequeriesof interestbsuctasmonitoringdatabase
contentsanalyzinglP traf®c seenn anetworklinkbguaranteghatcountswill neverbenegative.
However the generalcaseoccursin importantscenariogoo, for examplein distributedsettings
whereoneconsiderghe subtractiorof onevectorfrom anotheysay

At anytime ¢, a querycallsfor computingcertainfunctionsof intereston a(¢). We focuson ap-
proximatinganswergo threetypesof querybasedn vectorsa andb.

A pointquery, denotedQ(7), is to returnanapproximatiorof a;.



A rangequeryQ(/, ) is to returnanapproximatiorof }"_, a;.
An inner productquery; denotedQ (a, b) isto approximaten b = >, a;b;.

Thesequeriesarerelated:arangequeryis a sumof pointqueriespothpointandrangequeriesare
speci®cinner productqueries However in termsof approximationgo thesequeriesresultswill
vary. Thesearethe queriesthatarefundamentato manyapplicationsn datastreamalgorithms,
andhavebeenextensivelystudied.In addition,theyareof interestin non-datastreamcontext.For
examplejn databaseshepointandrangequeriesareof interestin summarizinghe datadistribu-
tion approximatelyandinnerproductqueriesallow approximatiorof join sizeof relations.Fuller
discussiorof theseaspectg€anbefoundin [16,28].

We will alsostudyuseof thesequeriesto computemore complexfunctionson datastreamsAs
exampleswe will focuson the two following problems Recallthatjjajj; = > I%; ja;(t)j; more

generallyjjajj, = (X%, ja;(t)j?)Y?.

(p-Quantileg The ¢-quantilesof the cardinalityjj ajj; multisetof (integer)valueseachin the
rangel ... n consistof thoseitemswith rank k¢jj ajj, for k = 0...1/¢ aftersortingthevalues.
Approximationcomegsby acceptinganyintegerthatis betweertheitemwith rank (k¢  ¢)jjajj1
andthe onewith rank (k¢ + ¢)jj ajj, for somespeci®edt < ¢.

(HeavyHitters) The ¢-heavyhitters of a multisetof jjajj; (integer)valueseachin the range
1...n, consistof thoseitemswhosemultiplicity exceedghefraction ¢ of thetotal cardinality
i.e.,a;  ¢jjajj1. TherecanbebetweerD andé heavyhittersin any given sequencef items.
Approximationcomesby acceptingany: suchthata; (¢  €)jjajj, for somespeci®ed < ¢.

Wewill assumeéheRAM model,whereeachmachinewvord canstoreintegersupto maxfjj ajj 1, ng.
Standardvordoperationsakeconstantimeandsowe countspacen termsof numberof wordsand
we counttime in termsof the numberof word operationsSo, if oneestimate®ur spaceandtime
boundsn termsof numberof bitsinsteadamultiplicativefactorlog maxfjj ajj 1, ngis needed Our
goalis to solvethequeriesandthe problemsaboveusinga sketchdatastructurethatis usingspace
andtime signi®cantlysublineabpolylogarithmicbininput sizen andjjajj ;. All ouralgorithms
will beapproximateandprobabilistic;theyneedtwo parameters; andd, meaninghattheerrorin
answeringa queryis within a factor of ¢ with probability §. Both theseparametersvill affectthe
spaceandtime neededy our solutions.Eachof thesequeriesandproblemshasa rich history of
work in the datastreamarea.We referthereadergo surveys[28,3], tutorials[16], aswell asthe
generaliterature.

3 Count-Min Sketches

We now introduceourdatastructurethe Count-Min,or CM, sketchlt is namedafterthetwo basic
operationsisedto answelpointqueriescounting®rstandcomputingthe minimumnext. We usee
to denotethe baseof the naturallogarithmfunction, In.
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Fig. 1. Eachitemi is mappedo onecell in eachrow of the arrayof counts:whenanupdateof c; to itemi,
arrives,c; is addedo eachof thesecells

DataStructure. A Count-Min(CM)sketchwith parameterg&:, ) isrepresentetly atwo-dimensional
array countswith width w anddepthd: count[1,1]...count[d,w]. Given parameterge, §), set
w = d¢eandd = dn %e. Eachentryof thearrayis initially zero.Additionally, d hashfunctions

hi...hg:f1...ng! f1...wg

arechoseruniformly atrandomfrom a pairwise-independeriamily.

UpdateProcedure. Whenanupdate(i,, ¢;) arrivesmeaninghatitema;, is updatedy aquantity
of ¢;, thenc, is addedo onecountin eachrow; thecounteris determinedy £ ;. Formally, set81
j d

count(j, h;(i¢)]  countlj, hj(iy)] + ¢

This proceduras illustratedin Figurel.

Thespacaisedby Count-Minsketchess thearrayof wd countswhichtakeswd words,andd hash
functions,eachof which canbe storedusing2 wordswhenusingthe pairwisefunctionsdescribed
in[27].

4 Approximate Query Answering Using CM Sketches

For eachof thethreequeriesntroducedn Section2: Point,Range andinnerProductquerieswe
showhow they canbe answeredisingCount-Minsketches.

4.1 PointQuery

We ®rst showthe analysisfor point queriesfor the non-negativease.

Estimation Procedure. Theanswerto Q(:) is givenby a; = min; count[j, h;(i)].



Theorem 1 Theestimatei; hasthefollowing guaranteesu;  a,; and,with probability at least
1 4,
a; a; +éejajjz.

PROOF. We introduceindicatorvariables’; ; ,, whicharelif (i & k)~ (h;(i) = h;(k)), and0
otherwise By pairwiseindependencef the hashfunctions,then

E(Lia) = Prlh; (6) = hy(k)] 1/ range(h;) = =

De®nethevariableX; ; (randomoverthe choicesof h;) tobe X, ; = >)_; i jx ax. Sinceall g;
arenon-negativen this case,X; ; is a non-negativevariable.By constructioncount|j, h;(i)] =
a; + X, ;. So,clearly min count|[j, h;(i)]  a;. Fortheotherdirection,observethat

- " E.. ..
E(Xi;) =E (Z ]z‘,j,kak> > aE(Lizr)  liaiia
k=1 k=1 €
by pairwiseindependencef i, andlinearity of expectationBy the Markov inequality

Prla; > a; + €jjajj1] = Pr[8;. count[j, h;(i)] > a; + ¢jjaijj4]
= Pr[8;. a; + X, > a; + cjj ajj1]
= Pr[8] Xz,j > eE(Xz,])] <e d o &

Thetimeto producetheestimates O(In $) since®ndingtheminimumcountcanbedonein linear
time; the sametime boundholdsfor updatesThe constant is usedhereto minimize the space
used:moregenerallywe cansetw = ¢/b andd = log, % for anyb > 1 to getthe sameaccuracy
guaranteeChoosingb = e minimizesthe spaceused,sincethis solves% = 0, giving a cost
of (2 +¢) ln% words.For implementationsit may be preferableto useother(integer)valuesof
b for simplercomputationr fasterupdates. Note thatfor valuesof «, thatarelarge relativeto
jjajj 1, the boundin termsof ¢jjajj; canbetranslatednto arelativeerrorin termsof a,. This has
implicationsfor certainapplicationsvhich rely onretrievinglargevalues,suchaslargewaveletor

Fourierco-ef?cients.

Thebestknownpreviousresultusingsketchesvasin [5]: theresketchesvereusedto approximate
pointqueriesResultswverestatedn termsof thefrequencie®f individual items.For arbitrarydis-
tributions,the spaceusedis O(sl2 log %), andthedependencyne is 6% in everycaseconsidered.
A signi®cantdifferencebetweenCM sketchesandpreviouswork comesn theanalysis:

All prior analysef sketchstructurescomputethe varianceof their estimatordn orderto ap-
ply the Chebyshewnequality which bringsthedependencgn<2. Directly applyingthe Markov
inequalityyieldsamoredirectanalysisvhichdepend®nly one. Practitionersnayhavediscov-
eredthatlessthanO( }2) spaceis neededn practice:here,we give proof of why thisis soand
thetighterbound.



Becaus®nly positivequantitiesareaddedo thecounterghenit is possibleto taketheminimum
insteadof themedianfor theestimateThis allowsa simplecalculationof thefailure probability
without recoursego Chernof bounds.This signi®cantlyimprovesthe constantsnvolved:in [5]
for example the constantactorswithin the big-Oh notationis at least256; here,the constant
factoris lessthan3.

Theerrorboundhereis one-sidedasopposedo all previousconstructionsvhichgavetwo-sided
errors.This bringsbene®tgor manyapplicationsvhich usesketches.

In Section6 we showhowall existingsketchconstructionganbeviewedasvariationsof acommon
procedure.Thisemphasizetheimportanceof our attemptto ®nd the simplestsketchconstruction
which hasthe bestguaranteeand smallestconstantsA similar resultholdswhenentriesof the
implicit vectora maybenegativewhichis thegenerakase.

Estimation Procedure. Thistime Q(i) is answeredvith a; = median; count[j, h;(i)].
Theorem2 With probabilityl /4,

a; 3ejjajjr a;  a; + 3€jjajj.

PROOF. ObservehatE(jcount[j, h;(i)] a;) £jjajj1, andsotheprobabilitythatanycountis
off by morethan3¢jj ajj, is lessthan % Applying Chernof boundstells usthatthe probability of
the medianof In % copiesof this procedureébeingwrongis lessthans/4. [ |

Thetimeto producetheestimatds O(In 1) andthespaceuseds (2 + €) In 3 words.Thebestprior

resultfor this problemwasthe methodof [5]. Again, thedependencen ¢ hereis improvedfrom

1/£2 to 1/¢. By avoidinganalyzingthe varianceof the estimatoy againthe analysisis simpli®ed,
andthe constantaresigni®cantlysmallerthanin previousworks.

4.2 InnerProductQuery

Estimation Procedure. Set(a,/\b)j = Y1y countalj, k] county|j, k]. Ourestimatiorof Q(a, b)
for non-negativerectorsa andbisa b = min;(a b),.

—

Theorem3 a b a band,with probability 1 S,a b a b + ¢jj ajj1jj bjj 1.

PROOF. (a,Ab)j = Z a;b; + Z ayb,
i=1

16 q,hj(p)= hj(q)



—

Clearlya b a b;for non-negativerectors By pairwiseindependencef A,

. cab. i aiiiibi
E(@ b, a b)=)> Prh(p)=hi(q)ab, > —* llalj1)) 9l

e e
6 q p6q

—

So,by theMarkovinequality Prla b a b > €jjajj1jjbjji] 9, asrequired. [ |

Thespaceandtime to producetheestimatds O(1 log $). Updatesareperformedn time O(log 3).

Notethatin the specialcasewhereb; = 1, andb is zeroat all otherlocations thenthis procedure
is identicalto the aboveprocedurdor point estimationandgivesthe sameerrorguarantedsince
jibjj1 = 1). A similar resultholdsin the generalcase wherevectorsmay havenegativeentries.
Takingthe medianof (a,Ab) ; would give aguaranteegoodquality approximationhoweverwe

do not know of any applicationwhich makesuseof inner productsof suchvectors,sowe do not

givethefull detailshere We nextconsidetheapplicationof innerproductcomputatiorto Joinsize

estimationwherethe vectorsgeneratediavenon-negativesntries.

Join size estimationis importantin databasejueryplannersin orderto determinethe bestorder
in whichto evaluatequeries.Thejoin sizeof two databaseelationson a particularattributeis the
numberof itemsin the cartesiarproductof thetwo relationswhich agreethevalueof thatattribute.
We assumavithout lossof generalitythatattributevaluesin therelationareintegersin therange
1...n. Werepresentherelationsbeingjoinedasvectorsa andb sothatthe valuesa; represents
thenumberof tupleswhichhavevalue: in the®rstrelation,ands similarly for thesecondelation.
Thenclearlya bisthejoin sizeof thetwo relationsUsingsketchesllowsestimate$o bemaden
thepresencef itemsbeinginsertedo anddeletedrom relations.Thefollowing corollaryfollows
from theabovetheorem.

Corollary 1 TheJoin sizeof two relationson a particular attribute can be approximatedup to
eji ajj 1jj bjj 1 with probability 1 &, by keepingspaceO (2 log 1).

Previougesultshaveusedthe“tug-of-war’ sketche$l]. However heresomecareis neededn the
comparisorof thetwo methodstheprior work givesguarantees termsof the L, normof theun-
derlyingvectors,with additiveerrorof ¢jj ajj 2jj bjj 2; here theresultis in termsof the L; norm.In
somecasesthe L, normcanbe quadraticallysmallerthanthe L, norm.However whenthe dis-
tribution of itemsis non-uniform,for examplewhencertainitemscontributea largeamountto the
join size thenthetwo normsarecloser andtheguaranteesf the CM sketchmethods closerto the
existingmethod As before the spacecostof previousmethodsvas(( E%), sothereis asigni®cant
spacesavingto behadwith CM sketches.

4.3 RangeQuery

De®nex(l,r) to bethevectorof dimensionn suchthatx(l,ry =1 () ( ¢ r,and0
otherwiseThenQ(/, r) canstraightforwardlybere-posedsQ(a, x (I, )). However this method



hastwo drawbacks®rst, theerrorguaranteés in termsof jj ajjijj x ({, 7 )jj 1 andtherefordargerange
sumshaveanerrorguaranteavhich increasesinearly with thelengthof therange;andsecondthe
time costto directly computethesketchfor x (I, r) dependdinearlyin thelengthof therangey .
In fact, it is clearthatcomputingrangesumsin thisway usingour sketchess notmuchdifferentto
simply computingpointqueriesdor eachitemin therange andsummingthe estimatesOnewayto
avoidthetime complexityis to userange-sunrandomvariablesfrom [20] to quickly determinea
sketchof x (i, r), butthatis expensiveandstill doesnot overcomethe ®rst drawbackInsteadwe
adopttheuseof dyadicrangesfrom [21]: adyadicrangeis arangeof theform [z2Y+1 ... (z+1)2Y]
for parameters andy.

Estimation Procedure. Keeplog, n CM sketchesin orderto answerrangequeriesQ(l, r) ap-
proximately Any rangequerycanbe reducedo at most2 log, n dyadicrangequerieswhichin
turn caneachbe reducedo a singlepoint query Eachpointin therange|l . .. n| is amemberof
log, n dyadicrangespnefor eachy in therange0 .. .log,(n) 1. A sketchis keptfor eachsetof
dyadicrangesof length2¥, andupdateeachof thesefor everyupdatethatarrives.Then,givena
rangegueryQ (!, r), computeheatmost2 log, n dyadicrangeswhich canonicallycovertherange,
andposethatmanypoint queriesto the sketchesteturningthe sumof the queriesasthe estimate.

Example 1 Forn = 256, therange[48, 107] is canonicallycoveedbythenon-overlappinglyadic
ranges[4s . ..48],[49...64],[65...96],[97...104],[105...106], [107 ...107].

Let a[l,r] = X I, a; betheanswerto the queryQ(/,r) andlet a[l, r] be the estimateusingthe
procedureabove.

Theorem4 «[l,r] a[l,r] andwith probability atleastl ¢,

all,r]  all,r] + 2¢lognjjajj;.

PROOF. Applyingtheinequalityof Theoreml,thena[l,]  a[l, r]. Considerachestimatoused
to form afl, r|; theexpectatiorof theadditiveerrorfor anyof theseis 2 log n.jj ajj 1, by linearity of
expectatiorof theerrorsof eachpointestimateApplying thesameViarkovinequalityargumentas
before,the probability that this additive error is morethan 2¢ log njj ajj, for any estimatoris less
than%; hencefor all of themthe probabilityis at mosté. | |

Thetimeto computeheestimateorto makeanupdates O(log(n) log ). Thespaceuseds O(@ log ).

The abovetheoremstateghe boundfor the standardCM sketchsize.The guaranteavill be more
usefulwhenstatedwithout termsof log n in theapproximatiorbound.This canbe changedy in-
creasinghesizeof the sketchwhichis equivalento rescaling:. In particular if we wantto esti-

matea rangesumcorrectup to €9j ajj; with probabilityl § thensete = % Thespaceused

is O('OQE# log %). An obviousimprovementof this techniquen practiceis to keepexactcounts
for the®rstfew levelsof the hierarchywherethereareonly asmallnumberof dyadicrangesThis

10



improvesthespacetime andaccuracyof thealgorithmin practice althoughtheasymptotidoounds
areunafected.

For smallerrangesrangesthatare powersof 2, or moregenerally any rangewhosesize canbe
expresseth binaryusingasmallnumberof 1s,thenimprovedboundsarepossiblewe havegiven
theworstcaseboundsabove.

Oneway to computeapproximategangesumsis via approximateguantilesuseanalgorithmsuch
as[25,22]to ®nd the e quantilesof the stream andthencounthow manyquantilesfall within the
rangeof interestto give an O(e) approximatiorof the rangequery Suchan approachasseveral
disadvantagegl) Existingapproximateguantilemethodswork in the cashregistermodel,rather
thanthe more generalturnstile modelthat our solutionswork in. (2) Thetime costto updatethe
datastructurecanbehigh,sometimedinearin thesizesizeof thestructure(3) Existingalgorithms
assumsesingleitemsarriving one by one,so they do not handlefractional valuesor large values
beingadded which canbe easilyhandledby sketch-basedpproacheg4) The worstcasespace
bounddepend®n O(% log ”a%), which cangrow inde®nitely The sketchbasedsolutionworksin
®xedspacehatis independentf jj ajj; .

The bestpreviousboundsfor this problemin the turnstile modelaregivenin [21], whererange

queriesareansweredy keepingO(log n) sketchesgachof sizeO(g%2 log(n) log 'Og ) to give ap-

proximationswith additiveerrorejj ajj ; with probabilityl ¢° Thusthespacaisedhereis O('%_% log 'igﬂ)
andthetime for updatess linearin the spaceused.The CM sketchimprovesthe spaceandtime
boundsjt improvestheconstanfactorsaswell astheasymptotidbehavior Thetime to processan
updateis signi®cantlyimproved,sinceonly a few entriesin the sketcharemodi®ed,ratherthana
linearnumber

5 Applications of Count-Min Sketches

By usingCM sketcheswe showhow to improve bestknowntime andspaceboundsfor the two
problemsfrom Section2.

5.1 Quantilesin the TurnstileModel

In [21] theauthorsshowedhat®ndingtheapproximates-quantilesof thedatasubjecto insertions
anddeletionscanbereducedo the problemof computingrangesums.Putsimply, the algorithm
is to do binary searchegor rangesl . . . » whoserangesumall, 7] is k¢jjajj, for1 k1 1.
Themethodof [21] usesRandomSubseBumgo computerangesums By replacingthis structure
with Count-Minsketchestheimprovedresultsfollow immediately By keepinglog n sketchespne
for eachdyadicrangeandsettingtheaccuracyparametefor eachto bec / log n andthe probability
guarante¢o 0¢/ log(n), theoverallprobabilityguarantedor all 1/¢ quantiless achieved.
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Theorem5 s-approximateg-quantilescan be foundwith probability at leastl ¢ by keepinga
data structure with spaceO (2 log?(n) log(%éﬂ)). Thetime for eachinsertor deleteoperationis

O(log(n) log('oq%)), andthetimeto nd eachquantileon demands O(log(n) log(%)).

ChoosingCM sketchesover RandomSubsetSumsimprovesboth the querytime andthe update
timefrom O(3 log?(n) log ‘%), by afactorof morethan log n. Thespaceaequirementsrealso
. € ed €

improvedby afactorof atleast®.

It is illustrative to contrastour boundswith thosefor the problemin the weakerCashRegister
Modelwhereitemsareonly insertedrecallthatin ourstrongeiTurnstilemodeljtemsaredeletedas
well). The previouslybestknownspaceboundsfor ®nding approximateguantiless O(%(log2 % +
log? log 2)) spaceor arandomizedsampling solution[25] andO( £ log(¢jjajj 1)) spacefor adeter
ministic solution[22]. Theseéboundsarenotcompletelycomparablehutourresultis the®rstonthe
morepowerful Turnstilemodelto becomparabléo the CashRegistermodelboundsn theleading
1/e term.

5.2 HeavyHitters

We considerthis problemin both the cashregistermodel (meaningthat all updatesare positive)
andthe more challengingturnstilemodel(whereupdatesareboth positiveandnegative with the
restrictionthatcountof anyitemis neverlessthanzero,i.e.,a;(t) 0.).

CashRegisterCase. It ispossibleo maintainthecurrentvalueof jj ajj , throughoutsincejja(t)jj; =
', ¢;. Onreceivingitem (iy, ¢;), updatethe sketchasbeforeandposepoint queryQ(i,): if esti-
mateq;, is abovethethresholf ¢jja(t)jj1, i, isaddedo aheap Theheaps keptsmallby checking
thatthecurrentestimatedatountfor theitemwith lowestcountis abovethresholdjf not, it is deleted
from theheapasin [5]. At theendof theinput,theheapis scannedandall itemsin theheapwhose
estimatedtountis still abovegjj ajj; areoutput.

Theorem 6 Theheavyhitterscanbefoundfromaninsertsonly sequenceflengthjj ajj 1, by using
CM sketchegwith spaceO(% log ”a%) andtime O(log ”a%) per item. Everyitem which occurs
with countmore than ¢jj ajj ; timeis output,andwith probability1  §, noitemwhosecountis less
than(¢ ¢)jjajj, is output.

PROOF. Thisprocedureeliesonthefactthatthethresholdvalueincreasesnonotonicallythere-
fore,if anitemdid not passthethresholdn the past,it cannotdo soin the futurewithoutits count
increasingBy checkingthe estimatedralueeverytime anitemsvalueincreasesno heavyhitters
will beomitted.By theone-sidecderrorguarante®f sketcheseveryheavyhitteris includedin the
output,but thereis somepossibility of including non-heavyhittersin the output. To do this, the
parametep is scaledto ensurethatover all jjajj, queriesposedto the sketch,the probability of
mistakenlyoutputtinganinfrequentitemis boundedoy 1 4, usingthe unionbound. |
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We cancompareour resultsto thebestknownpreviouswork. Thealgorithmin [5] solvesthis prob-
lemusingCountsketche# Worstcasespaceﬁ(ei2 log 1811, whichwestrictlyimprovehere A ran-
domizedalgorithmgivenin [26] hasexpectedpacecostO (L log %), slightly betterthanourworst
casespaceusageMeanwhile a deterministicalgorithmin the samepapersolvesthe problemin
worstcasespaceO (L log 1211). However for both algorithmsin [26] the time costof processing
eachinsertioncanbe high (Q(% -)): periodically thereare operationswith costlinearin the space
used.For high speedapplicationspurworstcasetime boundmay be preferable.

Turnstile Case. We adoptthe solutiongivenin [8], which describesa divide andconquerpro-

cedureto ®nd the heavyhitters. This keepssketchedor computingrangesums:log n different
sketchespnefor eachdifferentdyadicrange.Whenan update(i,, ¢;) arrives,theneachof these
is updatedasbefore.ln orderto ®nd all the heavyhitters,a parallelbinarysearchs performedde-
scendingonelevel of the hierarchyat eachstep.Nodesin the hierarchy(correspondingo dyadic
rangesvhoseestimatedveightexceedshethresholdf (¢ + ¢)jj ajj ; aresplitinto two rangesand
investigatedecursivelyAll singleitemsfoundin thiswaywhoseapproximateatountexceedshe

thresholdareoutput.

We insteadmustlimit the numberof itemsoutputwhosetruefrequencyis Iessthanthefractionqﬁ
This is achievedoy settingthe probability of failure for eachsketchto be 22— 2|og . Thisis because,
at eachlevel thereareat most1/¢ itemswith frequencymorethan¢. At mosttwice this number
of queriesaremadeat eachlevel, for all of thelog n levels.By scalingd like thisandapplyingthe
unionboundensureghat,overall the queriesthetotal probabilitythatany one(or more)of them
overestimatedy morethana fractione is boundedby ¢, andso the probability thateveryquery
succeedss 1 4. It follows that

3¢
perupdate Everyitemwith frequencyat least(¢ + ¢)jj ajj 1 is output,andwith probability1 ~ § no

itemwhosefrequencys lessthan ¢jj ajj 1 is output.

Theorem 7 Thealgorithm usesspaceO (L log(n) log (2'09("))), andtime O(log(n) log (2232 )

The previousbestknownboundappearsn [8], wherea non-adaptiveyrouptestingapproachwas

describedHere,the spaceboundsagreeasymptoticallybut havebeenimprovedin constantfac-

tors; a furtherimprovements in the natureof the guaranteepreviousmethodsgaveprobabilistic
guaranteeaboutoutputtingthe heavyhitters.Here,thereis absolutecertaintythatthis procedure
will ®nd andoutputeveryheavyhitter, becausehe CM sketchesieverunderestimateounts,and
strongguaranteearegiventhatno non-heawyhitterswill be output.Thisis oftendesirable.

In somesituationgn practicejt is vital thatupdatesreasfastaspossibleandhereupdateime can
beplayedoff againssearchime: rangedasedn powersof two canbereplacedvith anarbitrary
branchingactor k, which reducegshe numberof levelsto log,. n, atthe expensef costlierqueries
andweakerguaranteesn outputtingnon-heawyhitters.

5.2.0.1 Hierarchical Heavy Hitters A generalizatiorof this problemis ®nding Hierarchical
HeavyHitters[7], whichassumeshattheitemsareleavesn ahierarchyof depthh. Herethegoal
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isto ®ndall nodesn thehierarchywhichareheavyhitters,afterdiscountinghecontributionof any
descendenteavyhitter nodes Using our CM sketch the costof the solutiongivenin [7] for the

turnstilemodelcanbeimprovedfrom O(Z log §) spaceandtime perupdateto O(% log 1) space
andO(h log #) time perupdate.

6 Comparisonof SketchTechniques

We giveacommonrframeworkio summariz&knownsketchconstructionsandcomparehetimeand
spacerequirementsgor eachof the fundamentafjueriesbpointrangeandinner productsbusing
them.

Hereis a brief summaryof known sketchconstructionsThe ®rst sketchconstructionwasthat of
Alon, MatiasandSzegedy2], whosetug-of-warsketchesarecomputedising4-wiserandomhash
functionsg; mappingitemsto f +1, 1g. The jth entry of the sketch,whichis a vectorof length
O(%1log §),isde®nedobey a; g;(i), whichis easyto maintainunderupdatesThisstructurevas
appliedto ®ndinginnerproductan [1,20] where,in ournotation it wasshownthatit is possiblgo
computannerproductswith additiveerror  ¢jj ajj ,jj bjj ». In [20], theauthorausethesesketcheso
computdargewaveletcoef®cients.In particular they showhowthe structureallowspoint queries
to becomputedupto additiveerrorof  ¢jj ajj,. TheyalsocomputerangesumsQ((, r): hererange-
summablerandomvariablesare usedto computethe sumsef®ciently, but this incursa factor of
O(logn) additionaltime andspaceio computethese Also notethatherethe errorguaranteeare
muchworsefor largerangesz(r [+ 1)jjajj1.

For point queriesonly, then pairwiseindependencsuf®cesfor tug-of-warsketchesasobserved
by [5]. Theseauthorsadditionallyuseda seconchashsetof hashfunctions,;, to spreadout the
effect of high frequencyitemsin their CountSketch For point queries this givesthe samespace
boundsbut animprovedtime boundto O(log %) for updatingthe sketch® . Randomsubsetssums
wereintroducedn [21] in orderto computepoint queriesandrangesums.Here,2-universahash
functions* h; mapitemsto f 0, 1g, andthe jth entryof the sketchis maintainedas >, a;  h;(i).
The asymptoticspaceandtime boundsfor differenttechniquesn termsof their dependencen
epsilonaresummarizedn Figure?2.

All of theabovesketchingtechniqguesandthe onewhich we proposen this papey canall bede-
scribedin acommonway. Firstly, theycanall be viewedaslinearprojectionsof thevectora with
appropriatelychosemandomvectors putmorethanthis,thecomputatiorof thesdinearprojections
is very similar betweerall methodsDe®nea sketchto beatwo dimensionahrrayof dimensionw
by d. Let h; ... hy be pairwiseindependenhashfunctionsmappingfromf1...ngtof1...wg,

3 We observethat the sameidea, of replacingthe averagingof O(E%) copiesof an estimatorwith a 2-
universalhashfunction distributing to O(aig) bucketscan also reducethe updatetime for 2tug-of-waf
sketchesandsimilar constructiongo O(log %).

4 In [21] theauthorsusea 3-wiseindependenhashfunctionontof 0; 1g, choserbecausét is easyto com-
pute,but pairwisesufces.
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Method Query Space Update Query | Randomness
Time Time Needed
Tug-of-war[1] Innerproduct 1/£? 1/€2 1/€2 4-wise
Tug-of-war[20] Point log(n)/e? | log(n)/e? | log(n)/e 4-wise
Range log(n)/e? | log(n)/e? | log(n)/e? 4-wise
Randomsubset-sumf21] | Range log?(n)/e? | log?(n)/e? | log?(n)/e? | Pairwise
Countsketcheg5] Point 1/€2 1 1 Pairwise
Count-Minsketches Point 1/e 1 1 Pairwise
(this paper) Innerproduct 1/e 1 1/e Pairwise
Range log(n)/e log(n) log(n)/e Pairwise

Fig. 2. Comparisorof differentspaceandtime requirementsf sketchingnethodsthedependencgn” and
n is shown,afactorof O(log %) appliesto eachentryandis omitted.

andlet ¢; . . . g4 beanothetashfunctionwhoserangeandrandomnessariesfrom constructiorto
constructionThe (4, k)th entryof the sketchis de®nedto be

Z ai  gr(i)

ithi ()= j

Thecontentf thesketchfor eachof theabovetechniquess speci®edy theparameters), d, and
g, methodsof answeringgueriesusingthe sketchvary from techniqueto technique.The update
time for eachsketchis O(d) computation®f ¢ andh, andthe spacerequirements dominatedoy

the O(wd) countersprovidedthatthe hashfunctionscanbe storedef®ciently.

Tugof warsketchediavew = 1,d = O(% og(%)),g(') isf+1, 1gwith 4-wiseindependence.
Countsketcheshavew = O(s%), d = O(lo (%)), g(i)isf+1, 1gwith 2-wiseindependence.
RandomSubsesumshavew = 2,d = &} log(+ ) is 1.

% log(5), g(i
Count-Minsketchedhavew = €, d = In€(§), g(i) =
We brie y mentionsomeotherwell-knownsketchconstructionsandexplainwhy theyarenotap-
propriatefor the querieswe studyhere.[14] gavea sketchconstructiorfor computingthe L, dif-
ferencebetweervectors It extendghetug-of-warconstructionthetechnicalcontributionbeinga
demonstratiof howto computerangesumsof 4-wiserandomvariablesf®ciently. Indyk [23] pi-
oneeredheuseof stabledistributionsin sketchcomputationsagainin orderto computeL,, norms
of vectorgpresentedsasequencef updatesHowever all thesenormcomputationslonotdirectly
answetthethreequerytypeswe considethere. Lastly, we notethatour Count-Minsketchesppear
similar in outline to boththe uniscanalgorithmdueto Fanget al [13] andthe parallelmultistage
®ltersof EstarandVarghesd11]. Ourconstructiordiffersfor thefollowing reasons(1) thesestruc-
turesarenot sketchestheydo not approximateanyvalue,butinsteadreturnonly a binaryanswer
aboutwhetheranitemhasexceedeacertainnumericthreshold(2) thealgorithmsusedrequireup-
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datesto be only positive;and(3) the analysisdoesnot considerany limited independenceeeded
for thehashfunctions,in contrasto CM sketcheswhichrequireonly pairwiseindependencéhe
methodsn [13,11] assuchseemdo usefully independenhashfunctionswhich is prohibitivein
principle.

7 Conclusions

We haveintroducedhe Count-Minsketch andshownhowto estimatdundamentatjueriessuchas
point,rangeor innerproductqueriesaswell assolvemoresophisticategroblemssuchasquantiles
andheavyhitters. The spaceand/ortime boundsof our solutionsimprovepreviouslybestknown
boundsfor theseproblems Typically theimprovemenis from 1/¢2 factorto 1/e which is signif-
icantin realapplicationsOur CM sketchis quite simple,andis likely to ®nd manyapplications,
includingin hardwaresolutionsfor theseproblems.

Wehaverecentlyappliedthesadeasto theproblemof changedetectioron datastreamg¢9], andwe
alsobelievethatit canbeappliedto improvethetime andspaceboundsfor constructingapproxi-
matewaveletandhistogranrepresentationsf datastreamg19]. Also, the CM Sketchcanalsobe
naturallyextendedo solveproblemson streamghatdescribenultidimensionabrraysratherthan
theunidimensionaarrayproblemswe havediscussedofar.

Our CM sketchis not effectivewhenonewantsto computethenormsof datastreaminputs.These
haveapplicationgo computingcorrelationsetweerdatastreamsandtrackingthe numberof dis-
tinct elementsn streamshpoth of which areof greatinterest.lt is an openproblemto designex-
tremelysimple,practicalsketchesuchasour CM Sketchfor estimatingsuchcorrelationsandmore
complexdatastreamapplications.
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