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Motivation

• Original: high performance supervisor-mode virtualization and device
driver sandboxing.

• Ubiquitous policy enforcement.
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Why HDTrans?

Existing translators:

• Complex translation strategy.
. Intermediate code generation.
. Trace optimizations.
. Register reallocation.

• Design assumption: most of the execution time is spent in the code
cache. Therefore, the cost of a sophisticated translator can be amortized.
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Why HDTrans?

Existing translators:

• Complex translation strategy.
. Intermediate code generation.
. Trace optimizations.
. Register reallocation.

• Design assumption: most of the execution time is spent in the code
cache. Therefore, the cost of a sophisticated translator can be amortized.

Problems:

• Programs having low percentages of dynamic code re-use.

• Benchmark results are not indicative of real translation overheads.
. Benchmarks measure performance of tight inner loops.
. Much of the execution is out of hot cache.
. Not all programs have tight loops.
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Proposal

Keep it simple.

• A simple translator is more important than a clever optimization strategy.

Why?

• When the desired instrumentation can be achieved at instruction
granularity, a simple translator suffices.

• When it cannot, the run time overhead of dynamic translation is high
enough to justify semi-static alternatives.

HDTrans

• Light-weight IA-32 to IA-32 binary translation system
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Basic Translator

• Basic blocks translated into a BBCache, one instruction at a time.

• Executes in co-routine fashion with its subject binary.

• No intermediate form.

• No optimization of target code.

• No register re-allocation.

• The target code is carefully generated so that there are no new
modifications to condition-codes.

• Basic block Directory indexed by source Program Counter.

• Translated basic blocks are never removed from the BBcache.

. If BBcache (ever) becomes full, both the BBcache and BBdirectory
are discarded, translation starts over.
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Minimal Cache Footprint

Table driven translator
  ...
  { 0xe8u, "callL",   Jv,      NONE,    NONE, EMIT(call_disp), XO, N },
  { 0xe9u, "jmpL",    Jv,      NONE,    NONE, EMIT(jmp),       XO, N },
  { 0xeau, "ljmp",    Ap,      NONE,    NONE, EMIT(normal),    XO, N },
  { 0xebu, "jmp",     Jb,      NONE,    NONE, EMIT(jmp),       XO, N },
  { 0xecu, "inB",     AL,      indirDX, NONE, EMIT(normal),    XX, N },
  { 0xedu, "inL",     eAX,     indirDX, NONE, EMIT(normal),    XO, N },
  { 0xeeu, "outB",    indirDX, AL,      NONE, EMIT(normal),    XX, N },
  { 0xefu, "outL",    indirDX, eAX,     NONE, EMIT(normal),    XO, N },
  ...

Small cache footprint:

• Instruction cache:
. Small translator loop.

• Data cache:
. Decode table entries are cache aligned.
. Maximum of three entries are visited per instruction.
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Direct Branches

• Maximize re-use of translated basic blocks.

. If destination is already translated, emit a jump to it.

• Otherwise, policy for trace linearization is:

. Follow jumps (translate the destination, elide the jump).

. Do not follow calls (keep translating the instruction following it).

• Record destination as a new basic block in the BBdirectory.

 jmp $dest
 ...

 add  $20, %ecx 

Source Translation

 add $20, %ecx 
     jmp $trans_dest
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Direct Branches

• Maximize re-use of translated basic blocks.

. If destination is already translated, emit a jump to it.

• Otherwise, policy for trace linearization is:

. Follow jumps (translate the destination, elide the jump).

. Do not follow calls (keep translating the instruction following it).

• Record destination as a new basic block in the BBdirectory.

      add $20, %ecx 
      jmp $dest
      ...

      call $proc
next: add $4, %esp
      ...

      mov $30, %ecx 

  add  $20, %ecx 

  mov  $30, %ecx 

Source Translation

dest:
  push $next
  jmp  $trans_proc

  add  $4, %esp
  ...

;;Call Postamble
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Conditional Branches

• Linearize the trace in a straight line, assuming branch not taken.

• If the target of jump is translated, emit a conditional jump to it.

• Otherwise, emit a jump to a Patch Block, and fixup later.

. Patch blocks do not break traces.

• Record a new entry in BBdirectory for instructions following a jcc .

      add $20, %ecx 
this: jcc $dest
      sub $20, %ecx 
      ...

Source

  ...

  add $20, %ecx 
  jcc $trans_dest
  sub $20, %ecx 

Translated
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Conditional Branches

• Linearize the trace in a straight line, assuming branch not taken.

• If the target of jump is translated, emit a conditional jump to it.

• Otherwise, emit a jump to a Patch Block, and fixup later.

. Patch blocks do not break traces.

• Record a new entry in BBdirectory for instructions following a jcc .

      add $20, %ecx 
this: jcc $dest
      sub $20, %ecx 
      ...

Source Translation

      add $20, %ecx 
      jcc $pb−n
      sub $20, %ecx 
      ...
      ... 
pb−n: call $translator
      $dest
      $this

;Trace Ends
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Conditional Branches

• Linearize the trace in a straight line, assuming branch not taken.

• If the target of jump is translated, emit a conditional jump to it.

• Otherwise, emit a jump to a Patch Block, and fixup later.

. Patch blocks do not break traces.

• Record a new entry in BBdirectory for instructions following a jcc .

      add $20, %ecx 
this: jcc $dest
      sub $20, %ecx 
      ...

  add $20, %ecx 
  jcc $trans_dest
  sub $20, %ecx 
  ...

Source Translation Patched

      add $20, %ecx 
      jcc $pb−n
      sub $20, %ecx 
      ...
      ... 
pb−n: call $translator
      $dest
      $this

;Trace Ends
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Indirect Branches

• Destination not known until run time.

• We use a hash table (the “sieve”) to search for the translated-destination.

. Hash based on untranslated destination address.

. In the current implementation, sieve has 215 buckets.

• Sieve is implemented as blocks of code rather than blocks of data.

. Reduces register pressure.

. Does not pollute D-cache.

• We do not inline most recently / frequently used destinations.

jmp *dest

Source
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Indirect Branches

push *destjmp *dest

Source

BBCache

jmp $Sieve_dispatch_bb
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Indirect Branches

push *destjmp *dest

Source

BBCache

Sieve_dispatch_bb

jmp $Sieve_dispatch_bb
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Indirect Branches

push *destjmp *dest

The

Source

BBCache

Translator
Need_xlate_bb

jmp $Need_xlate_bb

jmp $Sieve_dispatch_bb

jmp $Need_xlate_bb

...

Sieve_dispatch_bb

jmp $Need_xlate_bb
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Indirect Branches

push *destjmp *dest

The

Source

BBCache

Translator jmp bucket #x
jmp bucket #y

jmp $Sieve_dispatch_bb

jmp $Need_xlate_bb

Need_xlate_bb

Sieve_dispatch_bb
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Indirect Branches

push *destjmp *dest

The

Source

BBCache

Translator
Need_xlate_bb

Sieve_dispatch_bb

jmp bucket #x
jmp bucket #y

jmp $Need_xlate_bb

jmp $Sieve_dispatch_bb
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Indirect Branches

jmp $Sieve_dispatch_bb
push *destjmp *dest

The

Source

BBCache

Translator
Need_xlate_bb

Sieve_dispatch_bb

jmp bucket #x
jmp bucket #y

jmp $Need_xlate_bb

Compare 
dest with
my BBstart
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Indirect Branches

push *destjmp *dest

The

Yes

Source

BBCache

Translator jmp bucket #x
jmp bucket #y

trans_dest

jmp $Need_xlate_bb

Compare 
dest with
my BBstart

jmp $Sieve_dispatch_bb

Need_xlate_bb

Sieve_dispatch_bb
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Indirect Branches

jmp $Sieve_dispatch_bb
push *destjmp *dest

The

YesNoYes

Source

BBCache

Translator

...

Sieve_dispatch_bb

jmp bucket #x
jmp bucket #y

trans_dest

jmp $Need_xlate_bb

my BBstart
dest with
Compare 

Compare 
dest with
my BBstart

Need_xlate_bb
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Indirect Branches

jmp $Sieve_dispatch_bb
push *destjmp *dest

The

YesNoYes

No

Source

BBCache

Translator

...

Need_xlate_bb

jmp bucket #x
jmp bucket #y

trans_dest

jmp $Need_xlate_bb

my BBstart
dest with
Compare 

Compare 
dest with
my BBstart

Sieve_dispatch_bb
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Indirect Branches

jmp $Sieve_dispatch_bb
push *destjmp *dest

The

YesNoYes

No

Source

BBCache

Translator

...

Need_xlate_bb

jmp bucket #x
jmp bucket #y

trans_dest

jmp $Need_xlate_bb

my BBstart
dest with
Compare 

Compare 
dest with
my BBstart

Multithreading:
Atomic
Update

Sieve_dispatch_bb
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Return

• Most important indirect branch in terms of dynamic frequency.

• Problem: stack introspection.

. ex: Translators that push the translated return addresses
do not reliably support C++ exception handling, garbage collection,
or setjump() / longjump()

• We use a Return Cache.

. A fixed size D-space direct-mapped hash table of BBcache
addresses.

. Indexed by untranslated start address of the returning procedure.

. Small: 28 buckets.
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Return Caching

caller

next: ...
call $callee
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Return Caching

caller

next: ...
call $callee

BBcache

push $next

trans_caller

Swaroop Sridhar, The Johns Hopkins University 26



Return Caching

caller

next: ...
call $callee

BBcache

push $next
Update ret−cache

trans_caller

Return Cache

Update
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Return Caching

caller

next: ...
call $callee

BBcache

push $next
Update ret−cache
jmp $trans_callee

trans_caller

trans_callee

Return Cache
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Return Caching

caller

next: ...
call $callee

BBcache

push $next
Update ret−cache
jmp $trans_callee

trans_caller

trans_callee

return

Return Cache

Jump
Indirect
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Return Caching

caller

next: ...
call $callee

BBcache

push $next
Update ret−cache
jmp $trans_callee

verify−ret−addr

trans_caller

trans_callee

return

Return Cache
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Return Caching

caller

next: ...
call $callee

BBcache

push $next
Update ret−cache
jmp $trans_callee

verify−ret−addr

trans_caller

trans_callee

return

Return Cache

jmp $trans_proc

verify−ret−addr

oops!

trans_wrong
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