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igh-speed local area networks
(LANs) represent a key infras-
tructure ingredient for advanced
information technology develop-
ment. They are critical for vari-
ous high-performance computing
and communications systems. Via high-speed LANS,
these systems can become easily accessible and wide-
ly used.

Recent advances in network technology have
made it feasible to build gigabit LANSs. Linksin these
networks are capable of operating on the order of
1 gigabit per second (1 Gb/s) or higher rates, and
thus have at least 100 times more bandwidth than
today’s 10 Mb/s Ethernets. Generations of LANs, in
terms of their speeds, are depicted in Fig. 1.

Gigabit LANs will have a revolutionary impact
on applications. With these networks, many
important applications (e.g., imaging and distributed
computing) will no longer be limited by network
speed. More importantly, new applications
enabled by these networks will emerge, and will
change the fields of computing and communications
in a fundamental way.

Despite their importance, the development of
high-speed LANs does not appear to be well
understood. Unlike many other technology areas,
developing any new kind of high-speed network is
inherently an involved system issue, in the sense that
it is intimately related to a large number of sub-
jects. These include host computer architectures and
operating systems, network switching architec-
tures and transport technologies, network proto-
col standards, applications software, and
interoperation with other existing networks. Only
when sufficient advances are made in all these
areas will the benefits of gigabit LANs to end
users be fully realized. Thus, developing gigabit LANs
is much more than just pushing bits over some
physical media such as fibers at gigabit rates; it is
a systems challenge.

This article presents a broad overview of giga-
bit LANs from a systems perspective. It gives
motivations and technical goals of gigabit LANS,
describes the challenges of coping with highly bursty
traffic and large bandwidth mismatchesbetween net-

work links, discusses major systems issues, and
presents some possible solutions.

The article focuses on concerns unique to
gigabit LANs, especially issues which differenti-
ate them from gigabit wide area networks (WANS),
metropolitan area networks (MANs), and lower-
speed LANs. Discussions will be informal and
kept at an overview level. The paper will not
dwell on issues whose importance is not unique
to gigabit LANs, such as network security and
management.

Gigabit LANs and Technology
Status

What Is a Gigabit LAN?

A LAN, as defined by the IEEE 802 LAN model
in the early 1980s, is a data communication sys-
tem allowing a number of independent devices to
communicate directly with each other, within amod-
erately sized geographic area over a physical
communications channel of moderate datarate. This
definition still applies to gigabit LANs provided that
moderate data rates is properly interpreted.

LANGs differ from WANs or MANs in usage, func-
tions, and economics [20]. Unlike WANs and MANS,
which generally use lines and switches provided
by carriers, LANSs typically use user-installed
equipment. LANs have emphasized data commu-
nication between computers rather than voice
communication. Minimizing cost per host con-
nection has been critical to the acceptance of
LANSs. To take advantage of the small, propaga-
tion delays of media and the simplicity of being with-
in one administrative boundary, special protocol
features such as the data link level support of
broadcasting have been developed for LANs.

A gigabit LAN is a LAN for which the physi-
cal communication medium has a peak band-
width on the order of 1 Gb/s or higher, and for
which an end user is able to realize this gigabit
performance. As Fig. 2 depicts, a gigabit LAN
connects to hosts, routers, various adapters, etc.
These devices connect to the LAN at the 1 Gb/s
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or higher rates, or at a lower speed via adapters.
In the second case, the gigabit LAN is able to
provide a high-bandwidth backbone to carry the
aggregate traffic from a number of devices or
other LANs. According to the above definition, there
are gigabit LANs already in operation [17]. How-
ever, these LANs are based on proprietary proto-
cols and architectures, are quite expensive, and
are not easily scalable to include many hosts.
They usually are for special applications such as con-
nections for supercomputers.

Some Relevant Standards
Gigabit LANs based on standards are emerging.
An example is gigabit LANs based on the high-
performance parallel interface (HIPPI) protocol,
whose physical layer specification [19] has recent-
lybeen approved asan ANSI standard. These HIPPI-
based LANs, which have become popular in
supercomputing centers, support data rates of
800 Mb/s and 1.6 Gb/s. Almost all commercially avail-
able supercomputers and parallel machines support
the 800 Mb/s HIPPI interface, as do many main-
frames.

Inaddition to HIPPI, there are anumberof other
high-speed network standards in various stages of
development by standards bodies, some of which are
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briefly described here. The asynchronous transfer
mode (ATM) telecommunication standard at
rates of 155 and 622 Mb/s has received substan-
tial attention for applications in LAN environments,
beyond the public WANSs for which ATM was
originally targeted. The recently established
ATM Forum already has approximately 60 par-
ticipating compauies. The fibre channel standard
(FCS), at rates of 100, 200, 400, and 800 Mby/s,
has been defined to support high-speed computer
I/O, storage systems, and other applications. The
FFOL (FDDI Follow-on LAN) effort is devel-
oping standards at 622 Mb/s, 1.2 Gb/s, and
2.5 Gbys.

All these standards efforts include corre-
sponding specifications for physical media and fram-
ing. A notable one is synchronous optical network
(SONET), which can transport ATM and other traf-
fic. With standardized frame formats, SONET
networks adhere to a hierarchy of interface rates
which are multiples (called OC-N) of a basic sig-
nal rate of 51.84 Mb/s (OC-1). OC-3 (155.52
Mb/s) and OC-12 (622.08 Mb/s) have been desig-
nated as the customer accessrates in future B-ISDN
networks. Other important SONET rates are
OC-48 (2.488 Gb/s), and possibly OC-192 (9.953
Gbys) [22].

Gigabit Technology Status

The status of hardware technology required by giga-
bit LANSs can be illustrated by advances in SONET
hardware components (although they were origi-
nally developed for WANS). Basically, hardware
components operating at gigabit rates are avail-
able [22]. Although their current prices are high,
they are expected to drop as volume sales devel-
op (such as has been achieved for Compact Disc
lasers). If gigabit LANsand WANs can share hard-
ware components rather than just technology,
the synergy will help increase volume of the
components and thus reduce their costs. The
SONET standard will play a key role in helping
to reduce the costs as will VLSI implementation
of SONET functions including multiplexing and
demultiplexing.

Recent Results in Optical Amplifiers
There has been some significant progress in opti-
cal amplifiers recently [25]. The new results in
optical signal amplification in the 1.3 micron
(1300 nm) spectral region could lead to reduced cost
for fiber optic systems. Optical technology has enjoyed
over 10 years of commercialization of the 1300
nm technology, which is widely used for gigabit trans-
mission over standard single-mode optical fiber, but
until these recent results, optical amplifiers oper-
ated only at 1500 nm.

The potential system implications of 1300 nm
optical fiber amplifier n/s can be especially signif-
icant for gigabit LANs. New architectures using these
optical amplifiers will substantially lower the cost
andincrease the performance of both interoffice and
distribution fiber networks. For example, gigabit
optical star interconnects, which are fundamen-
tally useful in supporting LAN broadcasting, will
become inexpensive and easy to implement with
these 1300 nm amplifiers. Moreover, these ampli-
fiers have the potential to lead to practical and
inexpensive use of wavelength-division multiplex-
ing (WDM) in systems.
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Application of Gigabit LANs

Many existing applications require high-speed
networks. Gigabit LANswill enable new appli-
cations, and will make the implementation of
some existing applications much easier. Three areas
in which gigabit LANs are essential are high-
speed LAN backbones, high-performance computing
environments, and distributed computing and work-
stations; these areas are discussed briefly below.
Iftheir requirements can be met, then the high-speed
networking needs in many other important areas
such as imaging, network multimedia, and dis-
tributed manufacturing and engineering also will
be satisfied.

High-Speed LAN Backbones

LAN backbones for campus networks typically need
tohave atleast one order of magnitude higher band-
width than individual stations on the network.
Costly T1 oreven T3lines are routinely beinginstalied
inindustry complexesjust to meet a fraction of today’s
backbone bandwidth requirements. The 100 Mb/s
FDDI ring is becoming a major system in the
LAN backbone market. In the near future, how-
ever, many LAN backbones must have band-
widths much higher than 100 Mb/s, due to emerging
high-performance workstations and high-speed host
interfaces such as HIPPI mentioned above.

High-Performance Computing
Environment

High-performance computing environments of
the future will be network-based. As illustrated in
Fig. 3, suchan environment includes avariety of com-
puting resources. Using high-speed networks,
these resources can work together to speed up
both computation and I/O, and can incorporate a
large amount of memory. Moreover, these envi-
ronments can take advantage of existing comput-
er architectures, while providing a graceful

migration to new ones [3]. Many of today’s super-
computing centers already are configured around
high-speed networks such as HIPPI-based LANG.

In a more tightly coupled environment, this
type of system may be called a multicomputer [4]).
Such systems view the network as a backplane.
Because of their flexibility in system configura-
tion and relatively low cost, multicomputers built
around a "network plane" have developed into an
important class of parallel computers [6]. In this case,
the network is viewed as a natural extension of
the traditional computer "bus backplane”.

Distributed Computing and
Workstations
Distributed computing splits computation among
machines on a network. There are several models
for distributed computing ona LAN. The client/serv-
er model is among the most important ones. This
model allows the use of a few file and compute servers
and many inexpensive user machines. Distributed
computing also supports collaboration over geo-
graphically dispersed sites. As networks get
faster, more and more data is being shared over
networks. Results generated at one site can be
displayed at others. In addition, distributed com-
puting has the potential to provide fault toler-
ance, high availability, and load balancing.
Network performance is akey issue indistributed
computing. High-bandwidth communication isneed-
ed tosupply data to high-performance network hosts.
Historically, these high-performance network hosts
have achieved performance levels in the 10 to 50
MFLOPS or MIPS range and required approximately
10 megabytes per second network 1/O capability
tosupport those performance levels. We expect that
supporting a high-performance computer capable
of performing 1 billion operations per second will,
therefore, generally require a multi-Gb/s network.
In a tightly coupled environment, low-latency
communication is necessary to exploit fine-grain par-
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allelism, and hence a higher degree of paral-
lelism, across different network hosts. With
smaller latency and finer-grain parallelism it is
possible to parallelize more applications efficient-
ly and create a high-performance computing
environment from a distributed set of processors [5].
As will be shown later, gigabit LANs make it fea-
sible to have low-latency communication.

Many current workstations already have the
raw hardware capacity to keep up with high-speed
LANs, and thus support high-performance dis-
tributed computing. Examples of existing work-
station I/O buses, with sustained bandwidths of
100 Mb/s or more, include DEC Turbo Channel, HP
SGC1/Obus,IBM SIO and MicroChannel,and SUN
S-Bus.

Systems Challenges

he high speeds of gigabit LANs impose a new

set of challenges, not shared by gigabit WANs
and MANs, or by lower-speed LANs. New solutions
are required to meet these challenges.

Highly Bursty Traffic
Traffic on gigabit LANs is expected to be highly
bursty. Data traffic, which will constitute most of the
load on gigabit LANS, is intrinsically more bursty
than voice traffic. As network speeds increase,
the peak rates will increase faster than the aver-
age, thus making traffic become even more bursty.
Asingle traffic source (e.g., a supercomputer with
an 800 Mb/s HIPPI interface) will be able to
pump data into a network at a very high speed
and consume a large fraction of the peak band-
width of links throughout the network. On the
other hand, the traffic source can complete its
data transmission in a short time because data is
transmitted atsuch highrate. Once the transmission
is complete, the network load will suddenly drop
sharply. Therefore, with the presence of very
high-bandwidth traffic sources, the network must be
prepared for the large increase in network load fluc-
tuations. Ingeneral, traffic over any network resource
(such as network link, access port, or switch
port) is expected to be highly bursty over a wide
range of time scales [2]. For each time scale, the
bursty traffic is expected to resemble the pattern
in Fig. 4.

Increased Mismatches in Bandwidth

When the peak speed of links increases in a network,
so may bandwidth mismatches in the network.
For example, when a 1 Gb/s link is added to a
network which includes a 10 Mb/s Ethernet, there
will be two orders of magnitude difference in
their speeds. When data flows from the high-
speedlink to the low-speed one, congestion will occur
quickly.

Similarly, there will be an increased mismatch
between the network’s speed and the speed atwhich
a destination host or device can receive data. In a
general, high-speed network environment it is
common to have some relatively slow hosts which
cannot keep up with the peak network speed.
Even a fast host may not be able to keep up with
the network, as it may be occupied with process-
ing data received previously from the network or
with some other computing tasks. For example, a
printer on the network may take longer to pro-
cess and print more complicated pages (e.g.,
those containing images). As networks become faster,
thiskind of mismatch will become even more severe.

A Network Pitfall Scenario

Despite their high bandwidths, gigabit LANsstill
can collapse quite easily due to congestion if the net-
work is not properly protected. Consider, for
example, a network file system [11] based on a
simple transport protocol such as user datagram pro-
tocol (UDP) [1], which does not have a built-in
congestion control mechanism. Whenever net-
work congestion causes packet loss, the file sys-
temwill retransmit the lost packets regardless of the
degree of congestion. The retransmitted packets
actually increase network load and, consequently,
congestion will persist and can only become
worse until the network stops working complete-
ly. Note that even transient congestion can trig-
ger this catastrophe.

The highly bursty traffic and increased bandwidth
mismatches expected in gigabit LANS, as dis-
cussed previously, will increase the chance of
transient congestion. It therefore becomes abso-
lutely imperative for gigabit LANs to ensure that
transient congestion does not persist and evolve into
permanent network collapse.

For the network file system example above, a pos-
sible solution could be replacing UDP by a more
sophisticated transport protocol such as TCP which,
by establishing per connectionstate at both end hosts,
will perform application-independent congestion
control and end-to-end flow control [18]. This
can substantially reduce the chance of congesting
the network with retransmitted packets. This
solution may work only if all applications on the
network use such network-friendly protocols.

These protocols, however, may not be suited
to some applications, which need to use simple
protocols such as UDP for efficiency and flexibili-
ty. Forexample, the common case for Internet name
serversis short queries, short responses, and no pack-
et loss; this is common especially on LANs. Under
these conditions, a name can be resolved with
only two UDP packets, whereas TCP would
require seven or more packets to establish the
connection, transfer data, and close the connec-
tion. Moreover, a simple protocol allows the
application itself to have the flexibility to choose
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proper packet retransmission policies. For
instance, depending on the application’s state
and the type of lost packet, the application may decide
the best time to retransmit the packet, or even
discard the packet (as in some video applica-
tions). Therefore a challenge in network architec-
ture and protocol design is protecting the network
from irrecoverable congestion while realizing
high network utilization and providing applica-
tions sufficient efficiency and flexibility.

Additional Design Goals for Gigabit
LANs

Besides supporting high-bandwidth data trans-
fers, other important goals for gigabit LANsinclude
low-latency communication, and guaranteed and
robust performance.

A vital concern in the design of a gigabit LAN
is the minimization of latency. If the elapsed time
to send and receive a message is short, it becomes
possible to divide computations into finer grains,
thus making it profitable to use more network
hosts for a single application and to fruitfully par-
allelize a wider variety of computations.

The communication latency of delivering a pack-
et to a destination host is the sum of two quanti-
ties: 1) the packet header delay, which is the time
to deliver the first bit of the packet; and 2) the
packet data delay, which is the time to deliver the
remainder of the packet. The packet header
delay is bounded below by the medium propaga-
tion delay, which is approximately 5 us per km
over a fiber. For a network with a relatively large
span (say 10 km), the propagation delay is about
50 us. Actual delays, however, can be hundreds
of ps or more because of protocol and host soft-
ware overheads at the two ends [9, 16]. On the
other hand, the packet data delay is determined
by the packet size and network bandwidth. Onaslow
network, the packet data delay is large even for small
packets. For example, on a 10 Mb/s network, the
packet data delay for a packet as small as 100
bytesisabout 100 us. Thus, for networks with alarge
geographic span or with a small bandwidth, a rel-
atively high communication latency is inherent.

However, for gigabit LANs, which operate in
a local area and have a large bandwidth, the com-
munication latency can be made small. The pack-
et data delay can be as small as 1 ps or lower for
100-byte packets. Asstated above, the medium prop-
agation delay fora 1 km fiber optic LANis only about
5us. Thus, reducing the packet header delays, which
are hundreds of us or more with today’s LANs
and hosts, makes a huge difference in minimizing
the overall communication latency.

Many applications, such as network multimedia,
require guaranteed bandwidth and latency even
in the presence of unexpected transient behavior,
and need to work around failures of individual
network components.

The mechanism used to achieve these goals should
notitself create significantside effects such as exces-
sive transmission retries or long delays while
messageswait for resources. The traditional approach
of simulating the network under assumed typical
loads such as Poisson, although providing valu-
able insight, cannot accurately reflect highly
bursty workloads and cannot verify performance
guarantees. Thus, we will have to use new types
of analysis to prove certain properties of the net-

work. Moreover, as to be discussed later, new
network architectures with built-in mechanisms
to support guaranteed performance (e.g., virtual
connections which can be scheduled according to
their priorities) may be useful.

0ld Solutions No Longer Applicable

Tt is likely that traditional congestion control
methods will no longer work well for gigabit
LANSs. Some of these traditional methods are
described below, with reasons why they may no longer
be applicable.

Statistical Load Prediction. This method has
worked well in some traditional WAN trunks car-
rying many lower-speed traffic streams such as voice
traffic. Operating in a local area, however, a LAN
inherently carries a smaller number of streams
and hence its traffic cannot accurately be mod-
eled as a statistical average. Moreover, in a giga-
bit LAN the variation in network load caused by just
one or few traffic sources can increase tremendously
when the speed of access links increases by a
large amount, say from 10 Mb/s to 1 Gb/s.

Generally, it is inappropriate to use the law of
large numbers to model loads for gigabit LANS. This
makes useful network load predictions almost impos-
sible. As mentioned above, a single supercomput-
er computation, or even an application ona
high-performance workstation, can drastically alter
traffic patterns. Thus, methods such as statistical
multiplexing and steady state modeling, which work
wellin some existing WANS for aggregate low-speed
traffic, will not necessarily work in the gigabit
LAN environment.

Over-Designed Network Capacity. Thisapproach
is based on the premise that solutions to network
congestion are difficult only if they also attempt
to maintain a high network utilization. Thus, by delib-
erately over-designing the network capacity (e.g.,
by 300 percent), network utilization is sacrificed
so that simple congestion control mechanisms
can be employed.

This approach has worked well for constant
bit-rate traffic at moderate speeds. However, for
highly bursty traffic produced by very high-band-
width traffic sources, it would be impractical to over-
design networks. For example, just to accommodate
a single 800 Mb/s HIPPI source, an over-designed
network would require multi-Gb/s bandwidth.
Today’s workstations already can pump data into
the network at hundreds of Mb/s, and this rate
will increase as LANs speed increases. We expect
that, for the foreseeable future, a single high-per-
formance workstation host, or a small collection
of them, always will be able to saturate the high-
estbandwidth that networks can practically support.

Admission Control. This method avoids over-
loading a network by applying admission control
to traffic sources. Sessions can be established
only if the method determines that all the required
network resources will have the budget to handle
the load associated with the sessions, or at least have
a high probability of being able to do so.

For a high-bandwidth traffic source such as an
800 Mb/s HIPPI host, it is unlikely that the
method can admit any large fraction of the traffic
source's peak bandwidth, if other traffic of signifi-
cant bandwidths are also to be accomodated. As
a result, the traffic source is most likely given
only a small fraction of its bandwidth at the
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admission time. Without fast feedback from the net-
work to the traffic source, network bandwidth
may be wasted because the traffic source cannot
be notified in time about releases of network resource
by other traffic. Therefore, this admission control
method can work well only if new network archi-
tectures capable of fast feedback (such as those to
be described later) are employed.

Network Buffering. Buffering is another typi-
cal method for dealing with network congestion prob-
lems. In this approach, buffers are placed at
various places in the network to hold excessive
traffic. When bandwidth mismatches increase, how-
ever, network buffering becomes less effective or
even harmful. First, since buffers can now be
filled quickly, many large and high-speed buffers will
be needed. Second, once traffic is buffered, the
network is committed to handle it somehow. In
particular, the buffered traffic eventually needs to
be cleared out from the network, and this requires
time. Thus, the more data that the network
buffers, the more delays the network will cause
for future traffic, which may actually have a high-
erpriority. Generally speaking, large network buffers
designed to hold excessive traffic are undesirable
because they cause side effects that significantly com-
promise high-speed network performance.

We see that the above methods by themselves,
even if they are used together, are insufficient to
meet the systems challenges of gigabit LANs.

New Systems Solutions Required

The deployment of gigabit LANs, which fulfill the
application needs and address the systems challenges
discussed above, will require significant technological
advances. It is important to realize that high-per-
formance network communication requires a sys-
tem solution, not just a hardware or software solution.

For example, improvements in individual net-
work protocols, although necessary, are not suffi-
cient. Many actions which take place on hosts are
invisible at the protocol level (e.g., data place-
ment and formatting, memory allocation, bus
protocols, processor context switches, and
scheduling). All present obstacles to the ideal of
passing information between distant user pro-
cesses. It is the systems environment (in which
protocols are executed) that makes the major
performance difference.

The remainder of this paper will address sys-
tems issues, and some solutions will be described.
The discussions will be centered around architec-
ture and interface aspects of gigabit LANS.

Gigabit LAN Architectures

As previously discussed, new architectures are
required for gigabit LANs. This section
describes some new directions in gigabit LAN
architectures.

Use of Switches

Although the telephone network typically has
used a physical and logical switched star architec-
ture, today’s LANs generally use a shared medi-
um, multiple-access architecture (ring or bus) as
typified by Ethernet or FDDI. The situation is expect-
ed tochange with gigabit LANs, which likely will use
switch-based architectures instead of traditional
shared media architectures. The recent move-

ment toward physical stars, usually called hubs,
has been motivated by several factors, including
the need to easily and centrally isolate faulty or
misbehaving links. The next step is a move from
the hub structure to a switch.

One reason for using switch-based architec-
tures is that the limited capacity of a shared-
medium architecture will be inadequate for
gigabit LANs. Thisis especially true as the supported
access rate approaches the speed of the medium.
In the foreseeable future, it is unlikely that
shared-medium architectures will be able tosupport
agigabit LANwith alarge number of users each hav-
ing 1 Gb/s access. Even optimistic projections of
advanced electronics limit shared media electron-
ic components to the order of 10 Gb/s, which is
still only 10 times the basic access rate of 1 Gb/s.
Recently proposed multiple-wavelength optical net-
working architectures have the potential of offer-
ing the required bandwidth. However, these will
be costly until the price of multiple wavelength opto-
electronics technology is substantially reduced. Fun-
damentally, it is not cost effective for a user to
have a gigabit access to ashared medium while receiv-
ing only a fraction of the bandwidth whenever
there are other competing loads on the network.

Switch-based LAN architectures provide some
additional advantages. Multiple switches can be
mesh-connected to form a large network support-
ing many hosts. Various switch interconnection
topologies can be used to fit the traffic patterns
in applications. Moreover, a mesh-connection
network is highly flexible. A pair of source and
destination can be connected with any one of
many possible physical routes provided by the mesh.
This flexibility in selecting the route can be used
to balance the load on the network and avoid
faulty subsystems.

Fast Congestion Notification

Any solution to avoid or recover from congestion
must ultimately rely on the fact that one or more traf-
fic sources which contribute to the congestion will
be notified by the network, and will then take actions
to reduce their loads on the network. Buffering
inside the network to hold excessive traffic is not
a solution, because when the traffic is sufficient-
ly bursty and when the bandwidth mismatches
are sufficiently large, buffers can overflow quick-
ly. In addition, large buffers have negative side
effects.

For high-speed networks, congestion informa-
tion must reach appropriate traffic sources quick-
ly, because network overflows can occur within a
short time. A tight and direct feedback loop from
congested points to these traffic sources is
required. Ideally this flow control mechanism should
be so effective that excessive traffic can never
enter the network, even under highly unpre-
dictable network loads. Since excessive traffic is
blocked outside of the network, rather than being
accepted and consequently discarded, network
resources are not wasted in handling the exces-
sive traffic. Moreover, because excessive trafficnever
enters the network, it cannot block other traffic
and cause delays.

Commonly used indirect congestion feedback
methods may no longer be adequate. In these
methods, congestion status is indirectly derived
by communicating hosts using an end-to-end

84

IEEE Communications Magazine ¢ April 1992



transport protocol such as TCP. Network conges-
tion is assumed if the protocol discovers lost
packets or experiences increased round-trip
delays. The problem is that indirectly derived
congestion information may not be sufficiently time-
ly or accurate.

First, discovering congestion only after pack-
ets are lost due to congestion is obviously too late
to take action to avoid the present congestion. More-
over, the end-to-end feedback is longer than nec-
essary for relaying congestion information from
the middle of the network to the traffic source.

Second, end-to-end round-trip delays may not
give accurate network congestion information for
reasons such as 1) delays may include other over-
heads. like host delays, not caused by network
congestion, 2) delays may vary due touse of different
physical routes rather than different degrees of
network congestion, and 3) delays reflect the sum
of the delays in all the switches and links that the
packet has traversed, and thus do not necessarily
reflect existence of any single congestion hot spot
in the network.

Link-by-Link Flow Control

A mechanism which is capable of providing direct
congestion feedback is link-by-link flow control. The
receiver of each link will send its buffer status
information to the sender. Using this informa-
tion, the sender ensures that it will never send
more data than the receiver can hold. (Note that
these flow-control buffers need only be sufficient-
ly large to sustain the link bandwidth. They are
different from those buffers used to hold exces-
sive traffic as described previously.)

Through link-by-link flow control, back pressure
can build up along a connection spanning multi-
ple links. When a traffic source, the starting point
of a connection, encounters back pressure, it will
stop sending data into the connection until the
back pressure is off. For LANSs, such link-by-link flow
control can be implemented efficiently and inex-
pensively, because of small propagation delays.
We expect that the same method is applicable to
wider area networks, but the details need further
evaluation.

The link-by-link flow control mechanism
described herein represents a new kind of net-
work control, for which new designs are needed. The
following are some desirable design goals: 1) the
peak link bandwidth canbe achieved, 2) the flow con-
trol overhead is relatively small, and 3)the flow
control is tolerant to transient link failures. Note
that, unlike data, the link-by-link flow control
information (e.g., the receiver buffer status) is
not protected by high-level protocols to ensure
reliable delivery, and its loss can have fatal impact
on the network’s operation. Thus, property 3)
deserves special attention.

Cell-Level Multiplexing

A necessary condition for low-latency communi-
cation, as discussed previously, is that fine-grain mul-
tiplexing be used in time-multiplexing network
resources. A typical method of achieving fine-
grain multiplexing is to split each packet into
small fixed-size data units, called cells, which are
multiplexed over network resources. This is the case
with ATM networks where packets are transmit-
ted and switched in 53-byte cells.

M Figure 5. Virtual-connection network (VCN).

The reason cell-level multiplexing can support
low-latency communication is that it allows a
high-priority packet to bypass a low-priority pack-
et over the same physical link. That is, the low-
priority packetyields the link to the high-priority one
at the cell boundary, rather than only at the pack-
et boundary. This ensures that a long packet
being sent over a link cannot cause long delays
for other packets (i.e., head-of-line blocking can-
not occur).

Virtual Connections

A systematic way of viewing the cell-level multiplexing
is that it implements a set of virtual connections.
Each packet is transmitted over a single virtual
connection, and those virtual connections sharing
the same network resource are time-multiplexed
at the cell level. So packets traveling on these vir-
tual connections are multiplexed at the cell level.
The connections are virtual in the sense that
there can be a large number of them in the net-
work at any given time, without being bounded by
physical bandwidth of links or switches. The cell-
level multiplexing of virtual connections is trans-
parent to the user.

VCNs — Putting It Together

I nview of the reasons given above for having switch-
es, link-by-link flow control, cell-level multi-
plexing, and virtual connections, it is natural to
consider anideal network with all these desired prop-
erties. This is referred to as the virtual-connec-
tion network (VCN) in this paper. A VCN is a
switch-based network capable of implementing cell-
based, link-by-link flow-controlled, single- or multi-
destination virtual connections. A VCN
implementing three virtual connections, where VC1
and VC2 are single-destination, and VC3 is multi-
destination is illustrated in Fig. 5.

Virtual connections described herein differ from
virtual channels in the ATM literature in that virtual
connections have link-by-link flow control and
can be multi-destination. Virtual connections are
most effective for networks, mainly LANs and
MANS, where medium propagation delays are
relatively small. These networks allow fast, reli-
able and low-cost implementation of the cell-

IEEE Communications Magazine ¢ April 1992

85




level handshaking protocols required by the link-
by-link flow control. This link-by-link flow con-
trol property distinguishes VCNs from wide-area
ATM networks.

VCNs support both connection-oriented and
connectionless data link layer traffic. In the con-
nection-oriented case, avirtual connection is main-
tained over time to transfer multiple packets in
sequence. In the connectionless case, a virtual
connection is set up solely for the transfer of a
single packet. Both connection-oriented and
connectionless traffic can co-exist in the network
simultaneously.

The VCN architecture is an example of a giga-
bit LAN architecture with the potential of suc-
cessfully meeting the systems challenges described
previously. Some of the advantages and architectural
features of VCNs are summarized as follows:

A high-bandwidth traffic source can pump
data into the network over a VC at the peak rate
of the access link as long as there is no other
competing traffic. If there is competition, the rate
automatically will decrease to the value deter-
mined by the link-by-link flow control over the
VC. This allows the traffic source to use the max-
imal bandwidth available at any given time, and there-
by solves the problem related to the admission control
scheme previously described.

By properly scheduling the traffic of individu-
al VCs, the network guarantees performance inband-
width and latency for selected VCs.

Through back pressure propagation, virtual con-
nections provide an efficient means of directly relay-
ing congestion information back to traffic sources,
and support simple and effective network conges-
tion control schemes. As discussed, the link-by-
link VC flow control mechanism will prevent excessive
traffic from entering the network. That is, exces-
sive traffic will be blocked at the network’s bound-
ary, instead of being allowed to enter the network,
and cause difficult congestion problems. The
problem of using network buffers to hold exces-
sive traffic, as described before, does not exist
here.

Multi-destination VCs provide a natural
framework for supporting reliable multicasting or
broadcasting. For example, in Fig. 5, VC3 canimple-
ment a two-destination multicasting. The multi-
casting/broadcasting capability isimportant to many
high-performance applications such as distribut-
ed computing and network multimedia.

* Cache bahdeth |

» # data copies

+ Cache invalidation/flushing

« Context switching/interrupt

M Figure 7. Host interface issues.

Special-purpose
system

M Figure 6. Three interface types.
Gigabit Interfaces

Beyond the LAN architectures themselves,
many systems issues of gigabit LANs are
related to their interfacing with other systems.
Note that whenever the sustained bandwidth of
an interface is increased, the allowed time for the
interface to process a packet must decrease pro-
portionally. For example, to sustain the 1 Gb/s
throughput, the interface must process packets at
the rate of approximately one packet every 1 ps
for 100 byte packets, or every 10 ps for 1 kilobyte
packets. This implies that if a processor capable
of executing one instruction every 50 ns is used,
only 20 or 200 instructions, respectively, are allowed
for each packet.

There are several solutions to this stringent
processing requirement. The traditional approach
istouse asingle fast processor. Alternatively, anum-
ber of relatively slow processors could be used in par-
allel. Another approach could use special-purpose
circuits to handle those parts of the processing
that are simple to implement in hardware, and
use the host processor for the remaining processing.
Independent of the above options, the interface
architecture and the protocol can be streamlined
to reduce the number of required instructions
per packet.

The performance bottleneck in the long term,
however, is expected to be related to the memory
speed rather than processing speed, since the
former will be unlikely to increase as rapidly as
the latter. Interface architectures should be
aimed at achieving bandwidths near the peak band-
width of the memory employed. Basically, there are
three types of interfaces for gigabit LANs which
are of interest, as depicted in Fig. 6. Special
issues in each of these interfaces will be dis-
cussed.

Interfacing with Hosts

The primary function of host interfaces is to
move data between the attached network and the
host memory accessible to the host application. It
is well-known that most common transport proto-
cols, in particular transmission control protocol/inter-
net protocol (TCP/IP}[1}, do not form performance
bottlenecks [8, 16] provided that the protocols
are properly implemented.

For the efficient implementation of a proto-
col, it is essential to minimize the number of
accesses to the host memory because memory band-
width represents a major limitation as pointed
out above, In traditional host interface imple-
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mentations for Ethernets, there can be as many
as six accesses to or from the host memory for
each word received from or transmitted to the
network. This excessive use of memory bandwidth
will be a severe bottleneck when interfacing with a
gigabit network. Fortunately, schemes exist which
reduce the number of accesses to only one or two
for each transmitted or received word [6, 21].

Generally, the host system can support stream-
lined implementation of protocols by having an envi-
ronment which reduces copy and buffer operations,
pipelines data transfers, providing high-bandwidth
DMA, and using efficient implementations of check-
summing, error handling, compression, encryption,
etc. The current status in host interfaces with
gigabit LANs is summarized in Fig. 7. With
some minor hardware assistance and a high-
bandwidth host memory, today’s high-performance
workstations can interface to networks at hundreds
of Mb/s [13, 14, 21]. In preparing packets for
transmission and in acting on received packets,
however, the CPU incurs considerable over-
heads related to the cache architecture, page
move/copy, page locking/unlocking, context switch-
ing, interrupts, etc. Network researchers need to
work closely with workstation vendors to remove
these bottlenecks.

Interfacing with Special-Purpose
Systems

Gigabit LANs can encourage the development of
specialized systems optimized for a specific set of
applications. Examples of these special-purpose sys-
tems include high-resolution printers, high-band-
width storage systems, high-performance
visualization stations, and highly parallel comput-
ing engines. With gigabit LANs, these systems
can become easily shared resources and thus can
afford to be highly sophisticated since their costscan
be amortized across many users. The high-perfor-
mance computing environment described previously
and depicted by Fig. 3 is an example of this sce-
nario.

Interfacing special-purpose systems to gigabit
LANSs, however, imposes some unique issues.
Typically, a special-purpose system itself is not
designed for high-speed network interface. Anaddi-
tional network interface unit, as shown in Fig. 8,
needs to be used to provide required capabilities
such as high-performance buffering and protocol
processing. An example of such an interface unit
isthe communication accelerator block (CAB) system
under development by Carnegie Mellon University
and Network Systems Corporation for connecting Intel’s
iWarp parallel machine to a HIPPI network.

The issues related to the network half of such
an interface are similar to those host-network
interface issues discussed previously. However, inter-
facing with the special-purpose system represents
major challenges (some of which are listed in Fig. 8).
For example, when interfacing with a parallel
processor array, the data distribution from the inter-
face to individual processors on the array usually
is done in an ad-hoc manner. There is a lack of
high-level protocol support for primitives such as
distributing a data array evenly among multiple pro-
cessors. Identifying common network I/O require-
ments for different types of special-purpose systems
would be a useful first step in streamlining net-
work interfaces with these systems.
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Interfacing with Other Networks

To enter the mainstream, gigabit LANs must
interoperate efficiently with various present and
future networks. Because they are new networks with
many new features, gigabit LANs present many choic-
es concerning their interfaces with other net-
works, and these options must be carefully studied.
However,one thing that is certainis that these inter-
faces need to support multiple network protocols,
as demanded by today’s world of networks.

Let us consider the interface between a HIPPI
network and an ATM network as an example.
This HIPPI-ATM interface will illustrate some
key network interface issues for gigabit LANs.

Astraightforward HIPPI-ATM interface, asillus-
trated in Fig. 9, could be a network layer router,
say an IP router. This router-based interface
works as follows. In the HIPPI-t0o-ATM direc-
tion, the IP packet encapsulated in each arriving
HIPPI packetis converted into ATM cells. Then the
cells are transmitted over the virtual channel
associated with the IP address of the packet. In
the ATM-to-HIPPI direction, the arriving ATM cells
corresponding to an IP packet are reassembled
into a packet according to some ATM adaptation
standard. The resulting packet, encapsulated in a
HIPPI packet, is transmitted to the proper HIPPI
port associated with the packet’s IP address.

In contrast to the router-based interface above
which supports only the IP protocol, a multipro-
tocol interface approach is depicted in Fig. 10.
This approach is attractive in that it allows the
same interface core to be used in a variety of net-
work interface configurations. The interface core

IEEE Communications Magazine * April 1992

87




t v

“« > MAC
HIPPI ATM HIPPI ATM HIPPI ATM HIPPI
e — o>y o Y ATM g
23| [£5 <3| |[€2 £ network €L
CigZC E «—Zcl¢ S0 E ] 238
= 15 = =
(@) (b)

(d]
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and MACIATM networks, and (c) HIPPI networks.

basically performs the following functions: The
first is the translation between HIPPI packets and
ATM cells. The second is the mapping of each
arriving HIPPI packet to the associated virtual chan-
nel in the ATM network, based on the switching
address (the I-field in HIPPI terminology [19]) of
the packet. Conversely, the interface tags each
reassembled packet arriving from the ATM network
with the associated HIPPI I-field, based on the iden-
tifier of the virtual channel on which the packet
arrives. When interfacing with a link-by-link flow
controlled network, such as the one described previ-
ously, it is useful that the interface be able to propa-
gate back pressure for individual virtual connections.

The interface core can be used asa building block
for various network interfaces. Figures 10a and
10b show that, by combining the interface core
with two full-duplex pairs of HIPPI channels, an
interface between IP/HIPPI and IP/ATM net-
works canbe formed. Figure 10b shows that, by com-
bining the interface core with a MAC-bridge, an
interface between MAC/HIPPI and MAC/ATM net-
works can be formed. (MAC refers to the media
access control sublayer of the data link layer in
the IEEE 802 standard for LANs [1].) Figure 10 ¢
shows that, by using a pair of the interface cores,
two HIPPI networks can be connected via an
ATM network.

Note that the interface of Figure 10c allows HIPPI
packets to move uninterpreted from one HIPPInet-
work to the other. Unlike the router-based interface
of Fig. 9, the interface does not need to perform trans-
lations based on network layer addresses, and can
transport raw HIPPI packetswithout having to assume
that some higher-layer protocols are used.

Onthe other hand, when the interface core iscon-
nected to IP-routers and MAC-bridges as shown
in Figures 10a and 10b, the resulting interfaces
can still perform translations based on IP and
MAC addresses. Therefore, the approach is fun-
damentally flexible and not necessarily expensive,
because the common interface core can be shared
between different network interface configurations.
Aspartofthe Nectar WAN testbed research [12,23],
an experimental version of the HIPPI-ATM
interface core is being jointly developed by Bell-
core and Carnegic Mellon.

This interface core, called HAS (HIPPI-ATM-
SONET)[7,22), uses eight 155 Mb/s STS-3c SONET
channels to carry ATM virtual channels.

The HAS experiment has revealed another

general issue in the design of gigabit network
interfaces: how to design a high-speed interface made
of many lower-speed ones. For example, the HAS
interface with the ATM network is composed of eight
155-Mby/s channels as mentioned above. Such an
interface requires traffic to be distributed and
collected between the multiple lower-speed chan-
nels. At the destination, buffers must be provided
to collect data arriving from the different chan-
nels. Ideally, one would provide ashared buffer space
for all the channels instead of a fixed buffer for
each channel, so that buffer space not used by
one channel can be used by the others.

Therealsois a question of whether tostripelarge
packets or small cells over the channels. Cell-
striping allows usc of the aggregate bandwidth for
the transfer of even a single packet, but requires
a relatively large buffer at the destination to
absorb possible time skews between cells arriving
from the different channels. Packet-striping does
not require as large a buffer. In addition, it can
support a scalable, modular design: a high-speed
packet interface can be formed by simply combin-
ing a number of low-speed packet interfaces with
a packet striper. For these reasons, packet strip-
ing is used in the HAS.

Conclusion

G igabit LANs provide both high bandwidth (multi-
Gb/s) and low latency (tens of us or less)
end-to-end communication. LANs with this per-
formance will pave the way for many next-gen-
eration, high-performance computing and
communications systems and new applications.
Demands for gigabit LANs are widely recog-
nized, and hardware component technology at
gigabit speeds is basically available.

The performance trend of LANS, as shown in
Fig. 1, clearly indicates that gigabit LANs repre-
sent the next performance milestone. The ques-
tion is how soon the widespread availability of gigabit
LANs can become a reality. It has taken FDDI
approximately 10 years to mature. It is important
that the gigabit LANs’ development not experi-
ence a similar delay.

Gigabit LANs differ from other networks in many
ways. Because of their high speeds, gigabit LANs
face new challenges related to issues such as
highly bursty traffic and large bandwidth mismatches
in network links. To successfully meet these chal-
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lenges, new LAN architectures, such as the virtu-
al-connection architecture, are needed. In addition,
because they are new networks with many new
features, gigabit LANs need to resolve many
architectural issues related to interfacing with hosts,
special-purpose systems, and other networks. The
solutions and ideas presented in this paper are main-
ly for the purpose of illustrating concepts and
concerns. Much work is needed to verify the
approaches proposed herein.

To ensure rapid progress, there should be
extensive collaborative efforts between industry, uni-
versity, and government. These efforts should
complement other existing efforts such as gigabit
WAN testbeds [12, 23] and research in network-
based multicomputer systems. Cross-industry
commitment in interoperability between net-
works should be fostered. Early standardization
in areas such as physical media and framing,
where agreements can be reached relatively easi-
ly, should be encouraged. Example research
areas include switch and transport architectures;
lightweight protocols; low-latency host interfaces;
integrating architectural development of hosts,
LANs, MANs, and WANSs; and new applications and
usage models. Hopefully, there will be a tight
coupling with industry to achieve the goal of one
to two years of experimentation immediately fol-
lowed by the initial commercial products.
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